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Introduction

During implementation of changes regarding procedures for updating the ‘acpi’ attribute of resources, we discovered my corner case situations, such as:
As per the the specification, the ACP validation call flow is as follows :

1.If acpid is present in the update payload, 
check the existing acpid’s selfPrivilege if the given originator has update privilege.

If Yes, 
update the acpid attribute, and then evaluate all the acpids to CHECK if the resource has privilege to update the other attributes of the resource.

Logically, the new ACP that is linked, will provide update "privilege" to this originator otherwise the current operation would fail. Hence, it is unclear why the second check needs to be done.

However we cannot make that assumption because what happens if the new acp privileges do not provide update privilege to the originator? Therefore it is necessary to checked just for that case, can we say sanity check?

Then, since we are checking, if the new ACP does not allow UPDATE permission, how does the CSE respond?

CHANGED because the acpi has changed.

If CHANGED what payload is sent back?  How do we indicate only part of the request was completed?

ACCESS DENIED because of insufficient permissions?

If permission denied, should we leave the acpi change in place, or revert back to the original value?

If 1. Returns No permission to change the selfPrivilege, we fail the update request and return “ACCESS_DENIED” irrespective of the other attributes.
The proposed change is to forbid to do these two operations (update of acpid and update of other attributes) at the same time. 


Acpid update: The approach that we will take is 

a.
If resource update payload has acpid along with other attributes the CSE will send an error –suggestion is 

4102
CONTENTS_UNACCEPTABLE

b.
If resource update payload has acpid only, the CSE would perform acp validation by checking the self Privilege of all the existing ACPs. If the originator has UPDATE permission(in self-privilege), the CSE would update the acpid attribute. Privileges attribute will not be checked if the UPDATE payload has acpid. 

This will be done irrespective of the value of the new acpid, i.e. it is empty (DELETE) or has values during an UPDATE operation.
-----------------------Start of change 1-------------------------------------------
Table 9.6.1.3.2-1: Common Attributes

	Attribute Name
	Description

	accessControlPolicyIDs
	The attribute contains a list of identifiers for <accessControlPolicy> resources. The privileges defined in the <accessControlPolicy> resources that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).
For an Update operation to a resource, it is forbidden to change the accessControlPolicyIDs attribute in the same request to Update other attributes of the targeted resource, i.e a request to Update the accessControlPolicyIDs attribute shall be the only attribute in the UPDATE request.

To update the accessControlPolicyIDs attribute, a Hosting CSE shall check whether the Originator has Update privilege in any current selfPrivileges, of the <accessControlPolicy> resources which this attribute references.
To update the any attribute other than the accessControlPolicyIDs attribute, a Hosting CSE shall check whether the Originator has Update privilege in any privileges, of the <accessControlPolicy> resources which the accessControlPolicyIDs attribute references.



If a resource type does not have an accessControlPolicyIDs attribute definition, then the accessControlPolicyIDs for that resource is governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyIDs attribute definition, or the privileges for access are fixed by the system. Refer to the corresponding resource type definitions and procedures to see how access control is handled in such cases.

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute is not set, or it is set to a value that does not correspond to a valid, existing <accessControlPolicy> resource, or it refers to an <accessControlPolicy> resource that is not reachable (e.g. because it is located on a remote CSE that is offline or not reachable), then the Hosting CSE shall support a default access privilege. This default shall provide access privileges to only the creator of the resource. The Hosting CSE shall keep track of the creator of the resource even if the resource does not support a creator attribute. The default access privilege shall grant the creator unrestricted access to the resource, i.e. it shall include all possible operations for that resource. All other entities shall be denied access by default..

All resources are accessible if and only if the privileges (i.e. configured as privileges or selfPrivileges attribute of <accessControlPolicy> resource) allow it, therefore all resources shall have an associated accessControlPolicyIDs attribute, either explicitly (setting the attribute in the resource itself) or implicitly (either by using the parent privileges or the system default policies). Which means that the system shall provide default access privileges in case that the Originator does not provide a specific accessControlPolicyIDs during the creation of the resource.




-----------------------End of change 1---------------------------------------------
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