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1
Scope

This document provides an anlysis of the decentralized authentication mechanism proposed in TR-0041. It focuses on the security aspect but also on the claimed features of this mechanism. It also compares the latter with other Security Association frameworks.
Note: this version is updated according to offline discussion between Orange and Huawei.
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Overview of TR-0041 and of Identity Based Cryptography

The technical report TR-0041 describes a method to establish security in M2M systems which differs from the three frameworks (namely the provisioned symmetric key based SAEF, certificate-based SAEF and MAF-based SAEF) already specified in [1]. 

More specifically, this document introduces a method relying on a primitive called Identity Based Cryptography (IBC) credentials. IBC, introduced by Shamir [2], refers to a public key cryptosystem where the public key of an entity can be derived from its identity Id while the corresponding secret key is generated by a trusted authority. Although the notion of identity may seem vague and depends on the context, there are some requirements that a scheme must fulfil to be “identity based”. According to [2], the identity can be any information that uniquely identifies the entity and that is readily available to the other parties. In particular, as stated in [3], this means that the “public key can be calculated by anyone who has the necessary public parameters”, which “eliminates the need for the sender and receiver to interact with each other […] before sending secure messages”. We emphasize that these requirements are necessary, otherwise any public key cryptosystem could be said “identity based” by simply defining the identity of an entity as its public key. 

 Compared to certificate-based solutions, the main benefit of IBC is that the public key does not have to be certified since its authenticity can be checked by simply re-generating it from the identity. Its main drawback is that it needs a trusted entity who generates (and so has access to) all the entities’ secret keys. This stands in sharp contrast with certificate-based constructions where the entities can generate their own secret key [1]. 
4
Overview of IBC Credentials

The core idea of this new method is that entities A and B owning IBC credentials will be able to compute a shared secret key after exchanging some parts of their credentials. The resulting secret value will then act as the pre-shared key in the TLS-PSK handshake, allowing the entities to establish a secure channel. 

System Parameters: The system parameters include the description of an elliptic curve defining a group of order a prime q generated by a point G. They also contain the public key, denoted KPAK, of the Key Management Service (KMS) which is responsible for issuing IBC credentials for each entity. The secret key of KMS contains the value KSAK such that KPAK = [KSAK] G.

Credential: A credential for an entity whose identity is Id is essentially a Schnorr’s signature on Id. It is therefore generated by transforming a proof of knowledge of KSAK [4] into a signature on Id by using the Fiat-Shamir heuristic [5]. The resulting credential then consists of the commitment PVT and the response SSK of the Schnorr’s protocol [4] which are respectively called the “Public Validation Token” and the “Secret Signing Key” in the report TR-0041. 

Keygen: The properties of Schnorr’s signature imply that [SSK] G = KPAK + [HS] PVT, where [HS] is the hash of (G||KPAK||Id||PVT). Therefore, anyone knowing PVT can compute [SSK] G which will act as the Diffie-Hellman share of the entity Id. An entity A owning SSKa and an entity B owning SSKb will then be able to compute a shared secret [SSKa * SSKb] G as [SSKa]( KPAK + [HSb] PVTb) for A and [SSKb]( KPAK + [HSa] PVTa) for B.

5
Analysis

5.1 Security

The Keygen process can thus be seen as a combination of the Schnorr’s signature with the Diffie-Hellman key exchange protocol. Since both of these protocols have been extensively studied, one can be reasonably confident in the security of the shared key, provided that some standards steps, such as hashing the output with the respective identities, are added. Nevertheless, we note that the nature of the combination makes a formal security analysis  more complex. In particular, the security of the resulting protocol is unlikely to directly rely on the one of the Schnorr’s signature, but rather on another assumption that should be identified. A complete formal analysis is required to validate the protocol. Such a formal analysis has been recently provided by Huawei.
However, the main concern is related to the very unconventional use of this Keygen process within a TLS-PSK handshake. Indeed, as it name suggests (PSK stands for Pre-Shared Key), TLS-PSK assumes that at least one key is already shared by the two parties running this protocol. This is not the case of the protocol described in TR-0041 which requires this “pre-shared” key to be generated on the fly from the elements exchanged during the Keygen protocol.
 In particular, the “psk_identity_hint” parameter of TLS-PSK, whose purpose ([7])  is to indicate which pre-shared key to use in case parties store many such keys, is now used to send the element PVT which plays a similar role to a Diffie-Hellman share. This concretely means that the lookup process of TLS-PSK is now replaced by a key-exchange protocol, which has a strong impact on the security of the resulting handshake. Indeed, the latter must now rely on the security propreties of the Keygen itself. This major modification of TLS-PSK thus invalidates previous security analysis (e.g. [6]) and calls for a new security assessment of the full protocol. Moreover, we think that the “PSK” designation is misleading (since there is no pre-shared key) and so that this new protocol should rather be considered as an alternative to the full TLS handshake protocol. 
5.2 Efficiency

As it is described, the solution mostly requires 2 scalar multiplications to generate the shared secret. We note that one could reduce this number by including the point [SSK] KPAK in the credential and by computing the shared secret as [SSK] KPAK + [SSK * HSb] PVTb. Indeed, only the latter exponentiation would have to be performed on the fly.

5.3 Identity-Based Feature

The denomination “identity based” is misleading since this scheme is not compliant with the corresponding requirements. Indeed, the public validation token PVT cannot rightfully be considered as an identity (it is a random element generated during the issuance of the credential) and it must be sent to the other party before establishing secure channel. This contradicts the standard definition of identity based cryptosystems (e.g. [2,3]) that we have recalled above. This solution must then rather be considered as public key cryptosystem whose secret keys are generated and implicitly certified by a trusted authority. In particular, an interaction is needed before generating the shared secret.
Similarly, the enrolment exchange described in Section 7.2.2 of TR-0041 specifies that the “identity” is “based on the received identity and the expiry time for this IBC credential”. Here again, the expiry time can hardly be considered as part of an identity.

 As it is defined in TR-0041, an identity is then a combination of an identifier, a public key and some data that are implicitly certified by the secret key. In particular, it shares many similarities with a certificate in a PKI system. The approach proposed  in TR-0041 cannot therefore be acknowledged as an identity-based one.
6
Comparison with other Security Frameworks

6.1 Comparison with provisioned symmetric key framework
This new framework shares many similarities with the provisioned symmetric key one. They both rely on a trusted entity that generates all the entities’ secret keys and they are more suitable for constrained devices, in particular due to the use of the TLS-PSK handshake. The main difference is that the new framework generates the symmetric key on the fly through a specific key exchange protocol. Compared to the symmetric key framework, this avoids the generation and the storage of symmetric keys for each pair of entities that are intended to communicate. However, this requires public key operations during the handshake and, as explained above, this on the fly generation of psk (pre-shared key) leads to a quite different handshake protocol.

6.2 Comparison with certificate based framework
In both approachs we rely on a trusted third party to establish the trust in the ecosystem.The main difference lies in the trust model. Certificate-based solutions ensure that an entity’s signing keys are only known to it, whereas this solution relies on a trusted entity which generates all the keys. The security of this entity is thus critical since all the keys will be compromised in case of corruption.

In section 7.1.1 of TR-0041, it is claimed that “IBC avoids the use of certificates, while certificates management in PKI is extremely complex in practice”.  However, due to the trust model of IBC, it should only be compared to a certificate-based solution where each entity directly gets its certificate from the trust anchor, which avoids long certification chain. In this respect, the difference of complexity between these two frameworks does not seem so obvious. 
Nevertheless, the solution of TR-0041 allows to run the TLS-PSK handshake contrarily to certificate-based solutions, which leads to better performance.

7
Remote Provisionning

IBC credentials can be provisioned to an Enrolee using either Pre-Provisioned Symmetric Key RSPFs or Credential-based RSPFs. The main novelty is the involvement of the Private Key Generator which issues IBC credentials for all entities. 
We note however that the enrolment exchange described in Section 7.2.2 of TR-0041 should be slightly modified to be compatible with the protocol described in Section 7.1.3.2 of TR-0041. Indeed, the issuance process of the latter modifies the identity of the entity (to include the public validation token). Therefore, in the enrolment exchange, the generation of the secret key leads to a new identity ID3 = (ID2,PVT) that should replace ID2 in the following steps.
8
Conclusion

The proposed solution is not a standardized one. We recommend to ask expert groups like ETSI SAGE to perform a formal analysis of the proposed protocol. We consider that oneM2M Sec WG has not the expertise to standardize this solution. However, the main concern is related to the very unconventional use of this Keygen process within a TLS-PSK handshake. Indeed, as it name suggests (PSK stands for Pre-Shared Key), TLS-PSK assumes that at least one key is already shared by the two parties running this protocol. This is not the case of the protocol described in TR-0041 which requires this “pre-shared” key to be generated on the fly from the elements exchanged during the Keygen protocol.
Indeed, oneM2M is not the right forum to propose new cryptographic protocols or a new variant of TLS.

There is single point of failure. Indeed, all the security of the system is based on the third party who generates the secrete keys. This allow to challenge the distributed nature of the solution where a central entity is need to create credentials.
© 2017 oneM2M Partners






















Page 1 (of 2)

