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Introduction

Clarifications for the XML name space and of the differences between Mcs and Mcc/Mca reference points, and a correction of a figure are introduced with this CR. 
-----------------------Start of change 1-------------------------------------------

5.3
AE residing within the SE

In this scenario, the entire AE resides within the SE and utilizes security services provided by the SE. In addition the CSE may access the SE for dedicated security services via the Mcs reference point as depicted in figure 5.3-1. The AE may additionally access CSE resources via the Mca reference point.
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Figure 5.3-1: Secure Environment architecture in a Field Domain Node

The SE is integrated into the node as follows:

· Logically: the SE offers sensitive functions f(x)_sec and security resources res_sec to CSEs residing within the field domain node via the Mcs reference point. The AE is integrated within the SE such that it uses SE internal interfaces and methods. 

· Physically: in case the SE is a dedicated hardware component, it has to be integrated into the field domain node physically including low level drivers that enable logical access to the SE. The physical connection is superfluous in case the SE is implemented in software. 
-----------------------End of change 1-------------------------------------------
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7.2.2
Differences between Mcs and Mcc/Mca reference points
The Mcs reference point is a simple variant of the Mcc/Mca reference points specifying the interaction of CSEs and AEs with secure environments.
An <SE> resource shall represent information about a Secure Environment available in a node. There could be multiple <SE> resources in one node. Secure Environments are represented in <CSEbase> resources and <AE> resources as <SE> child resources.
The present document has no further impact on the specification oneM2M TS-0001 [2] and has no impact on the specification oneM2M TS-0004 [14]. However, the Mcs reference point uses much of the specification in oneM2M TS-0004 [14] and in particular allows use of the WebSocket binding in oneM2M TS‑0020 [18]. Though the other bindings, i.e. the HTTP binding in oneM2M TS-0008 [15], the CoAP binding in oneM2M TS-0009 [16] and the MQTT binding in oneM2M TS-0010 [17], remain applicable, they are not so relevant in the context of a node implementation. 
The Mcs reference point incorporates the following concepts from the Mcc/Mca reference points:

· The concept of operations acting on resources.

· The resource addressing from Mcc/Mca is used.

· The universal attributes and some common attributes of resources.

The Mcs reference point differs from Mcc/Mca in the following ways:

· The CSE/AE can only communicate directly with the secure environment – there are no transited CSEs. Only Blocking Mode communication method is supported.

· The <subscription> resource and NOTIFY operations are not supported. 

· The registration is conducted by the creation of the <SE> child resource in the corresponding <CSEbase> resource or <AE> resource, respectively. An AE needs to be registered at the CSE to be able to access the SE. 
· The Mcs interface involves AE or CSE located on the same node as the SE abstraction layer, hence Security Association Establishment does not apply as such and can be superseded by implementation dependent mechanisms. 
· There are no announced resources.
Common data types are inherited from clause 6.3 of [14]. The present document does not mention optional common attributes that are not used over Mcs. 
7.2.3
Namespaces used for resource and data types 
Representations of resources applicable to the Mcs Interface employ the namespace identifier "senv:" for global XML elements associated with a resource type. Data types of the attributes and complex-type elements of these resource types may use any of the name space identifiers listed in table 7.2.3-1

Any data types of XML elements defined for use in present document shall be one of name spaces in table 7.2.4-1.

Table 7.2.3-1: Namespaces applicable to resource types defined in the present document

	Name space
	Prefix
	Name space definition
	Types defined in

	Secure Environment
	senv:
	http://www.onem2m.org/xml/secureEnvironment 
	the present document and TS-0003 [2]

	oneM2M protocol CDT
	m2m:
	http://www.onem2m.org/xml/protocol 
	TS-0004 [3]

	Device Configuration
	dcfg:
	http://www.onem2m.org/xml/deviceConfig 
	TS-0022 [9]


7.2.4
Mcs Resource and data type definitions
The files defining the data types of the XML elements of Mcs specific resources are given in table 7.2.4-1.
Table 7.2.4-1: Resource type definitions
	Resource Type
	XSD File Name

	algorithmSpecificParameter
	SENV-algorithmSpecificParameter-v0_7_0.xsd

	cipher
	SENV-cipher-v0_7_0.xsd

	connectionInstance
	SENV-connectionInstance-v0_7_0.xsd

	hash
	SENV-hash-v0_7_0.xsd

	identity
	SENV-identity-v0_7_0.xsd

	Profile
	SENV-profile-v0_7_0.xsd

	Rand
	SENV-rand-v0_7_0.xsd

	secureConnection
	SENV-secureConnection-v0_7_0.xsd

	sensitiveDataObject
	SENV-sensitiveDataObject-v0_7_0.xsd

	SEReboot
	SENV-SEReboot-v0_7_0.xsd

	SE
	SENV-SE-v0_7_0.xsd

	signature
	SENV-signature-v0_7_0.xsd
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7.5.2.0
Introduction

A <rand> resource shall represent random data owned by a creator as shown in figure 7.5.2-1.
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Figure 7.5.2-1: <rand> representation

The <rand> resource shall contain the child resources specified in table 7.5.2-1.

Table 7.5.2-1: Child resources of <rand> resource

	Child Resources of <rand>
	Child Resource Type
	Multiplicity
	Description
	<randAnnc> Child Resource Types

	generateRand
	<generateRand>
	1
	See clause 7.5.2.2
	None


Attributes in <rand> are shown in table 7.5.2-2.

Table 7.5.2-2: Attributes of <rand> resource

	Attributes of <rand>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	Defines the resource type.

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.

	expirationTime
	1
	RW
	Time/date after which the resource will be deleted by the Hosting CSE.

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute

	creationTime
	1
	RO
	Time/date of creation of the resource.

The creationTime is set by the CSE hosting the SE when the resource is created.

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.

	randomData
	0..1
	RO
	Contains random data which can be retrieved by the creator

	rngType
	1
	WO
	The following types of RNGs can be requested according to ISO/IEC 18031 [13]: pseudo RNG, physical RNG, Hybrid RNG

	requestedDataSize
	0..1
	RW
	Requested amount of randomData in Bytes
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9.0
Mcs specific enumeration values of m2m:resourceType

The following values are defined specifically for the Mcs interface, as an extension to applicable values inherited from TS-0004 [14]:
“20001”
algorithmSpecificParameter
“20002”
cipher
“20003”
connectionInstance
“20004”
hash
“20005”
identity
“20006”
profile
“20007”
rand
 “20008”
secureConnection
 “20009”
sensitiveDataObject
 “20010”
SEReboot
 “20011”
SE
 “20012”
signature

-----------------------End of change 4-------------------------------------------
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2.1
Normative references

The following referenced documents are necessary, partially or totally, for the application of the present document. Their use in the context of this TS is specified by the normative statements that are referring back to this clause.
[1]
TS-0003, oneM2M Security Solutions 

[2]
TS-0001, oneM2M Architecture

[3]
ETSI TS 102 221 “Smart Cards; UICC-Terminal Interface; Physical and Logical Characteristics”

[4]
GlobalPlatform Device Technology TEE System Architecture, version 1.0

[5]
GlobalPlatform Card Specification, version 2.3 (including its Amendments)

[6]
IETF RFC 5705 "Keying Material Exporters for Transport Layer Security (TLS)".
[7]
ISO/IEC 7816-3 "Identification cards - Integrated circuit cards - Part 3: Electronic signals and transmission protocols”

[8]
IETF RFC 5116 “An interface and algorithms for Authenticated Encryption” 

[9]
IETF RFC 6655 "AES-CCM Cipher Suites for Transport Layer Security (TLS)".
[10]
ISO 9797 “Information Technology – Security Techniques – Message Authentication Codes (MACs)”, 2011.

[11]
NIST FIPS PUB 186-2: Digital Signature Standard (DSS)

[12]
IETF RFC 2104 “HMAC: Keyed-Hashing for Message Authentication”

[13]
ISO/IEC 18031, Information Technology – Security Techniques – Random Bit Generation (2011)

[14]
oneM2M TS-0004: "Service Layer Core Protocol Specification".

[15]
oneM2M TS-0008: "CoAP Protocol Binding".

[16]
oneM2M TS-0009: "HTTP Protocol Binding".

[17]
oneM2M TS-0010: "MQTT Protocol Binding".
[18]
oneM2M TS-0020: "Websocket Protocol Binding".
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