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Introduction

This contribution proposes a key issue for the “Security Area #1: Attribute Based Access Control Policy”.
-----------------------Start of change 1---------------------------------------------
6.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
6.2.x
Key Issue #1.y: Support attribute based access control

6.2.x.1
Key issue details
The current access control policy scheme used in oneM2M System is based on Access Control List (ACL). ACL was originally designed to control the access to the files in computer system. An ACL specifies which subject (users or processes) can perform what operations on an object (resource). In ACL an access control rule is specified by a pair of user/process and operation, and the access control rule is associated with an object. In oneM2M, the subject of the access control rule could be domain, originatorID, all, Role-ID; the operation of the access control rule could be RETRIEVE, CREATE, UPDATE, DELETE, DISCOVER, NOTIFY. The access control rule of oneM2M also supports context constraints that could be time window, location of the Originator, IP address of the Originator. In oneM2M, access control rules are associated to the resources in resource trees. In order to support more complicated access control scenarios, oneM2M also defines an optional parameter accessControlObjectDetails in an access control rule.

One of the advantages of ACL is easy to understand and implement. ACL is ideal for file system access control. Its applicability when applied to other areas of access control will depend on the specific application environment. In the case of oneM2M, ACL rules are associated to the resources. However, in some scenarios, this granularity of access control may not be enough.
Based on current design, even the Originator only needs to access one attribute in a resource, a privilege that can RETRIEVE the whole resources has to be assigned to the Originator. For example, in clause 7.4.13.2.1 in [1.3] there is following description:

If the memberType attribute of the <group> resource is not "MIXED", the Hosting CSE shall also verify that all the member IDs including sub-groups in the attribute memberIDs of the <group> resource representation provided in the request shall conform to the memberType of the group resource. To validate a resource type of a member, the Hosting CSE shall check the resourceType attribute of the resource which is indicated by the member ID. To check the resourceType attribute, the Hosting CSE may retrieve the member resource. When a member ID is virtual resource, the Hosting CSE shall check the resourceType attribute of the parent resource. If the resource type of the parent allows this child virtual resource type, the Hosting CSE checks whether the virtual resource type matches with the memberType attribute of the group. If they match, then the Hosting CSE considers that the virtual member resource is validated. If the resourceType cannot be retrieved due to lack of privilege, the request shall be rejected with a Response Status Code indicating "RECEIVER_HAS_NO_PRIVILEGE" error.
It shows that even if the Hosting CSE only needs to retrieve the resourceType attribute, the system has to assign the entire resource retrieval privilege to the Hosting CSE. This will lead to information leaks.

Currently, the constraints applied to the access control rules only limits to the time window, location of the Originator and IP address of the Originator. If adding new types of restrictions, it means that the structure of the access control rule needs to be modified. This will lead to compatibility issues. For example, it cannot specify that an AE/CSE can perform an operation on a resource if the type of the resource is equal to “AE” because resource type cannot be used to specify context constraints.
Some limitations of the current access control scheme are listed as follows:
· The access control is too coarse. It cannot specify access control at the level of resource attributes.

· The supported context constraints (time window, IP address, country code) may not be enough in complex access control scenarios.

· The logical relationship between the data elements in accessControlOriginators parameter is “OR”. It means the current access control policy cannot specify a simple access control scenario such as “an AE with a role”.

· It supports only one policy combining algorithm, i.e. “permit-override”. When multiple stakeholders are involved, more policy combining algorithms should be supported, e.g. “deny-override” which specifies an access request can be permitted only when it is permitted by all applicable access control policies.

· It is difficult to manage current access control policies. For example, as there is no owner information in current access control policy scheme, it is possible for a security administrator to manage access control policies belonging to other stakeholders if he/she is permitted by selfPrivileges,
For example, the following access control scenarios cannot be specified by the current access control policy scheme.
· It cannot specify that an AE/CSE with a role can perform an operation on a resource because the logical relationship between the AE/CSE and the role in current access control scheme is “OR”.

· It cannot specify that an AE/CSE can perform an operation on a resource if the type of the resource is equal to “AE” because resource type cannot be used to specify context constraints.

· It cannot specify a blacklist. In some access control cases using blacklists may be more appropriate to exclude a small set of subjects.

In order to overcome the limitations of the current access control policy scheme, the present Work Item (WI) specifically focuses on the development of a fine-grained, easy-to-use and manageable access control policy scheme used in oneM2M System.
6.2.x.1
Potential security requirements
oneM2M should be able to grant access to resources at the level of resource attributes.

The context constraint types for oneM2M access control rules should be scalable. The addition of new constraint types should not affect the structure of access control rule.
6.2.m
Key Issue #1.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

6.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
6.2.m.2
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
-----------------------End of change 2---------------------------------------------
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