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Introduction

This contribution proposes a key issue for the “Security Area #1: Attribute Based Access Control Policy”.
-----------------------Start of change 1---------------------------------------------
6.2
Key Issues
Editor's Note: This clause will contain the key issues that need to be addressed on each security area.
6.2.x
Key Issue #1.y: Support more policy combining algorithms
6.2.x.1
Key issue details
Since the access control policy scheme used in oneM2M System is based on Access Control List (ACL), the logical relationship between the data elements in accessControlOriginators parameter is “OR”, i.e. “permit-override”. This will limit the expressive capability of access control policy. For example, it cannot specify that an AE/CSE with a role can perform an operation on a resource because the logical relationship between the AE/CSE and the role in current access control scheme is “OR”.
Multiple access control policies can be associated to one resource in oneM2M System. Currently, only one policy combining algorithm, i.e. “permit-override”, is supported. It seems that more policy combining algorithms should be supported. For example, when multiple stakeholders are involved, there should be a case that requires one can access a resource only when it is permitted by all access control policies specified by different stakeholders respectively. In this case a policy combining algorithm “deny-override” which specifies an access request can be permitted only when it is permitted by all applicable access control policies should be supported.
On the other hand, current access control scheme cannot specify a blacklist. In some access control scenarios using blacklists may be more appropriate to exclude a small set of subjects.
6.2.x.1
Potential security requirements
Besides access control rule combining algorithm “permit-override”, more access control rule combining algorithms should be supported in oneM2M System.

Besides access control policy combining algorithm “permit-override”, more access control policy combining algorithms should be supported in oneM2M System.
Access control policy should be able to specify a blacklist in oneM2M System.

6.2.m
Key Issue #1.m: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (m = 1, 2, 3…) when new key issue is identified.

6.2.m.1
Key issue details
Editor's Note: This clause will describe the key issue.

<Text>
6.2.m.2
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

<Text>
-----------------------End of change 2---------------------------------------------
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