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	MINUTES

	Meeting title:
	SEC34 – Dallas, TX

	Chair:
	François Ennesser (Gemalto), Francois.Ennesser@gemalto.com 

	Secretary:
	Victoria Mitchell, TIA

	Meeting Date:
	12-16 March 2018

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of meeting 

1.1
Welcome

The meeting was opened by the Chair, Francois Ennesser (Gemalto), on 12 March 2018. Participants were reminded of the legal notices on the agenda.

1.2
Schedule for WG4 SEC
The schedule, as noted on the agenda, was reviewed.
1.3
Attendees
Participants were reminded to register for the meeting on the Portal.
2
Review of Agenda
SEC-2018-0034-TP_34_Meeting_Schedule
NOTED - SEC-2018-0034-TP_34_Meeting_Schedule
AGREED - SEC-2018-0034-TP_34_Meeting_Schedule
(Secretary’s Note: Updates to the agenda/schedule were made throughout the week, as needed.)

3
Review of Objectives for the Meeting
SEC-2018-0026-Minutes_SEC_33_2
The meeting objectives, as noted on the agenda, were reviewed.
4
Review of Action Items
	Reference
	What
	Who
	Status

	A-26-5 (R2+)
	Contribute testable (Rel-1 + Rel-2) Security Features Catalog to TST WG for inclusion in Product Profiles
	All
	OPEN

	A-311-1 (R3)
	Provide Stage 3 description of TS-0016 defined resources, aligning with name space prefixes used in TS-0032 where applicable.
	All
	OPEN

	A-32-2 (R4)
	Orange will provide a contribution against TR-0048 for Digital Letter of Approval.
	Orange (Said)
	OPEN

	A-33-1 (R2 correction & R3+ enhancement)
	Clarify Security Association in case of 2 communication channels between 2 entities (Request Reachable AE)
	Qualcomm
	OPEN

	A-33-2 (R3+)

(supersedes A-26-7)
	Open issues found in TST-0010:

· Deriving nodeID from <serviceSubscribedAppRule>

· Define credential-IDs for certificates

· Use of Wildcard “*” in certificates?

· Include CSE registration credentials in service subscription?

· Consider certificates that would include an App-ID
	WG Chair
	OPEN

	A-33-3 (R4)
	Check whether AR impersonation prevention could also apply to CSE
	All
	OPEN

	A-33-4 (R2+)
	Make sure Security Association definition is captured in TS-0011
	All
	OPEN

	A-331-1 (R2+)
	Confirm that TS-0003 and TS-0004 get properly aligned with agreed TS-0001 CR in ARC-2018-0047R01
	All
	OPEN


5
CRs to SEC WG existing deliverables (TS-0003, TS-0032)
5.1
Corrections / Clarifications to older releases (R1, R2)
None
5.2
Contributions for Release 3
SEC-2018-0038-TS-0003v2_12_1-EditHelp_revised_baseline
· editHelp version of TS-0003
· New TS-0003 v2.12.1 Baseline

· Release 2
AGREED- SEC-2018-0038-TS-0003v2_12_1-EditHelp_revised_baseline
SEC-2018-0040R01-CR_TS-0003_securityAssociationPairs_R3
· The present CR aims at clarifying the issue of bidirectional security associations with a minimal number of changes to the current specification.
NOTED - SEC-2018-0040R01-CR_TS-0003_securityAssociationPairs_R3
AGREED - SEC-2018-0040R02-CR_TS-0003_securityAssociationPairs_R3
SEC-2018-0041-CR_TS-0003_securityAssociationPairs_R2mirror
· The present CR aims at clarifying the issue of bidirectional security associations with a minimal number of changes to the current specification.
· Mirror of SEC-2018-0040R01
· Release 2

NOTED- SEC-2018-0041-CR_TS-0003_securityAssociationPairs_R2mirror
AGREED - SEC-2018-0041R01-CR_TS-0003_securityAssociationPairs_R2mirror
SEC-2018-0043-TS-0003v3_7_1-newBaseline
AGREED - SEC-2018-0043-TS-0003v3_7_1-newBaseline
5.2
Contributions for Future Releases
SEC-2017-0177R06-IBC-Based SAEF for TS-0003

· The IBC-Based Security Association Establishment Frameworks in TR-0041 is proposed to be added into TS-0003
· Release 4
· Add IBC-Based SAEF to support authentication of resource-limited devices in oneM2M
· Wait until we know the schedule of R4 before we start implementing the CRs into the baseline document.
· Will be added to the R4 CR pack
NOTED - SEC-2017-0177R06-IBC-Based SAEF for TS-0003
AGREED - SEC-2017-0177R07-IBC-Based SAEF for TS-0003
6
SEC-Related Contributions Affecting other WGs

For information about contributions, from other working groups that effect SEC, please see the appropriate meeting summaries from TP34. 
ACTION 34-1 – Reduce duplication of text between TS-0001 and TS-0003 on Access Control.
ACTION 34-2 - Create Priority Diagram on Access Control to be discussed w/ARC.
7
Contributions to New Deliverables

7.1
TS-0016/WI-0021 Secure Environment Abstraction (Release 3)
SEC-2018-0037-TS-0016_Edithelp_revised_baseline_0_8_1
· Defines an API that abstracts from the technical implementation of the secure environment.
NOTED - SEC-2018-0037-TS-0016_Edithelp_revised_baseline_0_8_1
AGREED - SEC-2018-0037R01-TS-0016_Edithelp_revised_baseline_0_8_1
SEC-2018-0027-TS-0016_Mcs-Differences-CR
· Clarifications for the XML name space and of the differences between Mcs and Mcc/Mca reference points, and a correction of a figure are introduced with this CR.
NOTED - SEC-2018-0027-TS-0016_Mcs-Differences-CR
NOTED - SEC-2018-0027R01-TS-0016_Mcs-Differences-CR
NOTED - SEC-2018-0027R02-TS-0016_Mcs-Differences-CR
AGREED - SEC-2018-0027R03-TS-0016_Mcs-Differences-CR
TS-0016 will not be submitted for approval during TP34. Progress will be reported at 90%. Approval of TS-0016 will be sought during TP35.

7.2
TR-0038 Developers Guide implementing Security (Release 3)
None
7.3
WI-0066/TR-0041 Decentralized Authentication

SEC-2018-0023R01-Conclusion for Decentralization authentication
· The present document offers an overview of the use cases, requirements and available solutions for IBC-based authentication for oneM2M.
AGREED - SEC-2018-0023R01-Conclusion for Decentralization authentication
SEC-2018-0024-proof for IBC-based authentication
· In this manuscript, we study the security of static Diffie-Hellman key exchange based on ECCSI (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) specified in RFC 6507, where the private keys are obtained essentially as Schnorr signatures (a variant)
NOTED - SEC-2018-0024-proof for IBC-based authentication
SEC-2018-0010R03-Orange's Security analysis of TR-0041
· This document provides an analysis of the decentralized authentication mechanism proposed in TR-0041. It focuses on the security aspect but also on the claimed features of this mechanism. It also compares the latter with other Security Association frameworks.
· This (R03) contribution, especially the Conclusion, is not proper.

· Revision expected
NOTED - SEC-2018-0010R03-Orange's Security analysis of TR-0041
SEC-2018-0042-TR-0041 Decentralized Authentication baselilne V0_4_0
· For approval by TP, for inclusion in the publication of Release 3

· It was suggested that the title of the document be changed but that would require quite a bit of administrative work.

AGREED - SEC-2018-0042-TR-0041 Decentralized Authentication baselilne V0_4_0
TR-0041 will be presented to the closing TP for approval.
7.4
TR-0050 Attribute based Access Control Policy
SEC-2018-0028R01-TR-0050_Key_issue_1_of_Security_Area_#1
· This contribution proposes adding the ability to support attribute based access control
· Needs more precision in the language concerning the potential security requirements (section 6.2.x.1).
· e.g., “need a mechanism to access resource attributes”

NOTED - SEC-2018-0028R01-TR-0050_Key_issue_1_of_Security_Area_#1
NOTED - SEC-2018-0028R02-TR-0050_Key_issue_1_of_Security_Area_#1
AGREED - SEC-2018-0028R03-TR-0050_Key_issue_1_of_Security_Area_#1
SEC-2018-0029R01-TR-0050_Key_issue_2_of_Security_Area_#1
· This contribution proposes supporting more policy combining algorithms
NOTED - SEC-2018-0029R01-TR-0050_Key_issue_2_of_Security_Area_#1
NOTED - SEC-2018-0029R02-TR-0050_Key_issue_2_of_Security_Area_#1
AGREED - SEC-2018-0029R03-TR-0050_Key_issue_2_of_Security_Area_#1
SEC-2018-0030R01-TR-0050 Key issue 1 of Security Area #2
· This contribution proposes the support of privacy policy. Acts as a data filter.
NOTED - SEC-2018-0030R01-TR-0050 Key issue 1 of Security Area #2
AGREED - SEC-2018-0030R02-TR-0050 Key issue 1 of Security Area #2
SEC-2018-0031R01-TR-0050 Key issue 1 of Security Area #3
· This contribution proposes newly defined access control policies that may enhance the current oneM2M access control system.
NOTED - SEC-2018-0031R01-TR-0050 Key issue 1 of Security Area #3
AGREED - SEC-2018-0031R02-TR-0050 Key issue 1 of Security Area #3
SEC-2018-0032R01-TR-0050 Key issue 1 of Security Area #4
· This contribution proposes that access control policies should be securely provisioned to the Hosting CSE.
· Revision expected at a future SEC meeting

NOTED - SEC-2018-0032R01-TR-0050 Key issue 1 of Security Area #4
NOTED - SEC-2018-0032R02-TR-0050 Key issue 1 of Security Area #4
SEC-2018-0033R01-TR-0050 Key issue 2 of Security Area #4
· This contribution proposes centralized management of access control policies.
· Revision expected at a future SEC meeting
NOTED - SEC-2018-0033R01-TR-0050 Key issue 2 of Security Area #4
NOTED- SEC-2018-0033R02-TR-0050 Key issue 2 of Security Area #4
7.5
WI-0073 TR-0048 App-ID registry Function
SEC-2018-0039-Add_of_DLOA_to_TR48_as_requested_by_SEC_WG
· New feature proposed for TR-0048 – Digital Level of Approval (DLOA)
· Release 3

· TR-0048 is frozen so adding this big of a feature to a frozen document isn’t advisable (or necessary allowed, per our WPD)
· This may be a great use case but may not belong in the actual document, as it calls out a specific platform (GlobalPlatform).
· GlobalPlatform interworking

· May belong in the MEF document and not the App-ID Registry Function. This function doesn’t match the goal/scope of this document.
· Shelby will take this contribution and integrate the information with the other applicable documents.

NOTED - SEC-2018-0039-Add_of_DLOA_to_TR48_as_requested_by_SEC_WG
NOTED - SEC-2018-0039R01-Add_of_DLOA_to_TR48_as_requested_by_SEC_WG
AGREED - SEC-2018-0039R02-Add_of_DLOA_to_TR48_as_requested_by_SEC_WG
SEC-2018-0036R01-Update to WI-0073/TR-0048 to move to completion
· This contribution cleans up TR-0048 and prepares the document for approval
· To be included in R3

· Will need to be sent to editHelp

· Once approved, the work item will be closed

NOTED - SEC-2018-0036R01-Update to WI-0073/TR-0048 to move to completion
AGREED - SEC-2018-0036R02-Update to WI-0073/TR-0048 to move to completion
SEC-2018-0044-TR-0048 Final for TP Approval
· Edits were mostly editorial
· Definitions section was added

· New baseline

· Will be presented to the TP for final publication. 

· Approval @ TP34 -> editHelp -> added to the R3 package and ratified (as v1.0.0).

AGREED - SEC-2018-0044-TR-0048 Final for TP Approval
7.6
WI-0065 TR-0040 Trust Management in oneM2M
None
8
Other Contributions
8,1
Liaisons, New Work Items and Revisions of Work Items

None
8.2
Other Contributions for Discussion

None
9
Planning for Next Meeting(s)
9.1
Organization of Email Discussion Threads
N/A
9.2
Next Conference Calls
SEC34.1 –April 19 12:00 – 13:30 (UTC)
· Address Access Control w/ARC

SEC34.2 – Week of May 23
9.3
Next Face-to-Face

SEC35 – 22-25 May 2018 – Sophia Antipolis (ETSI offices)
10 
Any other business
None
11
Closure of meeting

The final SEC session was held on 16 March 2018.
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