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6
Security Services and Interactions

6.1
Security Integration in oneM2M flow of events

6.1.1
Interactions between layers

Before any M2M Common Services layer procedure can take place, connectivity has to be established in the underlying Network Services Layer, which may involve independent provisioning and service registration procedures specified by the underlying network.

The Service Layer Security provisioning (security pre-provisioning or security bootstrapping) and Security Association Establishment procedures specified in the present document can take place independently (and generally consecutively) from any required Network Service Layer connectivity establishment procedures.

Finally, the security provisioning and security association establishment requirements imposed by M2M Application Service Providers have to be accounted for. At the service layer level, the security association establishment results in a TLS or DTLS session which protects messages being exchanged between adjacent AE/CSE, i.e. hop-by-hop. AEs that need to preserve the privacy of their information exchange from untrusted intermediate nodes can be provisioned to support a direct security association between them. Such security associations enable to encrypt the content of resources exchanged between AEs through the service layer. In some scenarios (see clause 8.2.1), security association establishment between adjacent AE/CSE requires separate  TLS or DTLS sessions for each transmission direction, i.e. a pair of security associations.
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------
8.2
Security Association Establishment Frameworks

8.2.1
Overview on Security Association Establishment Frameworks

The Security Association Establishment Frameworks (SAEF) described in the present document, apply to direct connections on the Mcc, Mcc' or Mca reference points. 
The Security Association Establishment Framework end-points are denoted:

· Entity A, which may be an AE or CSE. This entity always acts as the client of the security association (TLS/DTLS session). 

· Entity B, which shall be a CSE. This entity always acts as the server of the security association (TLS/DTLS session).
If entity A is request reachable, i.e. capable to receive request primitives from entity B on a separate point of access (see clauses 9.3.2 and 9.6.5 of oneM2M TS-0001 [1]), it also acts as the server of a second security association (TLS/DTLS session denoted SA2) and entity B acts as a client of this second security association. The relationship between the first and second security association, SA1 and SA2, is specified below and illustrated in figure 8.2.1-2.
The oneM2M system supports the following Security Association Establishment Frameworks:

· Security Association Establishment Frameworks:

· Provisioned Symmetric Key Security Association Establishment. A symmetric key is provisioned to the entities: this is called the Provisioned M2M Symmetric Key, and denoted Kpsa. The entities authenticate each other by verifying Message Integrity Codes (MIC) in the Security Handshake which were generated using the symmetric key. For more details see clause 8.2.2.1.

· Certificate-Based Security Association Establishment: The entities are each issued with:

· a Private Signing Key that is known only to that entity;

· a Certificate containing the corresponding Public Verification Key; and

· (Optionally) a Certificate Chain from the entity's Certificate to a Root Certificate.


The entities validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, entity A creates a digital signature of the session parameters using its private signing key and entity B verifies the digital signature using entity A's public verification key. Then the roles are reversed: entity B creates a digital signature and entity A verifies it. For more details see clause 8.2.2.2.

· M2M Authentication Function (MAF)-based Security Association Establishment. This Security Association Establishment Framework uses mutual authentication of the entity A and the M2M Authentication Function (MAF) and derive a M2M Secure Connection key (Kc) that the MAF delivers to entity B (via separate mutually-authenticated communication). The entities then authenticate each other using the M2M Secure Connection key (Kc). Each of Entity A and Entity B can use either symmetric key credentials or certificates for mutual authentication with the MAF. For more details see clause 8.2.3.1.

For a more detailed description of the above Security Association Establishment Frameworks, it is useful to compare the following aspects of the Security Association Establishment Frameworks:

· Credential Configuration:

· For the Provisioned Symmetric Key Security Association Establishment Framework, Entity A and Entity B are provisioned with the Provisioned M2M Symmetric Key that entities subsequently use to authenticate each other using pre-provisioning or remote provisioning.

· For the Certificate-Based Security Association Establishment Frameworks, Entity A and Entity B are pre‑provisioned with the Credential that the entity subsequently use to authenticate itself to the other entity using pre-provisioning or remote provisioning.
· For the MAF-based Security Association Establishment Framework, the MAF Credential Configuration procedure (clause 8.8.3.1) is performed twice: once to provision credentials for mutual authentication of Entity A with MAF, and once to provision credentials for mutual authentication of Entity B with MAF.

· Identity Configuration: Identity configuration can occur as part of Credential Configuration, or can occur at a later time.
·  For the MAF-based Security Association Establishment Framework, the MAF is configured with information about the identities of Entity B and, optionally, Entity A. Clause 8.2.2.3 provides additional details. 
NOTE 1: The current oneM2M specifications do not describe how this information is configured to the MAF.
· Entity A's knowledge of its identity (IdA) has no impact on the security association establishment.

· Entity B shall be configured with its CSE-ID (IdB) prior to Association Configuration.
· Association Configuration: 

· 
Entity A shall be provided with IdB, the CSE-ID for Entity B.
NOTE 2: 
The present specification does not describe how Entity A is provided with IdB. Example mechanisms could include configuration via remote management, and discovery mechanisms supported by the Underlying Network(s).
· In the case of Certificate-Based Authentication Framework: each entity (Entity A and Entity B) is additionally configured with the certificate information that the entity subsequently uses to verify the other entity. The necessary certificate information is dependent on the flavour of the certificates, with details provided in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".

· In the case of the MAF-Based Security Association Establishment Framework: 
1. The MAF is provided with the identity of Entity B for which the MAF is authorized to facilitate establishing a security association with Entity A.
2. Entity A and the MAF interact, using the MAF Key Registration procedure (clause 8.8.2.7) to establish M2M Secure Connection Key (Kc) and M2M Secure Connection Key Identifier (KcID) and authorize Entity A to establish a security association with Entity B. This step includes mutual authentication using the MAF Handshake Procedure (clause 8.8.2.2). This step includes Entity A providing the MAF with IdB. See Note 2 above,
· Association Security Handshake: Identification, authentication and security context establishment between the entities:

· In the case of the MAF-based Security Association Establishment Framework:

1. Entity A provides the M2M Secure Connection Key Identifier (KcID) to Entity B.

2. Entity B and the MAF interact using the MAF Key Retrieval procedure (clause 8.8.2.8). This step includes mutual authentication using the MAF Handshake Procedure (clause 8.8.2.2). Entity B forwards KcID to the MAF and, if Entity B is authorized, the MAF returns the M2M Secure Connection Key (Kc) and either IdA or a globally unique identifier for the credential used by the MAF to authenticate Entity A during Association Configuration.

3. The M2M Secure Connection Key (Kc) is then used in the Security Handshake for mutual authentication between Entity A and Entity B. 


Entity A associates the resulting security context with IdB: the AE-ID or CSE-ID for Entity B established during Association Configuration.


Entity B associates the security context with one of the following:

· A single Absolute CSE-ID, and indication that Entity A is a CSE;

· A single Absolute AE-ID, and indication that Entity A is a AE; or

· A list of allowed Absolute AE-ID values, and indication that Entity A is an AE. This case applies only when Entity A presents a Device Certificate.


The present document provides the following approaches for Entity B to determine the applicable CSE-ID or AE-ID(s) prior to registration:

· If Entity A is authenticated using a CSE-ID certificate (or AE-ID certificate), then Entity B extracts the CSE-ID (or AE-ID respectively) from the certificate and associates the security context with this CSE-ID (or AE-ID respectively), as described in the certificate profile in clause 10.1.1 "Certificate Profiles".

· In all other cases, Entity B forms a globally unique Credential-ID (see clause 10.4 "Credential-ID Details") identifying the credential used by Entity A in the security association establishment mechanism. The Credential-ID identifies one of a Kpsa (in the case of a PSK SAEF), certificate (in the case of a Certificate-Based SAEF) or the Km (in the case of an MAF-Based SAEF). Entity B subsequently determines the CSE-ID or AE-ID(s) which are applicable for this Credential-ID.

· If Entity B assigned the AE-ID(s) corresponding to this Credential-ID, then Entity B is responsible for determining the AE-ID(s) corresponding to this Credential-ID.

· Otherwise, the CSE-ID or AE-ID(s) can be made available to Entity B via one of the following approaches. The M2M SP is expected to ensure one of these approaches will successfully provide the CSE-ID or AE-ID(s) of Entity A.
-
If the Security Association Establishment procedure is facilitated by an M2M Authentication Function, then the M2M Authentication Function may be provided with the CSE-ID or AE-ID and the M2M Authentication Function may provide this to Entity B at the same time as Kc is provided to Entity B. The M2M Authentication Function could have been provided with the CSE-ID or AE-ID during provisioning, including the case where the M2M Authentication Function is provided with the CSE-ID or AE-ID during remote provisioning by an M2M Enrolment Function (which is similar to the case described in the following bullet).

-
If the Security Association Establishment procedure uses a Provisioned Symmetric Key which was remotely provisioned to Entity A and Entity B, then the M2M Enrolment Function may provide Entity B with CSE-ID or AE-ID during the Remote Security Provisioning procedure. 

-
If the M2M Service Provider assigns Entity A's entity identifier(s), then the CSE-ID or AE-ID(s) may be securely configured by the M2M Service Provider to Entity B prior to the Association Security Handshake. For example, the CSE-ID or AE-ID(s) may be configured as part of Credential Configuration or Association Configuration. This specification permits using other mechanisms, with the assumption that the mechanism provides authentication, integrity protection and optionally confidentiality. 

EXAMPLE 1:
If the M2M Service Provider has the opportunity to configure Entity B prior to deployment, then the M2M Service Provider could configure the CSE-ID or AE-ID(s) to Entity B at this time.

EXAMPLE 2:
A secure remote management protocol could be used to configure Entity B with the CSE-ID or AE-ID(s). However, this is not currently an interoperable feature as there is no standardized management object facilitating this management.

-
In the case that Entity A is an AE and Entity B is a CSE, the applicable AE-ID(s) may be obtained by retrieving the applicable <serviceSubscribedAppRule> resources which are linked to by the ruleLinks attribute of the Entity B's <serviceSubscribedNode> on the IN-CSE as described in clause 10.1.1.2.2 "Application Entity Registration procedure" in oneM2M TS‑0001 [1].

Figure 8.2.1-1 provides a summary of the above defined three Security Association Establishment Frameworks.
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Figure 8.2.1-1: Overview of the Security Association Establishment Frameworks
supported by oneM2M
If entity A is request reachable, i.e. capable to receive request primitives from entity B on a separate point of access (see clauses 9.3.2 and 9.6.5 of oneM2M TS-0001 [1]), then a second security association needs to be established between entity A and entity B to serve secure communications in the reverse direction. 
In order to allow differentiation between the two security associations between a pair of entities, we denote these as SA1 and SA2 in the following. SA1 refers to the security association established when entity A acts as the registree which sends requests to its registrar CSE. SA2 refers to the security association established when the registrar entity B sends requests to its request reachable registree entity A.
Figure 8.2.1-2 depicts the sequence of steps when establishing SA1 and SA2. Since the request reachable entity A can receive requests only after it has registered to entity B, security association SA1 has to be established always prior to first-time establishment of SA2. Establishment of security association SA1 is performed as outlined in Figure 8.2.1-1, using one of the applicable Security Association Establishment Frameworks, i.e. provisioned symmetric key (PSK) based, certificate based or MAF based SAEF. The four phases described above and illustrated in figure 8.2.1-2 are executed: credential configuration, identity configuration, association configuration and association security handshake. The details of these procedures are specified in clause 8.2.2. 
When security association SA2 is established subsequently, the procedure can take advantage of already available credential configuration, identity configuration and association configuration and does not need to execute these steps again. SA2 establishment reduces to the association security handshake step, i.e. to performing a (D)TLS handshake using the credentials established with security association SA1. When MAF-based SAEF is applied, there is no need to execute the MAF Key retrieval procedure unless the credentials are expired. The symmetric key credentials Kc and KcID established with SA1 can be used directly to perform the (D)TLS PSK handshake. 
Note that for establishment of security association SA2 the roles of entities A and B are reversed compared to SA1 establishment. In SA2, entity B acts as (D)TLS client and entity A acts as (D)TLS server. There is otherwise no difference. 
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Figure 8.2.1-2: Security Associations for request reachable entities
-----------------------End of change 2-------------------------------------------
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