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Introduction

At TP 34 we identified the need to reformat the lists in Clause 9 as tables to align with TS-0004, and to add the reference to the XSD file defining the common resource types that are applicable to the Mcs interface. 
-----------------------Start of change 1-------------------------------------------
7.3.0
Overview
An <SE> resource shall represent information about a Secure Environment available in a node. There could be multiple <SE> resources in one node.

One Secure Environment may be represented in the <CSEbase> resource and multiple <AE> resources of that node. Concurrent accesses to the Secure Environment are resolved in the SE abstraction layer.
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Figure 7.3.0-1: Structure of <SE> resource
The <SE> resource shall contain the child resources specified in table 7.3.0-1.

Table 7.3.0-1: Child resources of <SE> resource
	Child Resources of <SE>
	Child Resource Type
	Multiplicity
	Description

	memory
	<mgmtObj> as defined in the specialization [memory]
	0..1
	This resource provides the non volatile memory information of the Secure Environment. See clause D.4. of [2]

	firmware
	<mgmtObj> as defined in the specialization [firmware]
	0..n
	This resource describes the information about the firmware of the Secure Environment include name, version etc. See clause D.2 of [2].

	software
	<mgmtObj> as defined in the specialization [software]
	0..n
	This resource describes the information about the software of the Secure Environment. See clause D.3 of [2].

	deviceInfo
	<mgmtObj> as defined in the specialization [deviceInfo]
	0..n
	The resource contains information about the Secure Environment, like identity, manufacturer and model number, if applicable. See clause D.8 of [2].

	SEReboot
	<mgmtObj> as defined in the specialization [SEReboot]
	0..n
	The resource is the place to reboot the Secure Environment, if it is a rebootable hardware. In the case of secure elements there would be two resources, one for a cold reset and one for a warm reset of the secure element, defined in ISO/IEC 7816-3 [7].

	accessControlPolicy
	<accessControlPolicy>
	0..n
	The Access Control Policies (ACPs) shall be used by the SE to control access to the resources

	sensitiveDataObject
	<sensitiveDataObject>
	0..n
	See clause 7.4.1

	
	
	
	

	cipher
	<cipher>
	0..n
	See clause 7.5.1

	rand
	<rand>
	0..n
	See clause 7.5.2

	hash
	<hash>
	0..n
	See clause 7.5.3

	signature
	<signature>
	0..n
	See clause 7.5.4

	secureConnection
	<secureConnection>
	0..n
	See clause 7.6.1

	identity
	<identity>
	0..n
	See clause 7.7.1


The <SE> resource shall contain the attributes specified in table 7.3.0-2.

Table 7.3.0-2: Attributes of <SE> resource

	Attributes of <SE>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	Defines the resource type.

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.

	creationTime
	1
	RO
	 Time/date of creation of the resource.

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource.

	SEType
	0..1
	RO
	See table 7.2.1-2

	m2mSeID
	1
	WO
	See tables 7.2.1-1 and 7.2.1-2

	securityLevel
	1
	WO
	See clause 6.2

	supportedResourceType
	1 (L)
	RW
	List of the resource types which are supported in the SE. 

	e2eSecInfo
	0..1 (L)
	RW
	Indicates the end-to-end security capabilities

	hostedCSELink
	0..1
	RW
	This attribute allows to find the <CSEBase> resource representing the CSE that is residing on the Secure Environment that is represented by this <se> resource. The attribute contains the resource ID of that <CSEBase> resource.

	hostedAELinks
	0..1 (L)
	RW
	This attribute allows to find the AEs hosted by this Secure Environment. The attribute contains a list of resource identifiers of <AE> resources representing the AEs residing on the specific Secure Environment that is represented by the current <se> resource.


-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.2.2
Differences between Mcs and Mcc/Mca reference points
The Mcs reference point is a simple variant of the Mcc/Mca reference points specifying the interaction of CSEs and AEs with secure environments.

An <SE> resource shall represent information about a Secure Environment available in a node. There could be multiple <SE> resources in one node. Secure Environments are represented in <CSEbase> resources and <AE> resources as <SE> child resources.

The present document has no further impact on the specification oneM2M TS-0001 [2] and has no impact on the specification oneM2M TS-0004 [14]. However, the Mcs reference point uses much of the specification in oneM2M TS-0004 [14] and in particular allows use of the WebSocket binding in oneM2M TS‑0020 [18]. Though the other bindings, i.e. the HTTP binding in oneM2M TS-0008 [15], the CoAP binding in oneM2M TS-0009 [16] and the MQTT binding in oneM2M TS-0010 [17], remain applicable, they are not so relevant in the context of a node implementation. 
The Mcs reference point incorporates the following concepts from the Mcc/Mca reference points:

· The concept of operations acting on resources.

· The resource addressing from Mcc/Mca is used.

· The universal attributes and some common attributes of resources.

The Mcs reference point differs from Mcc/Mca in the following ways:

· The CSE/AE can only communicate directly with the secure environment – there are no transited CSEs. Only Blocking Mode communication method is supported.

· The <subscription> resource and NOTIFY operations are not supported. 

· The registration is conducted by the creation of the <SE> child resource in the corresponding <CSEbase> resource or <AE> resource, respectively. An AE needs to be registered at the CSE to be able to access the SE. 
· The Mcs interface involves AE or CSE located on the same node as the SE abstraction layer, hence Security Association Establishment does not apply as such and can be superseded by implementation dependent mechanisms. 
· There are no announced resources.
Common data types are inherited from clause 6.3 of [14]. The present document does not mention optional common attributes that are not used over Mcs. 
7.2.3
Namespaces used for resource and data types 
Representations of resources applicable to the Mcs Interface employ the namespace identifier "senv:" for global XML elements associated with a resource type. Data types of the attributes and complex-type elements of these resource types may use any of the name space identifiers listed in table 7.2.3-1

Any data types of XML elements defined for use in present document shall be one of name spaces in table 7.2.4-1.

Table 7.2.3-1: Namespaces applicable to resource types defined in the present document

	Name space
	Prefix
	Name space definition
	Types defined in

	Secure Environment
	senv:
	http://www.onem2m.org/xml/secureEnvironment 
	the present document and TS-0003 [2]

	oneM2M protocol CDT
	m2m:
	http://www.onem2m.org/xml/protocol 
	TS-0004 [3]

	Device Configuration
	dcfg:
	http://www.onem2m.org/xml/deviceConfig 
	TS-0022 [9]


7.2.4
Mcs Resource type definitions
The files defining the resource types of Mcs specific resources are given in table 7.2.4-1.
Table 7.2.4-1: Resource type definitions
	Resource Type
	XSD File Name

	algorithmSpecificParameter
	SENV-algorithmSpecificParameter-v0_9_0.xsd

	cipher
	SENV-cipher-v0_9_0.xsd

	connectionInstance
	SENV-connectionInstance-v0_9_0.xsd

	hash
	SENV-hash-v0_9_0.xsd

	identity
	SENV-identity-v0_9_0.xsd

	
	

	Rand
	SENV-rand-v0_9_0.xsd

	secureConnection
	SENV-secureConnection-v0_9_0.xsd

	sensitiveDataObject
	SENV-sensitiveDataObject-v0_9_0.xsd

	SEReboot
	SENV-SEReboot-v0_9_0.xsd

	SE
	SENV-SE-v0_9_0.xsd

	signature
	SENV-signature-v0_9_0.xsd


-----------------------End of change 2-------------------------------------------
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7.5.2
<rand> resource

7.5.2.0
Introduction

A <rand> resource shall represent random data owned by a creator as shown in figure 7.5.2.0-1.


[image: image3.emf]<rand>

0..1

0..1

1

1

rngType

randomData

requestedDataSize

<generateRND>


Figure 7.5.2.0-1: <rand> representation

The <rand> resource shall contain the child resources specified in table 7.5.2.0-1.

Table 7.5.2.0-1: Child resources of <rand> resource

	Child Resources of <rand>
	Child Resource Type
	Multiplicity
	Description
	<randAnnc> Child Resource Types

	generateRand
	<generateRand>
	1
	See clause 7.5.2.2
	None


Attributes in <rand> are shown in table 7.5.2.0-2.

Table 7.5.2.0-2: Attributes of <rand> resource

	Attributes of <rand>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	Defines the resource type.

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.

	expirationTime
	1
	RW
	Time/date after which the resource will be deleted by the Hosting CSE.

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute

	creationTime
	1
	RO
	Time/date of creation of the resource.

The creationTime is set by the CSE hosting the SE when the resource is created.

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.

	randomData
	0..1
	RO
	Contains random data which can be retrieved by the creator

	rngType
	1
	WO
	The following types of RNGs can be requested according to ISO/IEC 18031 [13]: pseudo RNG or true (physical) RNG

	requestedDataSize
	0..1
	RW
	Requested amount of randomData in Bytes



-----------------------End of change 3 -------------------------------------------

-----------------------Start of change 4 -------------------------------------------

7.6
Secure Connection Establishment

7.6.1
<secureConnection> resource

Secure Environments shall provide a service to AEs or CSEs to establish a secure connection to a dedicated communication partner. The <secureConnection> resource shall represent the services offered by the Secure Environment to enable the establishment of a secure connection to a communication partner. The services include the following:

· generation of key material within the secure environment that can be used for the establishment of a secure connection by the requesting entity (creator) outside of the secure environment;

· acting as secure connection endpoint and sending the data provided by the requesting entity (creator) from within the secure environment with the key material generated and kept inside the secure environment.

The <secureConnection> resource is shown in figure 7.6.1-1.
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Figure 7.6.1-1: <secureConnection> representation

The <secureConnection> resource shall contain the child resources specified in table 7.6.1-1.

Table 7.6.1-1: Child resources of <secureConnection> resource

	Child Resources of <secureConnection>
	Child Resource Type
	Multiplicity
	Description

	connectionInstance
	<connectionInstance>
	0..n
	See clause 7.6.3

	generateKey
	<generateKey>
	0..1
	See clause 7.6.7


Attributes in <secureConnection> are shown in table 7.6.1-2.

Table 7.6.1-2: Attributes of <secureConnection> resource

	Attributes of <secureConnection>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	Defines the resource type.

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.

	expirationTime
	1
	RW
	Time/date after which the resource will be deleted by the Hosting CSE.

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	Time/date of creation of the resource.

The creationTime is set by the CSE hosting the SE when the resource is created.

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.

	maxNrOfInstances
	0..1
	RW
	Maximum number of direct child  <connectionInstance> resources in the <secureConnection> resource.

	currentNrOfInstances
	0..1
	RO
	Current number of direct child <connectionInstance> resource in the <secureConnection> resource. It is limited by the maxNrOfInstances.

	connectionType
	1
	RW
	Contains the type of connection that has to be supported. 

Supported types are:

· TLS;

· DTLS;

· SMS;

· E2EKey.

	keyData
	0..1
	WO
	Contains the key material.

	keyInformation
	0..1
	RW
	Specifies the additional information required for the key and the ciphersuite, e.g. Certificates, rootkeys, the public part of keyData.

	cipherSuite
	0..1
	RW
	Specifies the ciphersuites that are supported.

Supported cipher suites are given in oneM2M TS-0003 [1].


-----------------------End of change 4 -------------------------------------------

-----------------------Start of change 5 -------------------------------------------

7.6.3
<connectionInstance> resource

The <connectionInstance> resource represents a data instance in the <secureConnection> resource.

The <connectionInstance> resource inherits the same access control policies of the parent <secureConection> resource, and does not have its own accessControlPolicyIDs attribute.
The services shall include the following:

· generation of key material within the secure environment that can be used for the establishment of a secure connection by the requesting entity (creator) outside of the secure environment;

· acting as secure connection endpoint and sending the data provided by the requesting entity (creator) from within the secure environment with the key material generated and kept inside the secure environment.

The <connectionInstance> resource is shown in figure 7.6.3-1.
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Figure 7.6.3-1: <connectionInstance> representation

The <connectionInstance> resource shall contain the child resources specified in table 7.6.3-1.

Table 7.6.3-1: Child resources of <connectionInstance> resource

	Child Resources of <connectionInstance>
	Child Resource Type
	Multiplicity
	Description

	algorithmSpecificParameter
	<algorithmSpecificParameter>
	0..1
	See clause 7.5.1.5

	connect
	<connect>
	1
	See clause 7.6.5

	send
	<send>
	1
	See clause 7.6.6


Attributes in <connectionInstance> are shown in table 7.6.3-2.

Table 7.6.3-2: Attributes of <connectionInstance> resource

	Attributes of <connectionInstance>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	Defines the resource type.

	resourceID
	1
	RO
	Defines an identifier for the resource.

This attribute shall be provided by the creator. The creator shall assign a resourceID which is unique within its context.

	resourceName
	1
	WO
	This attribute is the name for the resource that is used for 'hierarchical addressing method' to represent the parent-child relationships of resources.

	parentID
	1
	RO
	This attribute is the resourceID of the parent of this resource.

	expirationTime
	1
	RW
	Time/date after which the resource will be deleted by the Hosting CSE.

	accessControlPolicyIDs
	0..1 (L)
	RW
	Is used to control access to the resource. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	Time/date of creation of the resource.

The creationTime is set by the CSE hosting the SE when the resource is created.

	lastModifiedTime
	1
	RO
	Last modification time/date of the resource.

This attribute is mandatory. The lastModifiedTime value is set by the Hosting CSE when the resource is created,and the lastModifiedTime value is updated when the resource is updated.

	destinationURI
	1
	RW
	Specifies the end point to which the secure connection shall be established.

	outgoingPayloadData
	0..1
	RW
	Contains the data that has to be sent via the established secure connection.

	incomingPayloadData
	0..1
	RO
	Contains the data received via the established secure connection.

	negotiatedKey
	0..1
	RO
	Contains the negotiated key e.g. the pairwiseE2EKey using TLS Exporter specification (IETF RFC 5705 [6]).

	negotiatedCipherSuite
	0..1
	RO
	Is the cipher suite negotiated between the Secure Environment and the remote entity.


-----------------------End of change 5 -------------------------------------------
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9
Resource type definitions for the Mcs reference point

9.1
Data types of Mcs resource attributes
The common data types for the Mcs interface specific resource attributes are listed in Table 9.1-1 and defined in the following file: 
SENV-commonTypes-v0_9_0.xsd
Applicable values for each of them are further detailed in the remaining subclauses of the present clause.
Table 9.1-1 lists the resource specific attributes as defined in clause 7.2 and their data types.
Table 9.1-1: Data types of Mcs resource attributes
	Name
	Request Optionality 
	Data type

	
	Create
	Update
	

	SEType
	O
	O
	senv:SEType

	securityLevel
	M
	NP
	senv:securityLevel

	rebootType
	M
	NP
	senv:rebootType

	cipherLabel
	O
	O
	senv:cipherLabel

	cipherAlgorithm
	M
	NP
	senv:cipherAlgorithm

	rngType
	M
	NP
	senv:rngType

	hashAlgorithm
	M
	NP
	senv:hashAlgorithm

	signatureAlgorithm
	M
	NP
	senv:signatureAlgorithm

	connectionType
	M
	O
	senv:connectionType

	
	O
	
	


9.2
Mcs specific enumeration values of m2m:resourceType

The following values are defined specifically for the Mcs interface, as an extension to applicable values inherited from TS-0004 [14]:
Table 9.2-1: Mcs enumeration values
	Value
	Resource type

	20001
	algorithmSpecificParameter

	20002
	Cipher

	20003
	connectionInstance

	20004
	Hash

	20005
	identity

	
	

	20007
	rand

	20008
	secureConnection

	20009
	sensitiveDataObject

	20010
	SEReboot

	20011
	SE

	20012
	signature














9.3
senv:SEType

The values in table 9.3-1 are defined as per table 7.2.1-2:
Table 9.3-1: SEType defined values
	Value
	Meaning

	1
	UICC as per ETSI

	2
	GlobalPlatform Secure Element

	3
	TEE as per GlobalPlatform

	4
	Software cryptographic library






9.4
senv:securityLevel

Thevalues in table 9.4-1 are defined as per clause 6.2:
Table 9.4-1: securityLevel defined values
	Value
	Meaning

	1
	Low security

	2
	Medium security

	3
	High Security





9.5
senv:rebootType

The values in table 9.5-1 are defined:
Table 9.5-1: rebootType defined values
	Value
	Meaning

	1
	Cold Reset as defined in ISO/IEC 7816-3 [7]

	2
	Warm Reset as defined in ISO/IEC 7816-3 [7]




9.6
senv:cipherLabel

The values in table 9.6-1 are defined:
Table 9.6-1: cipherLabel defined values
	Value
	Meaning

	1
	EXPORTER-oneM2M-Bootstrap

	2
	EXPORTER-oneM2M-Connection




9.7
senv:cipherAlgorithm

The values in Table 9.7-1 are defined:

NOTE:
Values for AEAD algorithms were taken from IANA with an offset of 1000. Values for other algorithms were taken from JavaCard API.
Table 9.7-1: cipherAlgorithm defined values
	Value
	Meaning

	1001
	ALG_AEAD_AES_128_GCM

	1002
	ALG_AEAD_AES_256_GCM

	1003
	ALG_AEAD_AES_128_CCM

	1004
	ALG_AEAD_AES_256_CCM

	1018
	ALG_AEAD_AES_128_CCM_8

	1019
	ALG_AEAD_AES_256_CCM_8

	13
	ALG_AES_BLOCK_128_CBC_NOPAD

	22
	ALG_AES_CBC_ISO9797_M1

	23
	ALG_AES_CBC_ISO9797_M2

	24
	ALG_AES_CBC_PKCS5












9.8
senv:rngType

The values in Table 9.8-1 are defined:
Table 9.8-1: rngType defined values
	Value
	Meaning

	1
	pseudo RNG

	2
	True (physical) RNG





9.9
senv:hashAlgorithm

The values in Table 9.9-1 are defined:
Table 9.9-1: hashAlgorithm defined values
	Value
	Meaning

	4
	SHA256

	5
	SHA384

	6
	SHA512


NOTE:
These values were taken from the JavaCard API.




9.10
senv:signatureAlgorithm

The values in Table 9.10-1 are defined:

NOTE:
These values were taken from the JavaCard API.
Table 9.10-1: signatureAlgorithm defined values
	Value
	Meaning

	49
	ALG_AES_CMAC_128

	18
	ALG_AES_MAC_128_NOPAD

	33
	ALG_ECDSA_SHA_256

	34
	ALG_ECDSA_SHA_384

	38
	ALG_ECDSA_SHA_512

	25
	ALG_HMAC_SHA_256

	26
	ALG_HMAC_SHA_384

	27
	ALG_HMAC_SHA_512










9.11
senv:connectionType
The values in Table 9.11-1 are defined:
Table 9.11-1: connectionTypeID defined values
	Value
	Meaning

	1
	TLS

	2
	DTLS

	3
	SMS

	4
	E2EKey














	
	

	
	

	
	

	
	





10
Short Name definitions for the Mcs reference point

10.1
Short Names for Mcs specific resource attributes
The mapping between the full names and their shortened form is given in the following subclauses.
These names are case-sensitive. A oneM2M implementation shall use the letter casing given in these clauses.
In protocol bindings, resource attributes names shall be translated into short names shown in table 10.1-1.

Table 10.1‑1: Mcs Resource attribute short names

	Attribute Name
	Occurs in
	Short Name

	SEType
	SE
	seT

	securityLevel
	SE
	seL

	rebootType
	SEReboot
	rbT

	cipherLabel
	algorithmSpecificParameter
	Clab

	cipherAlgorithm
	cipher
	Calg

	rngType
	rand
	rgT

	hashAlgorithm
	hash
	Halg

	signatureAlgorithm
	signature
	Salg

	connectionType
	secureConnection
	cnT


10.2
Short Names for Mcs specific resource types
In protocol bindings resource type names shall be translated into short names of Table 10.2‑1.
Table 10.2‑1: Mcs Resource type short names

	Resource Type Name
	Short Name

	SE
	Senv

	SEReboot
	Srbt

	sensitiveDataObject
	Sdo

	cipher
	Cph

	encrypt
	Enc

	decrypt
	Dec

	generateKey
	gnK

	algorithmSpecificParameter
	algP

	rand
	Rnd

	generateRand
	gnR

	hash
	Hsh

	calculateHash
	cHsh

	signature
	Sgn

	calculateSignature
	cSgn

	verifySignature
	vSgn

	secureConnection
	Ssc

	connectionInstance
	Isc

	connect
	cnt

	send
	snd

	identity
	Sidn

	authenticate
	Sauth


-----------------------End of change 6-------------------------------------------
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