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Introduction

TR-0050 Atribute Based Access Control Policy
New Issues
R01 – Update based on Review from Tuesday session.

Fixed references document in header.

Reworded issue in change 4
-----------------------Start of change 1-------------------------------------------

6.2.3
Key Issue #1.3: Non-Originator Context
6.2.3.1
Key issue details
Editor's Note: This clause will describe the key issue.

Current access control policies depend on the context of the requestor/originator.  For example, one might give authorization to access the door lock if the request comes from an originator when the originator is located close to the house.  Some interesting scenarios can be developed using the context of entities other than the originator.  For example, authorization to access the door lock can be granted only if the home owner is not home.

6.2.3.2
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

When granting access to an originator the oneM2M System should consider factors or conditions other than just the state of the originator request message. It could also look at the location of another “entity” or the state of some other device.
-----------------------End of change 1---------------------------------------------
-----------------------Start of new text 2-------------------------------------------

6.2.4
Key Issue #1.4: Propagate ACPs
6.2.4.1
Key issue details
Editor's Note: This clause will describe the key issue.

When adding new devices such as sensors or actuators, it should not be difficult to integrate those devices into the applications that manage the systems that those devices are becoming a part of.  For example, adding a new smart lock should be simple to integrate into the smart home application that each family member uses to manage devices within the home. If the lock is located in the main entrance, all members of the family should be able to control the smart lock, however if the lock is located in the garage, the children may not be authorized to access the smart lock. These different authorizations should be easy to configure by considering the context of the configuration of the smart lock.

6.2.4.2
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

When new resources are created there should be a mechanism to apply default policies other than just assigning authorizations to the originator.  For example, in my home, I want all access to all devices.  However, when a new device registers to the CSE, until my “AE-ID” is added to the resource only the application that created the resource has access to the resources (or ALL entities have access).
-----------------------End of new text 2-------------------------------------------

-----------------------Start of new text 3-------------------------------------------

6.2.5
Key Issue #1.5: ACPs with limited usage configurations
6.2.5.1
Key issue details
Editor's Note: This clause will describe the key issue.

Access control policies are generally given with “unlimited” usage, meaning that if the policy grants a permission to perform an operation, that operation can be performed as often as desired by the originator that has the permission. It could be desired to allow a more limited policy.  For example, a permission may allow an originator to unlock a door 2 times per day.
6.2.5.2
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

The oneM2M system should allow configurable limits to the ACP such as a “count”. The CSE should check the “count” before allowing access and then modify the remaining “count” after granting access to an originator. This could limit based on the number of accesses, the amount of data allowed to be accessed, etc.
-----------------------End of new text 3-------------------------------------------

-----------------------Start of new text 4-------------------------------------------

9.2.1
Key Issue #1.6: Hard to determine if an entity has authorization
6.2.5.1
Key issue details
Editor's Note: This clause will describe the key issue.

AccessControlPolicies are linked to a resource.  If we want to determine if Entity A has permission to Update a given resource, it would require 1. Retrieve the Resource (assuming Retrieve permission exists), 2. Retrieve all <acp> referenced by acpids, 3. Evaluate each <acp>.

For example, issuing a discovery request for resources with label=someValue so that the entity can perform an Update on each resource returned, a list of URI that match the specified criteria is returned. Then the entity must attempt to perform an Update operation on each of the URIs in the discovery response. The returned URIs may include resources that the entity does not have Update permission (for example, in case where all entities are granted DISCOVERY permissions), therefore the Update Request may fail.

If the discovery request allowed the entity to specify that the response should only include URIs for resources that the entity has Update permission, there would be no “wasted” requests, reducing workload on both the entity and the CSE.
6.2.5.2
Potential security requirements
Editor's Note: This clause will describe the potential requirements arising from the key issue.

The oneM2M system should allow an entity to query a resource to determine if  “originator” has “operation” permissions. Also the oneM2M system should allow a discovery request to specify the permissions that should be present for the originator in the resource URIs returned in the discovery response.
-----------------------End of new text 4-------------------------------------------
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