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Introduction
This contribution proposed some updates to the privacy requirements in clause 7.2.1.2.
-----------------------Start of change 1-------------------------------------------
7.2
Key Issues
7.2.1
Key Issue #2.1: Support privacy policy

7.2.1.1
Key issue details
Privacy Policy is an access control policy used to prevent the disclosure of privacy information to unauthorized entities. In many cases, privacy policies may act as filters that filter out privacy information from the original data before the data is transferred to the requesters instead of simply rejecting a request.  
Privacy policy can be enforced in different ways based on the access control architecture adopted by a system. A typical way is that a privacy policy is implemented through normal access control policy. Another way is that a privacy policy is implemented as a special type of access control policy that will filter out privacy related data from the data that has been agreed by the normal access control policy.  For example, filtering of data can make use of techniques such as anonymization and pseudonomization in which personally identifiable information contained within the data is replaced by one or more aliased identifiers or pseudonyms. 
For the first method, the privacy policy could be implemented by the existing access control policy in the oneM2M System. The drawback of this method is that if any data is concerned by the privacy policy, the whole request will be rejected. If the privacy policy is implemented as a data filter, the data irrelevant to privacy policy can still be returned to the request. This method may be more convenient, especially if the privacy policy changes dynamically. For example, user’s privacy policies are generated from time to time based on the user's privacy preferences.
In oneM2M System, privacy policies are supported through Privacy Policy Management Architecture (PPM). The PPM may acts as a PDP (Policy Decision Point) or PRP (Policy Retrieval Point) or DAS (Dynamic Authorization System) Server. When the PPM acts as a PDP or DAS Server, the returned value is an access control decision. When the PPM acts as a PRP, the returned value is an access control policy. In any cases, the access control policies are only used for making access control decisions. None of them can be used for data filter purpose. Therefore, the current oneM2M privacy protection mechanism belongs to the first privacy policy enforcement mechanism.

In order to support new privacy policy enforcement mechanism, the following implementation issues should be addressed:
· Privacy policy scheme that specifies the privacy policy that acts as a filter (e.g. using anonymization or pseudonomization) . 
· How privacy policy rules are provisioned to the privacy policy enforcement point, i.e. the Hosting CSE.

· How privacy policy rules are enforced in the privacy policy enforcement point, i.e. the Hosting CSE.
7.2.1.2
Potential security requirements
Based on privacy policies, the oneM2M System shall preclude the exposure of Personally Identifiable Information (PII) (e.g. via anonymization or pseudonomization schemes) .

The oneM2M System shall enable enforcement of privacy policy rules at the data host, which are dependent on the data originator, data owner, and the data host.
The oneM2M System shall enable provisioning of privacy policy rules to the data host, which are dependent on the data originator, data owner, and the data host.
The oneM2M System shall be able to provide privacy management means to the data owner.

The oneM2M System shall be able to indicate when data has been anonymized.
-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
3
Definitions, symbols and abbreviations

3.1
Definitions

anonymization: a process that removes personally identifiable information from a data set, so that the people whom the data is associated with remain anonymous

pseudonomization: a particular type of anonymization procedure by which personally identifiable information within a data set is replaced by one or more aliased identifiers (i.e. pseudonyms)
-----------------------End of change 2-------------------------------------------
-----------------------Start of change 3-------------------------------------------
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
 [i.1]
oneM2M TS-0001: "Functional Architecture".

[i.2]
oneM2M TS-0003: "Security Solutions".
[i.3]
oneM2M TS-0004: "Service Layer Core Protocol Specification".
[i.4]
oneM2M TR-0016: "Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies".

[i.5]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.
[i.6]
ISO 7498-2 Information processing systems -- Open Systems Interconnection -- Basic Reference Model – Part 2: Security Architecture, 1989
-----------------------End of change 3-------------------------------------------
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