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	Face to Face meeting in Sophia-Antipolis , France
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1
Opening of the meeting


François Ennesser chair of the SEC WG, opened the meeting and drew the participants’ attention to the oneM2M notice on the cover page of the agenda.

2
Review & Agreement of Agenda


	SEC-2018-0061R02
	SEC 35 F2F Meeting agenda and schedule
	WG 4 chair (Gemalto)


SEC-2018-0061R02 was NOTED
SEC-2018-0061R04 was AGREED

3
Review of Previous Minutes
	SEC-2018-0056
	Minutes_SEC_34_2
	Secretariat


SEC-2018-0056 was AGREED by correspondence.
4
Objectives for the Meeting
The chairman presented the following objectives of the meeting, ordered by priority: 

· Finalize TS-0003 Rel-3 and associated deliverables under open Rel-3 Work Items:

· Security Developers Guide TR-0038 initial publication for Rel-3

· Secure Environment  Abstraction TS-0016

· Solve remaining issues on Access Control and multicast security over UDP (with ARC and PRO)

· Progress on future releases:
· Decentralized Authentication (CRs to TS-0003)

· App-ID Registry Function enhancements TR-0048 (with REQ)

· Access Control Policy enhancements TR-0050

· Security Developers Guide TR-0038 (coordination with TST)

· GlobalPlatform Interworking (Feasible schedule TBD)

· Trust Management in oneM2M

· Any new WI proposal
· Coordination with TST on progressing TS-0003 Test Purposes and Device Configuration profiles

· Organize WG 4 Chairmanship after TP 35 following Gemalto decision to drop oneM2M attendance.
5
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-26-5 (R2+)
	Contribute testable (Rel-1 + Rel-2) Security Features Catalog to TST WG for inclusion in Product Profiles
	All
	OPEN

	A-33-2 (R3+)

(supersedes A-26-7)
	Open issues found in TST-0010:

· Deriving nodeID from <serviceSubscribedAppRule>

· Define credential-IDs for certificates

· Use of Wildcard “*” in certificates?

· Include CSE registration credentials in service subscription?

· Consider certificates that would include an App-ID
	WG Chair
	CLOSED?

	A-33-3 (R4)
	Check whether AR impersonation prevention could also apply to CSE
	All
	OPEN

	A-33-4 (R2+)
	Make sure Security Association definition is captured in TS-0011
	All
	OPEN

	A-331-1 (R2+)
	Confirm that TS-0003 and TS-0004 get properly aligned with agreed TS-0001 CR in ARC-2018-0047R01
	All
	OPEN

	A-34-1
	Reduce duplication of text between TS-0001 and TS-0003 on Access Control.
	Wolfgang
	OPEN

	A-34-2
	Create Priority Diagram on Access Control options to be discussed w/ARC.
	François
	OPEN

See ARC-2018-0114 for proposed diagram in TS-0001 §10.2.3-1


6
Contributions
6.0 
Baselines

6.1

Contributions on TS-0003: Security Solutions
	
	


	SEC-2018-0055R02
	TS-0016 finalization CR
	Rapporteur (Gemalto)


Presented by François on Tuesday session-3 SEC
At TP#34 it was identified the need to reformat the lists in Clause 9 as tables to align with TS-0004, and to add the reference to the XSD file defining the common resource types that are applicable to the Mcs interface. 

Comment:

· It is requested to review also the XSD before agreeing the contribution

· On TS-0001 Release 3, it was decided to remove all the resource tree figures. It is suggested to align also the TS -0003 for consistency. SEC will consider to write a separate CR for aligning this.
Revision expected.

SEC-2018-0055R02 was NOTED
SEC-2018-0055R04 Presented by Francois on Friday session-1 SEC

Some figures have been removed following previous discussion and also some reordering.
SEC-2018-0055R04 was AGREED
	SEC-2018-0060R01
	LinkDeviceConfigWithSaef_R2
	C-DOT


Presented by Preeti on Tuesday session-3 SEC

The contribution adds reference to the TS-0022 to clarify the clause 8.2 of the TS-0003. The reference provides details on the information required to be configured for secure association.

Comment:

· It is suggested to get off line discussion and come back with a revised version.
Revision expected.

SEC-2018-0060R01 was NOTED
SEC-2018-0060R02 Presented by Preeti on Friday session-1 SEC

Comment:

· Fixed typo and remove editor notes

SEC-2018-0060R02was NOTED

SEC-2018-0060R03 was AGREED
	SEC-2018-0059R01
	LinkDeviceConfigWithSaef_R3
	C-DOT


Presented by Preeti on Tuesday session-3 SEC

Mirror CR of SEC-2018-0060R01
Same comment 

SEC-2018-0059R01 was NOTED
SEC-2018-0059R03 Presented by Preeti on Friday session-1 SEC

Comment:

· Fixed typo and remove editor notes
SEC-2018-0059R03 was NOTED

SEC-2018-0059R04 was AGREED
	SEC-2018-0063
	Discussion_on_Multicast_Security
	Qualcomm Inc. (TIA)


Presented by Wolfgang on Tuesday session-3 SEC

This contribution addresses a discussion and Action Item in the PRO WG about the introduction of normative Annex B “Multicast group fan out procedure” into TS-0008v3_1_0 (CoAP protocol binding) which was agreed at the PRO#34 meeting.
Comment:

· Action Item: Wolfgang to write a CR to reflect the content of the discussion and the solution proposed in the contribution, at least for Rel 3. For Rel 4, more discussion are needed as the mechanism is different.

· It is suggested to raise again this topic at the joint ARC/SEC on Wednesday.
SEC-2018-0063 was NOTED
	SEC-2018-0064
	CR_TS-0003_multicastSecurity_R3
	Qualcomm Inc. (TIA)


Presented by Wolfgang on Thursday session-5 PRO/SEC

The contribution addresses security for multicast group fan out. 

It is linked to SEC-2018-0063 (“Discussion on Multicast Security”).

It is proposed to introduce a new subsection at the end of clause 6.1. There are no changes in any of the existing subsections of this clause. These are included only to show the context of the proposed new clause 6.1.2.2.3.
Comment: 
· RFC5374 may be too heavy for CoAP which is more lightweight.
· CoAP is mentioned here as it is the only specified binding at the moment that uses UDP.
· At the moment, for release 3, there is no security mechanism for multicast at the oneM2M service layer, so we have to trust the lower protocol layer to handle security. It may change in release 4.
· As we have to freeze stage 3, It is suggested to remove all IP multicast from TS-0001, 0004 and TS-003 from Release 3, focusing the work in Rel 4. It needs to be more discussed as it is a very very  late change on TS-0001, 0004 and 0003.
SEC-2018-0064 was NOTED
SEC-2018-0064R01 Presented by Wolfgang on Friday session-1 SEC

Comparing the previous revision, it has been removed everything related to security for IP multicast, following discussion held on Thursday.
Comment:

· Fixed typo so the document is revised.

· The clause 6.1.2.2.3 has been updated online.

· Security for IP multicast is so not considered in Rel3 but it is intended to address it in Rel 4. When multicast group over 3GPP MBMS is employed, security defined by 3GPP shall be applied.
SEC-2018-0064R01 was NOTED
SEC-2018-0064R02 was AGREED
	PRO-2018-0177R01
	TS-0008_multicastSecurity
	Qualcomm Inc. (TIA)


Presented by Wolfgang on Thursday session-5 PRO/SEC

Review of this contribution which is linked to SEC-2018-0064 discussed at the same session, mainly to check if it is not contradictory regarding the text in SEC-2018-0064
It is suggested to mention in clause B.1 of TS-0008 that DTLS is not applicable for Multicast. It is also suggested to indicate this in the TS-0008 clause 7 Security Consideration

Revision expected

PRO-2018-0177R01 was NOTED
PRO-2018-0177R02 Presented by Wolfgang on Friday session-1 SEC

This PRO contribution was presented in SEC as it address the security topic linked to SEC-2018-0064R02
	SEC-2018-0007R02
	RSPF_for_IBC-Based_Credential_for_TS-0003
	Huawei


Presented on Friday session-1 SEC

This contribution adds RSPF for IBC-Based Credential to support IBC-Based SAEF 
SEC-2018-0007R02 was AGREED

6.2

Contributions on TR-0050: Attribute Based Access Control Policy
	SEC-2018-0058R01
	TR-0050_Privacy_Requirement
	Convida


Presented by Dale on Tuesday session-3 SEC

This contribution proposed some updates to the privacy requirements in clause 7.2.1.2. This is related to WI-0077 

Comment:
· The terminology used for this privacy framework may need to be reviewed to align with privacy regulations.

· Edited online to modify the text in clause 72.1.2 on Potential Security requirements.

Revision expected

SEC-2018-0058R01 was NOTED

SEC-2018-0058R03 presented on Thursday session-2 ARC/SEC/REQ
Definitions should be put into TS-0011
Need to check if Privacy is already defined elsewhere

May need to reference GDPR

Edited online

Revision expected

SEC-2018-0058R03 was NOTED

SEC-2018-0058R04 presented on Friday session-1 SEC
SEC-2018-0058R04 was NOTED
SEC-2018-0058R05 was AGREED
	SEC-2018-0057R01
	TR-0050_New_Issue
	Convida


Presented by Bob on Tuesday session-3 SEC

The contribution proposes some new key issues to be added to TR-0050.

Comment:

· It was suggested to put more details on the procedures described, especially the clause 6.2.5
· Some concerns or questions raised, and some more off-line discussions were requested.
Revision expected
SEC-2018-0057R01 was NOTED
SEC-2018-0057R03 Presented on Friday session-1 SEC

This revision is bringing new text.

SEC-2018-0057R03 was AGREED

	SEC-2018-0062R02
	TS-0016-v0_9_0-XML_schemas
	G+D MS


Presented on Friday session-1 SEC
The XSD would be needed to be validated first.
SEC-2018-0062R02 was NOTED
6.3 Other Contributions

	TP-2018-0157
	Reply LS out to ITU-T SG17 on Latest activities in IoT security
	WG 4 Chair (Gemalto)


Presented by François on Friday session-1 SEC

Comment:
· Some editorial fixed so Francois will make a revision to this contribution to TP.

7
Planning for next Meetings
7.1
Conference calls

· SEC35.1               Wed 20 June  2018

12:30-14:00 UTC
· SEC35.2               Wed 11 July  2018

12:30-14:00 UTC
7.2
Face to Face
· SEC#37

Face to face  
17-21 Sept 2018

Bundang (KR)

For the moment, no WG SEC face to face meeting is scheduled at TP#36 in Washington DC in July 2018/

8
Any other business
Due to the resignation of François Ennesser as WG SEC chairman, It is urgently needed to find new SEC convenor/chairman
9
Closure of meeting

The Chair François thanked the participants for the successful meeting and wished them a safe trip home, then he closed the meeting.
All the delegates have greatly thanked François for his amazing work and involvement as SEC Chairman since the creation of this WG. They all wished to see him back in oneM2M as soon as possible.
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