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Introduction

This contribution proposes a data flow model of the ABAC policy based on the oneM2M authorization architecture.
-----------------------Start of change 1---------------------------------------------
6.3.x
Solution #1.y: ABAC Policy Data Flow Model
6.3.x.1
Introduction
The solution provides a data flow model of the ABAC policy based on the oneM2M authorization architecture.

6.3.x.2
Solution details
The data flow model of the ABAC policy based on the oneM2M authorization architecture is shown in figure 6.3.x.2-1.
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Figure 6.3.x.2-1: Data flow model of the ABAC policy based on the oneM2M authorization architecture
The model operates by the following steps.
1.
An access requester (subject) sends an access request to the target resource that the requester wants to access.
2.
The PEP intercepts the access request, and makes an access control decision request according to the access request. The PEP sends the access control decision request to the PDP.
3.
The PDP sends an access control policy request that is generated based on the access control decision request to a PRP.
4.
The PRP retrieves applicable ABAC policies and returns them back to the PDP.
5.
The PDP evaluates the access control decision request against the retrieved ABAC policies. According to the specification of the access control rules in the ACPs, The PDP may need to obtain various attributes that are relevant to subject, resource and/or environment (e.g. time) from the access control decision request or the target resource and/or the environment. In distributed authorization scenario, the PDP may obtain some attributes through PIPs.
6.
The PIP obtains the requested attributes and returns them back to the PDP.

7.
The PDP evaluates the access control rules in the ABAC policies with the attributes of subject, resource and/or environment.

8.
PDP returns the evaluation result back to PEP via an access control decision.
9.
PEP either accesses the target resource representing the requester or denies the access request, and returns the access result back to the access requester.
6.3.x.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
-----------------------End of change 1---------------------------------------------
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