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Introduction

This contribution proposes rule and policy combining algorithms for ABAC policy.
-----------------------Start of change 1---------------------------------------------
6.3.x
Solution #1.y: ABAC Rule and Policy Combining Algorithms
6.3.x.1
Introduction
This solution addresses key issue #1.2.
6.3.x.2
Solution details
6.3.x.2.1
Combining Algorithms
The oneM2M System should consider the following rule and policy combination algorithms defined by XACML [i.5].
· Deny-overrides

· Permit-overrides

· Deny-unless-permit

· Permit-unless-deny
These are discussed in the following sub-clauses.
6.3.x.2.2
Deny-overrides
This clause describes the “Deny-overrides” rule-combining algorithm of a policy and policy-combining algorithm of a policy set. The following text was copied from [i.5].
The deny overrides combining algorithm is intended for those cases where a deny decision should have priority over a permit decision.
6.3.x.2.3
Permit-overrides
This clause describes the “Permit-overrides” rule-combining algorithm of a policy and policy-combining algorithm of a policy set. The following text was copied from [i.5].
The permit overrides combining algorithm is intended for those cases where a permit decision should have priority over a deny decision.
NOTE:
“Permit-overrides” policy-combining algorithm has been supported by oneM2M Release 1, oneM2M Release 2 and oneM2M Release 3.
6.3.x.2.4
Deny-unless-permit
This clause defines the “Deny-unless-permit” rule-combining algorithm of a policy or policy-combining algorithm of a policy set. The following text was copied from [i.5].
The “Deny-unless-permit” combining algorithm is intended for those cases where a permit decision should have priority over a deny decision, and an “Indeterminate” or “NotApplicable” must never be the result. It is particularly useful at the top level in a policy structure to ensure that a PDP will always return a definite “Permit” or “Deny” result. This algorithm has the following behavior.
1.
If any decision is "Permit", the result is "Permit".
2.
Otherwise, the result is "Deny".
6.3.x.2.5
Permit-unless-deny
This section defines the “Permit-unless-deny” rule-combining algorithm of a policy or policy-combining algorithm of a policy set. The following text was copied from [i.5].
The “Permit-unless-deny” combining algorithm is intended for those cases where a deny decision should have priority over a permit decision, and an “Indeterminate” or “NotApplicable” must never be the result. It is particularly useful at the top level in a policy structure to ensure that a PDP will always return a definite “Permit” or “Deny” result. This algorithm has the following behavior.

1.
If any decision is "Deny", the result is "Deny".
2.
Otherwise, the result is "Permit".
6.3.x.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
-----------------------End of change 1---------------------------------------------
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