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Introduction 
There were two action points from Security Conference Call  SEC 36-2  

1 On the comments from ITU-T on the IETF references in TS-0003  http://member.onem2m.org/Application/documentapp/downloadLatestRevision/?docId=27137
	A-36-2
	Address comments expressed by ITU-T SG 17 regarding TS-0003 (especially references to earlier, or specific, RFCs)
	All

Cf. e-mail discussion and initial input from BT


The spreadsheet below provides an analysis of the IETF RFC references in TS-0003-V3.8.0 with the following columns 

A
TS-0003-V3.8.0 Clause 


B
TS-0003-V3.8.0 Clause text 


C
RFC Status from https://www.rfc-editor.org/search/rfc_search.php
D
Proposed updates   


[image: image1.emf]TS-0003-V3.8.0  RFC  analysis  CW Blanchard.xlsx


Deselecting “Blanks” from the Filter in Column D will just show the 30 proposed updates. However, the authors of each of the clauses listed will need to ensure that the proposed update makes sense and will not have any functional impact and does in fact enhance security and there are no other conflicts. There may be editorial corrections required as well e.g. when TS-0003-V3.8.0 refers to a particular clause in the existing RFC which has now changed clause number in the new RFC.           

2
On applicability of Lawful Interception in oneM2M Service Layer
	A-36-3
	Consider applicability of Lawful Interception in oneM2M Service Layer
	Type 1 Partners to check? (Bring this point to TP)


Propose to add a note in the scope statement in TS-0003 as shown below 

1
Scope

The present document defines security solutions applicable within the M2M system.
NOTE:  The deployment of some security features, for example End-to-End Security of Data (ESData) or End-to-End Security of Primitives (ESPrim) and security protocols, for example TLS1.3, shall be in accordance with the applicable national or regional laws and technical regulations. Such considerations are outside the scope of this standard.  
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Sheet1

		TS-0003-V3.8.0 Clause 		TS-0003-V3.8.0 Clause  text 		RFC Status from https://www.rfc-editor.org/search/rfc_search.php		Proposed updates

		2.1 Normative references		5]IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".		Obsoleted by:RFC 8446 (PROPOSED STANDARD)		Proposed update:RFC 8446 The Transport Layer Security (TLS) Protocol Version 1.3 E. Rescorla August 2018 

		2.1 Normative references		[6]IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".		PROPOSED STANDARD

		2.1 Normative references		[15]IETF RFC 4279: "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".		PROPOSED STANDARD

		2.1 Normative references		[18]IETF RFC 5705: "Keying Material Exporters for Transport Layer Security (TLS)".		PROPOSED STANDARD

		2.1 Normative references		[19]IETF RFC 3629: "UTF-8, a transformation format of ISO 10646".		Internet Standard

		2.1 Normative references		[31]IETF RFC 6655: "AES-CCM Cipher Suites for Transport Layer Security (TLS)".		PROPOSED STANDARD

		2.1 Normative references		[32]IETF RFC 5289: "TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)".		Proposed Standard (changed from Informational March 2017)

		2.1 Normative references		[33]IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication".		Errata, Updated by RFC 6151 (INFORMATIONAL)		Proposed update:RFC 6151  Updated Security Considerations for the MD5 Message-Digest and the HMAC-MD5 Algorithms S. Turner, L. Chen March 2011 

		2.1 Normative references		[34]IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".		PROPOSED STANDARD

		2.1 Normative references		[35]IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP".		PROPOSED STANDARD

		2.1 Normative references		[36]IETF RFC 6961: "The Transport Layer Security (TLS) Multiple Certificate Status Request Extension".		PROPOSED STANDARD

		2.1 Normative references		[37]IETF RFC 7250: "Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)".		PROPOSED STANDARD

		2.1 Normative references		[38]IETF RFC 7252: "The Constrained Application Protocol (CoAP)".		PROPOSED STANDARD		Proposed update:RFC 7959 Block-Wise Transfers in the Constrained Application Protocol (CoAP) C. Bormann, Z. Shelby, Ed. August 2016 Updates RFC 7252, Updated by RFC 8323. RFC 8323 CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets C. Bormann, S. Lemay, H. Tschofenig, K. Hartke, B. Silverajan, B. Raymor, Ed. February 2018  

		2.1 Normative references		[40]IETF RFC 6920: "Naming Things with Hashes".		PROPOSED STANDARD

		2.1 Normative references		[41]IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".		PROPOSED STANDARD

		2.1 Normative references		[42]IETF RFC 5487: "Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter Mode".		PROPOSED STANDARD

		2.1 Normative references		[43]IETF RFC 4492: "Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)".		Obsoleted by RFC 8422 (PROPOSED STANDARD)		Proposed update:RFC 8422 Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS) Versions 1.2 and Earlier Y. Nir, S. Josefsson, M. Pegourie-Gonnard August 2018 

		2.1 Normative references		[44]IETF RFC 6066: "Transport Layer Security (TLS) Extensions: Extension Definitions".		PROPOSED STANDARD

		2.1 Normative references		[45]IETF RFC 7251: "AES-CCM Elliptic Curve Cryptography (ECC) Cipher Suites for TLS".		INFORMATIONAL

		2.1 Normative references		[46]IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information".		PROPOSED STANDARD

		2.1 Normative references		[48]IETF RFC 5869: HMAC-based Extract-and-Expand Key Derivation Function (HKDF).		INFORMATIONAL

		2.1 Normative references		[49]IETF RFC 7518 (2015): "JSON Web Algorithms (JWA)".		PROPOSED STANDARD

		2.1 Normative references		[50]IETF RFC 7516: "JSON Web Encryption (JWE)", 2015.		PROPOSED STANDARD

		2.1 Normative references		[51]IETF RFC 7515: "JSON Web Signature (JWS)", 2015.		PROPOSED STANDARD

		2.1 Normative references		[53]IETF RFC 7519: "JSON Web Token (JWT)", 2015.		Updated by RFC 7797 (PROPOSED STANDARD)		Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		2.1 Normative references		[59]IETF RFC 7030, “Enrollment over Secure Transport”.		PROPOSED STANDARD

		2.1 Normative references		[72]IETF RFC 5116, “An interface and algorithms for authenticated Encryption”, 2008-01.		PROPOSED STANDARD

		2.1 Normative references		[75]IETF RFC 5639: "Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve Generation".		INFORMATIONAL

		2.2 Informative references		[i.19]IETF RFC 6455: "The Web Socket Protocol", December 2011.		Errata, Updated by RFC 7936(PROPOSED STANDARD), RFC 8307(PROPOSED STANDARD)		Proposed update:RFC 7936 Clarifying Registry Procedures for the WebSocket Subprotocol Name Registry T. Hardie July 2016. RFC 8307 Well-Known URIs for the WebSocket Protocol C. Bormann January 2018  

		2.2 Informative references		[i.20]IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".		PROPOSED STANDARD

		2.2 Informative references		[i.21]IETF RFC 7252: "The Constrained Application Protocol (CoAP)".		Errata, Updated by RFC 7959 (PROPOSED STANDARD) which has been updated to RFC 8323 ((PROPOSED STANDARD))		Proposed update:RFC 7959 Block-Wise Transfers in the Constrained Application Protocol (CoAP) C. Bormann, Z. Shelby, Ed. August 2016 Updates RFC 7252, Updated by RFC 8323. RFC 8323 CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets C. Bormann, S. Lemay, H. Tschofenig, K. Hartke, B. Silverajan, B. Raymor, Ed. February 2018  

		3.1 Definitions		Online Certificate Status Protocol:  protocol for requesting a report on the status of one or more X.509 certificates (IETF RFC 6960 [35])

		7.3.2.6.1 Introduction to oneM2M JWTs		oneM2M specifies a JSON Web Tokens (JWTs) representation (IETF RFC 7519 [53]) for Tokens used in oneM2M. A JWT compliant with the present clause is called a oneM2M JWT.				Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		7.3.2.6.1 Introduction to oneM2M JWTs		Background: A JWT uses either the JSON Web Signature (JWS) Compact Representation, or JSON Web Encryption (JWE) Compact Representation,  specified in IETF RFC 7515 [51] and IETF RFC 7519 [53]. The JWT specification IETF RFC 7519 [53] also defines an unsecured JWT which is a JWS using the "alg" Header Parameter value "none" and with the empty string for its JWS Signature value.				Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		7.3.2.6.1 Introduction to oneM2M JWTs		The JWT specification defines a JSON element which is the structure of the payload of the JWS or JWE when used as a JWT. This payload comprises a set of JWT claims, with IETF RFC 7519 [53] standardizing an initial set of JWT claim names.  IANA maintains a registry of JWT claim names [i.18].				Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		Table 7.3.2.6.2-1: The oneM2M JWT claim set and mapping to elements of m2m:tokenClaimSet		tokenIDtkid"jti"IETF RFC 7519 [53]				Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		Table 7.3.2.6.2-1: The oneM2M JWT claim set and mapping to elements of m2m:tokenClaimSet		issuertkis"iss"IETF RFC 7519 [53]				Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		Table 7.3.2.6.2-1: The oneM2M JWT claim set and mapping to elements of m2m:tokenClaimSet		notBeforetknb"nbf"IETF RFC 7519 [53]

		Table 7.3.2.6.2-1: The oneM2M JWT claim set and mapping to elements of m2m:tokenClaimSet		notAftertkna"exp"IETF RFC 7519 [53]				Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		Table 7.3.2.6.2-1: The oneM2M JWT claim set and mapping to elements of m2m:tokenClaimSet		audiencetkau"aud"IETF RFC 7519 [53]				Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		Table 7.3.2.6.2-1: The oneM2M JWT claim set and mapping to elements of m2m:tokenClaimSet		IETF RFC 7519 [53] discusses security considerations of JWTs, and operators of Token Issuers (Dynamic Authorization Servers and Authorization Authorities) should consult that text when deciding on ESData security class and algorithms.

		7.3.2.6.3 oneM2M JWT Procedures		The Token Issuer shall create oneM2M JWT using the oneM2M JWT claims, ESData Security Class, algorithms and corresponding credentials. This step uses the process described for JWTs in IETF RFC 7519 [53].				Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		7.3.2.6.3  oneM2M JWT Procedures		The CSE shall validate the security of the oneM2M JWT as described in clause 7.3.2.5, using the JWT-specific details in IETF RFC 7519 [53] and configured credentials (if required). A CSE shall discard a oneM2M JWT which uses a ESData Security class or algorithms which are not permitted by the Token Issuer.				Proposed update:RFC 7797 JSON Web Signature (JWS) Unencoded Payload Option M. Jones February 2016 

		7.3.2.6.3  oneM2M JWT Procedures		Description: A raw public key certificate (IETF RFC 7250 [37]) contains only the raw public key, without other information normally provided in a certificate. The raw public key certificate is exchanged in the TLS handshake in the place of a traditional certificate (see IETF RFC 7250 [37]).

		8.1.2.2 Certification Path Validation and Certificate Status Verification		If an entity is to authenticate another entity using a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity shall perform basic certification path validation (section 6.1of IETF RFC 5280 [34]) as part of verifying the other entity's certificate (see clause 8.1.2.4 "Certificate Verification").

		8.1.2.2 Certification Path Validation and Certificate Status Verification		CA certificates shall include the name constraint extensions (clause 4.2.1.10 "Name Constraints" of IETF RFC 5280 [34]) and shall constrain the names (object identifier M2M Device IDs from Annex H "Object Identifier Based M2M Device Identifier" oneM2M TS-0001 [1], public domain name representation of the CSE-ID, Absolute AE-ID or FQDNs) which may be in the subsequent certificate used to authenticate the entity (device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate respectively).

		8.1.2.2 Certification Path Validation and Certificate Status Verification		Clause 4.2.1.10 "Name Constraints" in IETF RFC 5280 [34] describes how the name constraint extension is used for constraining URIs and FQDNs.

		8.1.2.2 Certification Path Validation and Certificate Status Verification		The trust anchor information (section 6.1.1 of IETF RFC 5280 [34]) is provided to the entity during Credential Configuration, Association Configuration, Bootstrap Credential Configuration or Bootstrap Instruction Configuration.

		8.1.2.2 Certification Path Validation and Certificate Status Verification		NOTE 1: Section 6.1.1 of IETF RFC 5280 [34] states "The trust anchor information is trusted because it was delivered to the path processing procedure by some trustworthy out-of-band procedure". Credential Configuration, Association Configuration, Bootstrap Credential Configuration and Bootstrap Instruction Configuration satisfy the requirements of being trustworthy out-of-band procedures.

		8.1.2.2 Certification Path Validation and Certificate Status Verification		Certificate status verification: In the case of an Infrastructure Domain entity receiving an MEF certificate, the entity shall verify the status of the certificate using a Certificate Revocation List as described in IETF RFC 5280 [34]. A mapping of the Online Certificate Status Protocol (OCSP) onto HTTP may be used, as described in Appendix A of IETF RFC 6960 [35], however a mapping of OCSP onto CoAP is not currently defined. Furthermore, OCSP may also not be easily applicable in all environments. An alternative approach may be using the TLS Certificate Status Request extension (section 8 of IETF RFC 6066 [44]; also known as "OCSP stapling") or preferably the Multiple Certificate Status Extension (IETF RFC 6961 [36]), if available.

		8.1.2.2 Certification Path Validation and Certificate Status Verification		NOTE 2: Most of the above paragraph is based on almost identical text in the CoAP specification IETF RFC 7252 [i.21], a protocol with similar (if not identical) considerations to oneM2M deployments.				Proposed update:RFC 7959 Block-Wise Transfers in the Constrained Application Protocol (CoAP) C. Bormann, Z. Shelby, Ed. August 2016 Updates RFC 7252, Updated by RFC 8323. RFC 8323 CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets C. Bormann, S. Lemay, H. Tschofenig, K. Hartke, B. Silverajan, B. Raymor, Ed. February 2018  

		8.2.2.2 Certificate-Based Security Association Establishment Frameworks		The entities shall authenticate each other using the validated certificates as specified in TLS 1.2 IETF RFC 5246 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications				Proposed update:RFC 8446 The Transport Layer Security (TLS) Protocol Version 1.3 E. Rescorla August 2018

		8.3.2.1 Pre-Provisioned Symmetric Key Remote Security Provisioning Framework		The Enrolment Key (Ke), RelativeKeID, and Enrolment Re-authentication Key (Ker) are generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".

		8.3.2.2 Certificate-Based Remote Security Provisioning Framework		Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS handshake as specified in TLS 1,2 IETF RFC 5246 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.to establish a secure session.				Proposed update:RFC 8446 The Transport Layer Security (TLS) Protocol Version 1.3 E. Rescorla August 2018

		8.3.2.2 Certificate-Based Remote Security Provisioning Framework		The Enrolee and M2M Enrolment Function authenticate each other using the validated certificates as specified in TLS 1.2 IETF RFC 5246 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.				Proposed update:RFC 8446 The Transport Layer Security (TLS) Protocol Version 1.3 E. Rescorla August 2018

		8.3.2.3 GBA-Based Remote Security Provisioning Framework		  Enrolee and Enrolment Target shall perform (D)TLS-PSK handshake (IETF RFC 4279 [15]) with the Master Credential (Km) or Provisioned Secure Connection Key (Kpsa) as Pre-Shared Key in compliance with clause 10.2.2 "TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks". If UICC is used as Secure Environment supporting Remote Security Provisioning, GBA-U with Km/Kpsa = Ks_int_NAF shall be used for authentication and key exchange.

		8.3.5.2.2 MEF Handshake Procedure		The Source MEF Client generates the output symmetric key value from the (D)TLS session secrets using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".

		8.3.5.2.7 MEF Key Registration Procedure		If the request included a value in the Key Value parameter, then the MEF shall store this value. Otherwise, the MEF shall generate Key Value from the (D)TLS session using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".

		8.3.6.1   Certificate Provisioning Procedure Details Introduction		Enrolment over Secure Transport (EST), specified in IETF RFC 7030 [59]. The use of this protocol is described in clause 8.3.6.2.

		8.3.6.2.1 Certificate Provisioning procedures using EST -Introduction		The Enrolment over Secure Transport (EST) protocol is specified in IETF RFC 7030 [59]. When EST is used for Certificate Provisioning procedures, then the following mapping of concepts shall be applied.

		8.3.6.2.2 Initial Certificate provisioning procedure using EST		Purpose: Enabling an MEF Client to request its first certificate from the MEF. See also the initial enrolment operational scenarios in section 2.2 of IETF RFC 7030 [59], noting the supported authentication methods listed in clause 8.3.6.2.1.

		8.3.6.2.2  Initial Certificate Provisioning procedure using EST		The MEF Client shall request a EST Client certificate using “Simple Enrolment of Clients” as described in section 4.2.1 of IETF RFC 7030 [59].

		8.3.6.2.3 Certificate Re-Provisioning procedure using EST		Purpose: Enabling an MEF Client to renew/rekey a currently valid Enrolled Certificate. See also the client certificate reissuance operational scenario in section 2.3 of IETF RFC 7030 [59].

		8.4.3.2 ESPrim Object formatting and processing using the JWE Compact Serialization		Background: JSON Web Encryption (JWE) specified in IETF RFC 7516 [50], provides a simple format for encrypting any data object.  Two JWE serializations are provided: a compact, URI-safe serialization, and a JSON serialization

		8.4.3.2 ESPrim Object formatting and processing using the JWE Compact Serialization		where BASE64URL(OCTETS) denotes the base64url encoding of OCTETS, per section 2 of the JSON Web Signature specification IETF RFC 7515 [51]. Base64 and base64url encodings are defined in IETF RFC 4648 [41].

		8.4.3.2 ESPrim Object formatting and processing using the JWE Compact Serialization		NOTE 1: If OCTETS is an empty octet sequence, then IETF RFC 7515 [51] defines BASE64URL(OCTETS) to be the empty string.

		8.4.3.2 ESPrim Object formatting and processing using the JWE Compact Serialization		JWE Initialization VectorBinary valueConditionalAs per IETF RFC 7516 [50]

		8.4.3.2 ESPrim Object formatting and processing using the JWE Compact Serialization		The JWE Initialization Vector, JWE Ciphertext and JWE Authentication Tag shall be generated from the Protected JWE Header, the plaintext and CEK as specified in IETF RFC 7516 [50], according to the identified encryption algorithm

		8.4.3.2 ESPrim Object formatting and processing using the JWE Compact Serialization		The plaintext shall be generated from the JWE Initialization Vector, JWE Ciphertext, JWE Authentication Tag  and CEK as specified in IETF RFC 7516 [50], according to the identified encryption algorithm.

		8.5.2.2.1 Encryption-Only ESData Security Class Overview		The Encryption function will not be used with the same key value more than 232 times, at least for AES GCM, for the reasons discussed in clause 8.4 of IETF RFC 7518 [49].

		8.6.2 Remote Security Provisioning Process for End‑to‑End Security Credentials		As part of the "End-to-End Key Generation" mechanism, the enrolee and the enrolment target generate end-to-end credentials using the Kpsa as the master key in order to generate the end-to-end master key. If the Enrolee is an AE (Source ESF End-Point), and the Enrolment Target is a CSE (Target ESF End-Point), then an end-to-end master credential, Ke2e_master is generated. An Example of end-to-end key generation using IETF RFC 5869 [48] is provided below.

		8.6.2 Remote Security Provisioning Process for End‑to‑End Security Credentials		The Enrolment Key (Ke) and RelativeKeID is generated from the (D)TLS session secrets by the Source ESF End-Point and Trust Enabling Function using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details". Similarly, the Enrolment Key Identifier (KeID) is generated from the RelativeKeID and the Trust Enabling Function's FQDN by the Source ESF End-Point and Trust Enabling Function, as described in clause 10.3.4 "Generating KeID". The Source ESF End-Point and the Trust Enabling Function store the Ke and the associated KeID.

		8.6.2 Remote Security Provisioning Process for End‑to‑End Security Credentials		The End-to-End master Key (Ke2e_master) is used to generate specific security protection keys, such as, end-to-end authentication key, end-to-end confidentiality key and other keys depending upon the key extraction and expansion parameters that were provided. The key extraction and expansion are based upon IETF RFC 5869 [48].

		8.7.2.2 ESCertKE Procedure Message Flow		If the TLS handshake protocol is successful, then the Initiating and Terminating End-Points shall export and cache the pairwiseE2EKey using TLS Exporter specification (IETF RFC 5705 [18]) as described in clause 10.3.1 "TLS Key Export Details".

		8.8.2.7 MAF Key Registration Procedure		The Source MAF Client generates the output symmetric key value  from the (D)TLS session secrets using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".

		8.8.2.7 MAF Key Registration Procedure		The Source MAF Client shall send a MAF Key Registration request, including the information shown in Table 8.8.2.7-1. If the Key Value is not present in the request, the MAF client shall generate Key Value from the (D)TLS session using the TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".

		8.8.2.7 MAF Key Registration Procedure		If the request included a value in the Key Value parameter, then the MAF shall store this value. Otherwise, the MAF shall generate Key Value from the (D)TLS session using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".

		10.1.1.0  Certificate Profiles - General		NOTE: These certificate profiles are compliant with the CoAP specification IETF RFC 7252 [i.21].				Proposed update:RFC 7959 Block-Wise Transfers in the Constrained Application Protocol (CoAP) C. Bormann, Z. Shelby, Ed. August 2016 Updates RFC 7252, Updated by RFC 8323. RFC 8323 CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets C. Bormann, S. Lemay, H. Tschofenig, K. Hartke, B. Silverajan, B. Raymor, Ed. February 2018  

		10.1.1.1 Common Certificate Details		Certificates shall conform to IETF RFC 5280 [34].

		10.1.1.2 Raw Public Key Certificate Profile		Raw public key certificates shall conform to clause 10.1.1.1 "Common Certificate Details" and IETF RFC 7250 [37].

		10.1.1.4.2 Profile for Certificate Authority Certificates for Device Certificates		Certificate Authority Certificates for device certificates are recommended to use the name constraints extension (see clause 4.2.1.10 "Name Constraints" of IETF RFC 5280 [34]) to constrain the globally unique hardware instance identifiers in subsequent device certificates in a certification path

		10.1.2  Public Key Identifiers		The public key identifier for a raw public key certificate shall calculated as described in section 2 of IETF RFC 6920 [40] using the SHA-256 hash algorithm. The public key identifier shall be generated using one of the sha 256-120, sha-256-128 or sha-256 hash algorithms specified in IETF RFC 6920 [40

		10.1.2 		A check digest value is computed according to section 2 of IETF RFC 6920 [40] using the hash algorithm identified in the trusted public key identifier.

		10.1.4 Certificate Signing Request Profile		The certificate signing request may include additional fields and extensions provided by the Certificate Provisioning server, for example using the EST Certificate Signing Request (CSR) Attributes Request described in section 2.6 of IETF RFC 7030 [59].

		10.2.1 TLS and DTLS Versions		All implementations shall support the Server Name Indication (SNI) to indicate their authority in the SNI HostName field as defined in section 3 of IETF RFC 6066 [44]. This is needed so that when a host that acts as a virtual server for multiple Authorities receives a new TLS or DTLS connection, it knows which keys to use for the TLS or DTLS session

		10.2.1 TLS and DTLS Versions		shall use one of the key exchange algorithms defined in IETF RFC 4279 [15].

		10.2.1 TLS and DTLS Versions		TLS_PSK_WITH_AES_128_CBC_SHA256 (IETF RFC 5487 [42]).

		10.2.1 TLS and DTLS Versions		TLS_PSK_WITH_AES_128_CCM_8 (IETF RFC 6655 [31]).

		10.2.1 TLS and DTLS Versions		The security considerations of section 7 of IETF RFC 4279 [15] apply. In particular, applications should carefully weigh whether or not they need Perfect Forward Secrecy (PFS) and select an appropriate ciphersuite (section 7.1 of IETF RFC 4279 [15]).

		10.2.3 TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks		shall use the standard TLS handshake (IETF RFC 5246 [5]) with the ECDHE_ECDSA Key Exchange (IETF RFC 4492 [43]). Proposed update:RFC 8422 Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS) Versions 1.2 and Earlier Y. Nir, S. Josefsson, M. Pegourie-Gonnard August 2018 				Proposed update:RFC 8446 The Transport Layer Security (TLS) Protocol Version 1.3 E. Rescorla August 2018

		10.2.3 TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks		TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, IETF RFC 5289 [32].

		10.2.3 TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks		TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, IETF RFC 7251 [45].

		10.2.3 TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks		Raw public key certificate: using the mechanism specified in IETF RFC 7250 [37], Implementation shall support receiving and processing raw public keys compliant with section 9.1.3.2 "Raw Public Key Certificates" in IETF RFC 7252 [i.21].				Proposed update:RFC 7959 Block-Wise Transfers in the Constrained Application Protocol (CoAP) C. Bormann, Z. Shelby, Ed. August 2016 Updates RFC 7252, Updated by RFC 8323. RFC 8323 CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets C. Bormann, S. Lemay, H. Tschofenig, K. Hartke, B. Silverajan, B. Raymor, Ed. February 2018  

		10.2.3 TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks		All other certificates: X.509 certificates including device hardware identifier. Implementation shall support receiving and processing raw public keys compliant with section 9.1.3.3 "X.509 Certificates" in IETF RFC 7252 [i.21].				Proposed update:RFC 7959 Block-Wise Transfers in the Constrained Application Protocol (CoAP) C. Bormann, Z. Shelby, Ed. August 2016 Updates RFC 7252, Updated by RFC 8323. RFC 8323 CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets C. Bormann, S. Lemay, H. Tschofenig, K. Hartke, B. Silverajan, B. Raymor, Ed. February 2018  

		10.3.1 TLS Key Export Details		Following successful TLS authentication between the Enrolee and M2M Enrolment Function, see clause 8.3.1.2, the Enrolment Key (Ke) and RelativeKeID are generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function by applying TLS Key Export (IETF RFC 5705 [18]) using the label "EXPORTER-oneM2M-Bootstrap" and length 48. The Enrolment Key (Ke) is set to the value of the 32 least significant bytes, while RelativeKeID is set to the value of the 16 most significant bytes.

		10.3.1 TLS Key Export Details		Following successful TLS authentication between the Entity A and the M2M Authentication Function (MAF), see clause 8.8.2.7, the M2M Secure Connection Key (Kc) and the M2M Secure Connection Key Identifier (KcID) are generated from the (D)TLS session secrets by the Entity A and the MAF by applying TLS Key Export (IETF RFC 5705 [18]) using the label "EXPORTER-oneM2M-Connection" and length 48. The M2M Secure Connection Key (Kc) is set to the value of the 32 least significant bytes, while M2M Secure Connection Key Identifier (KcID) is set to the value of the 16 most significant bytes.

		10.3.1 TLS Key Export Details		Following successful TLS authentication between the ESCertKE Initiating End-Point and ESCertKE Terminating End-Point, see clause 8.7.2.2, the pairwiseE2EKey and pairwiseE2EKeyID are generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function by applying TLS Key Export (IETF RFC 5705 [18]) using the label "EXPORTER-oneM2M-ESCertKE" and length 48. The pairwiseE2EKey is set to the value of the 32 least significant bytes, while pairwiseE2EKeyID is set to the value of the 16 most significant bytes.

		10.3.2 Derivation of Master Credential from Enrolment Key		the M2M Authentication Function Identifier (MAF-ID) shall be encoded to an octet string according to UTF 8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20].

		10.3.2 Derivation of Master Credential from Enrolment Key		where HMAC-SHA-256 is defined in IETF RFC 2104 [33].				Proposed update:RFC 6151  Updated Security Considerations for the MD5 Message-Digest and the HMAC-MD5 Algorithms S. Turner, L. Chen March 2011 

		10.3.3 Derivation of Provisioned Secure Connection Key from Enrolment Key		Enrolee B's CSE-ID or AE-ID (Enrolee-B-ID), which shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20].

		10.3.3 Derivation of Provisioned Secure Connection Key from Enrolment Key		where HMAC-SHA-256 is defined in IETF RFC 2104 [33].				Proposed update:RFC 6151  Updated Security Considerations for the MD5 Message-Digest and the HMAC-MD5 Algorithms S. Turner, L. Chen March 2011 

		10.3.6 Derivation of End-to-End Master Key from Provisioned Secure Connection Key 10.3.6.1 Introduction		Source ESF End-Point B's CSE-ID or AE-ID (Source ESF End-Point-B-ID), which shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and applying Normalization Form KC (NFKC) as specified in [20].

		10.3.6.2 Key Extraction and Expansion of End-to-End Master Key		The End-to-End Master Key (Ke2e_master) is used to generate the security protection-specific keys. The Key Extraction and Expansion parameters along with the scope are used to generate the various keys. The Key extraction and expansion is performed according to the specifications defined in IETF RFC 5869 [48]. A list of possible End-to-End keys are shown in table 10.3.6.2-1.

		10.3.6.2 Key Extraction and Expansion of End-to-End Master Key		The End-to-End security protection keys that are generated by performing a key expansion of the Ke2e_master using mechanisms specified in IETF RFC 5869 [48]. Using the generated end-to-end master key, the associated end-to-end message authentication and or end-to-end message confidentiality keys and attribute keys are generated in the following manner:

		10.3.7 Derivation of Usage-Constrained Symmetric Keys from Enrolment Key		Enrolee Target's Identifier (Enrolment-Target-ID), which is an FQDN which shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20].

		10.3.7 Derivation of Usage-Constrained Symmetric Keys from Enrolment Key		where HMAC-SHA-256 is defined in IETF RFC 2104 [33].				Proposed update:RFC 6151  Updated Security Considerations for the MD5 Message-Digest and the HMAC-MD5 Algorithms S. Turner, L. Chen March 2011 

		D.1.3.5 EFCSEID (local CSE Identifier)		The URI shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19]. The tag value of the URI TLV data object shall be '80'.

		D.1.3.6 EFM2MAE-ID (M2M Application Identifiers list)		The URI shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19].

		D.1.3.7 EFINCSEIDS (M2M IN-CSE IDs list)		The URI shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19].

		D.1.3.8 EFMAFFQDN (MAF-FQDN)		The MAF-FQDN shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19]. The tag value of the MAF FQDN TLV data object shall be '80'.

		D.1.3.9 EFMEFID (M2M Enrolment Function Identifier)		This field shall be set to the address of the M2M Enrolment Function. When the MEF type is set to 0x00, the corresponding MEF Address shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19].

		L.4.5.4 AES Message Encryption and Decryption		ALG_AEAD_AES_128_GCM: The AEAD_AES_128_GCM authenticated encryption algorithm works as specified in RFC 5116 [72], using AES-128 as the block cipher, by providing the key, nonce, and plaintext, and associated data to that mode of operation.

		L.4.5.4 AES Message Encryption and Decryption		ALG_AEAD_AES_128_CCM: The AEAD_AES_128_CCM authenticated encryption algorithm works as specified in RFC 5116 [72], using AES-128 as the block cipher, by providing the key, nonce, associated data, and plaintext to that mode of operation.  

		L.4.5.4 AES Message Encryption and Decryption		ALG_AEAD_AES_128_CCM_8: The AEAD_AES_128_CCM_8 authenticated encryption algorithm is identical to the AEAD_AES_128_CCM algorithm (see Section 5.3 of RFC 5116 [72]), except that it uses 8 octets for authentication, instead of the full 16 octets used by AEAD_AES_128_CCM (see Section 6.1 of  [RFC 6655]).

		L.4.5.4 AES Message Encryption and Decryption		ALG_AEAD_AES_256_CCM_8: The AEAD_AES_256_CCM_8 authenticated encryption algorithm is identical to the AEAD_AES_256_CCM algorithm (see Section 5.4 of RFC 5116 [72]), except that it uses 8 octets for authentication, instead of the full 16 octets used by AEAD_AES_256_CCM (see Section 6.2 of  RFC 6655 [31]).

		L.4.10 Calculating MICs		ALG_HMAC_SHA_256: HMAC message authentication algorithm ALG_HMAC_SHA_256. This algorithm generates an HMAC following the steps found in RFC 2104 [33] using SHA-256 as the hashing algorithm.				Proposed update:RFC 6151  Updated Security Considerations for the MD5 Message-Digest and the HMAC-MD5 Algorithms S. Turner, L. Chen March 2011 

		L.4.10 Calculating MICs		 ALG_HMAC_SHA_384: HMAC message authentication algorithm ALG_HMAC_SHA_384. This algorithm generates an HMAC following the steps found in RFC 2104 [33] using SHA-384 as the hashing algorithm.				Proposed update:RFC 6151  Updated Security Considerations for the MD5 Message-Digest and the HMAC-MD5 Algorithms S. Turner, L. Chen March 2011 

		L.4.10 Calculating MICs		 ALG_HMAC_SHA_512: HMAC message authentication algorithm ALG_HMAC_SHA_512. This algorithm generates an HMAC following the steps found in RFC 2104 [33] using SHA-512 as the hashing algorithm.				Proposed update:RFC 6151  Updated Security Considerations for the MD5 Message-Digest and the HMAC-MD5 Algorithms S. Turner, L. Chen March 2011 

		M.2 Certificate provisioning procedures using SCEP - Certificate authority.		A SCEP Certification Authority (CA) signs client certificates. The CAs name is stored in the issuer field of resulting certificates. Before any PKI operations are invoked, the SCEP responder shares an issuer 'CA' certificate that is compliant with the profile in RFC 5280 [34] with SCEP Client and optionally dedicated RA certificates. This can be a CA certificate that was issued by a higher level CA. The client builds an entire certificate chain from the trust anchor, validating each certificate in turn.






