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Introduction

This contribution proposes possible solution for 
Key Issue #1.3 Non-Originator Context.
Key Issue #1.3 Non-Originator Context.
Key Issue #1.3 Non-Originator Context.
-----------------------Start of change 1---------------------------------------------

6.3.n
Solution #1.3: Non-Originator Context
6.3.n.1
Introduction
As described in clause 6.2.3.1, this solution addresses the need to grant access to resources based on criteria that is not limited to actual request primitive. For example, a request can be granted based on a location policy that indicates that the requestor is physically nearby a geographic location.  However, we may also want to require that some other entity is not nearby.  The example from clause 6.2.3.1 describes only granting access to a door lock if the home owner is not home. 

The solution attempts to build upon similar functionality that already exists in oneM2M. ARC-2018-0206-Action_triggering describes a mechanism for performing some operation based on conditions that exist in a potentially different resource.  

	eventCriteria
	0..1 (L)
	RW
	This attribute provides the conditions that must be met before allowing an event to occur. 
	NA


The conditions represented in the eventCriteria attribute determine if the operation is to be allowed.  

Table x.x.x-3: Parameters in eventCriteria 
	Name
	Description

	subjectResourceID
	The resource identifier that will be read by the Hosting CSE to evaluate the event.

	subject
	The attribute of the subjectResurceID that is compared to the threshold attribute.

	operator
	This attribute is a keyword used to construct the evaluation logic, e.g. ‘equals’, ‘not equals’, ‘greater than’, ‘less than’, ‘greater or equal’, ‘less or equal’, ‘string match’, etc.

	threshold
	This parameter provides a value used to evaluate the criteria. The value type shall match the type of the attribute used as subject. 

	eventCriteriaLogic
	Indicates the logical operation (AND/OR) to be used with following eventCriteria in the list.


EventCriteria should be added to an <accessControlPolicy> as an additional type of accessControlContexts.

EventCriteria could be a complex array or a resource like the <dependency> resource presented in the <actionTriggering> resource.
A complex array is more difficult to process, but has the benefit of being able to be created as a single primitive. Representing the eventCriteria as a resource has the benefit of being reusable for more than 1 accessControlPolicy and being easier to manipulate.
Table 9.6.2.2-1: Types of Parameters in accessControlContexts
	Name
	Description

	accessControlTimeWindow
	Represents a time window constraint which is compared against the time that the request is received at the Hosting CSE.

	accessControlLocationRegion
	Represents a location region constraint which is compared against the location of the Originator of the request.

	accessControlIpIPAddress
	Represents an IP address constraint or IP address block constraint which is compared against the IP address of the Originator of the request.

	accessControlEventCriteria
	A list of resource identifiers of <eventCriteria> resources that must be dynamically evaluated as TRUE before granting access.


The procedure will state that the accessControlEventCriteria MUST be satisfied, in addition to any other accessControlContexts. If any resource specified by the accessControlEventCriteria is not available or not reachable then access is not allowed.

Discussion: is there a preference for the way EventCriteria is represented?  Resource vs Complex Attribute
6.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
6.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
-----------------------End of change 1---------------------------------------------
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6.3.n
Solution #1.5: ACPs with limited usage configurations
6.3.n.1
Introduction
As described in clause 6.2.5.1, <accessControlPolicies> generally grant “unlimited” usage, meaning that if the policy grants a permission to perform an operation, that operation can be performed as often as desired by the originator that has the permission.

This solution adds the ability constrain the “unlimited” usage by adding dynamic attributes that the Hosting CSE shall decrement when the evaluated <accessControlPolicy> allows access to some resources.
Table 9.6.2.2-1: Types of Parameters in accessControlContexts
	Name
	Description

	accessControlTimeWindow
	Represents a time window constraint which is compared against the time that the request is received at the Hosting CSE.

	accessControlLocationRegion
	Represents a location region constraint which is compared against the location of the Originator of the request.

	accessControlIpIPAddress
	Represents an IP address constraint or IP address block constraint which is compared against the IP address of the Originator of the request.

	accessControlLimit
	Represents the number of times that the policy defined in this accessControlRule can allow authorization to the requested resource. This attribute maintains of the number of authorizations granted based on this policy. The value is decremented each time the evaluation grants access to the requested resource.


6.3.n.2
Solution details
Editor's Note: This clause will describe the solution.

<Text>
6.3.n.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
-----------------------End of change 2---------------------------------------------
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