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Introduction

This contribution proposes a result of study for the public warning system on security aspect.
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< WEA dissemination pathway on IPAWS Architecture >
-----------------------Start of input 1-------------------------------------------

2.2
Informative references

Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

[i.2]
CAP (https://docs.oasis-open.org/emergency/cap/v1.2/CAP-v1.2-os.html) 

[i.3]
Common Alerting Protocol, v. 1.2 USA Integrated Public Alert and Warning System Profile Version 1.0 (https://docs.oasis-open.org/emergency/cap/v1.2/ipaws-profile/v1.0/cap-v1.2-ipaws-profile-v1.0.pdf) 
[i.x]
WEA Security Sub Final Report, FCC (Federal Communications Commission) (https://transition.fcc.gov/bureaus/pshs/advisory/csric5/WG2_WEA-Sec-Sub_FinalReport_0316.docx)
[i.x]
Federal Information Processing Standard Publication 199 (FIPS 199) (http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf)

[i.x]
3GPP TS 22.268 Public Warning System (PWS) requirements (https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=639)

[i.x]
TS 33.969 Study on security aspects of Public Warning System (PWS) (https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2355)

[i.x]
3GPP TS 22.268 Public Warning System (PWS) requirements (https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=639)
-----------------------End of input 1---------------------------------------------

-----------------------Start of input 2-------------------------------------------
8. Security impacts analysis

8.1
Introduction
As it is the first step to investigate the public warning service in IoT domain, it is very meaningful to understand the existing public warning system using the mobile network. Since the existing Public Warning System is developed and being operated as a result of a lot of studies for authority to deliver reliable public warning messages to the public, we need to consider the technical factors to apply their experiances to IoT based public warning service in this study. 

Therefore, existing public warning systems are examined in the point of security aspects in the clause 8.2, and current status of the security aspects will be provided by gap analysis between exsisting Public Warning Systems and IoT based Public Warning System is described in clause 8.3.
8.2
Security aspects from case studies
8.2.1
Case study on security aspects of IPAWS

8.2.1.1
Wireless Emergency Alert (WEA) 
Wireless Emergency Alert (WEA) is an essential part of IPAWS described in clause 5.2.1. The WEA is one of the message dissemination pathways that broadcasts alerts and warnings to mobile phone and other mobile devices (see Figure 5.2.1-1). The WEA service is provided by a collaborative partnership that includes the cellular industry, Federal Communications Commission (FCC), Federal Emergency Management Agency (FEMA), and U.S. Department of Homeland Security Science and Technology Directorate. It is necessary to refer to the relationship between IPAWS and WEA in order to look at how the IoT based Public Warning Service can be linked to the national integrated public warning system. From the security point of view, it is expected to be able to find a solution applicable to IoT public warning services by analyzing security issues and the existing security solutions of WEA.
8.2.1.2
Potential security risks on WEA pathway
8.2.1.2.1
Risk 1: Insider sends false alerts
An insider means an employed person by WEA stakeholders which is one of Alert Originator, FEMA, commercial mobile service provider, etc. The insidercould be a software developer who has responsibility for implementing software which is a part of WEA system. The first security risk is that a disgruntles insider to put a software bombs in the WEA system. The “software bombs” can send unauthorized WEA messages to all WEA-capable devices to cause public confusion. Once the software bomb explodes, the unauthorized WEA messages goes out to massive public users at the same time and repeatedly. 

The effect of this attack is that many people will no longer trust the Public Warning System. As a result, large number of people who have received false alerts will permanently disable the public warning function on their own devices after experiencing this attack. 
8.2.1.2.2
Risk 2: Inherited replay attack
This risk is related to the way it is called a “replay attack”. An attacker targets an Alert Originator to capture unencrypted authorized WEA messages and their associated certificates when a WEA warning message transferred. Then the attacker intends to send captured alert messages repetedly later. A warning message that is not delivered in time is considered as a false alarm, even if it was previously authorized.

The effect of this attack is the same as the Risk 1, many people will no longer trust the Public Warning System. As a result, a large number of people who have received outdated warning messages will permanently disable the public warning function on their own devices after experiencing this attack. 
8.2.1.2.3
Risk 3: Malicious Code in the Supply Chain
The risk 3, Malicious Code in the Supply Chain, is the same as the risk 1, except the difference on whom puts a malicious code to the system to send those unauthorized warning messages. The risk 3 differs from the Risk 1 since an attacker is an employee of a stakeholder's subcontractor. The attacker can put malicious code to the system behind staff member’s of the stakeholders back while developing or updating the software of the WEA system. The malicious code may expand the target geographic area to make it bigger than it should be, modify the alert message contents, or even change the priority of the alert.
The effect of this attack is exactly the same as the Risk 1, many people will no longer trust the Public Warning System. As a result, a large number of people who have received falsified warning messages will permanently disable the public warning function on their own devices after experiencing this attack. 
8.2.1.2.4
Risk 4: Denial of Service (DoS)

While the previous risks are caused by an attacker sending unauthorized messages to the end users, this risk is related to the damages from interfering delivery of the authorized warning messages to the public. An external attacker, such as a terrorist, who is planning a physical attack on the public can interfere with the delivery of public alarm messages to take away the time for the public to evacuate from physical attacks. 
These types of attacks also undermine public confidence in public alarm systems like false alarms.
8.2.1.2.5
Risk 5: Outsider sends false WEA alerts 
This risk is the result of sending an unauthorized false warning message by obtaining access to any component of the Public Warning System with malicious intend. In general, the same negative effects as described for the other risks above apply in this scenario.
8.2.1.2.6
Risk 6: Insider Blocks Real WEA Alerts
An insider with malicious intent gains access to any component of the systems related to Public Warning System (from alert origination systems, IPAWS, commercial mobils service providers) and prevents to deliver an authorized emergency alert. As a result, the public can not see the emergency alarm messages they need.
8.2.1.2.7
Risk 7: Outsider Blocks Real WEA Alerts
This risk may arise from malicious intentional outsiders attempting the same attack as Risk 6, pretending to be an insider. As a result, the public can not see the emergency alarm messages they need.
8.2.1.2.8
Risk 8: CMSP Infrastructure Testing System Access
In general, the test environment of CMSP (Commercial Mobile Service Provider) is separated from the commercial service environment, so it is not possible to send a unauthorized public warning messages directly to the public. However, it is possible for a malicious attacker to gain the privilege on the tester’s account and attempt a DoS attack. Risk 8 is related to that an attacker who has acquired a tester’s account and attempts a DoS attack using a test system.
8.2.1.2.9
Risk 9: Security Vulnerability in Existing Standards

The WEA networks and end-user devices face various kind of threats that may seek to weak points of the system. For example, the C-interface requires a VPN IPsec tunnel. Any security hole that exists will depend on the security quality of the VPN tunneling algorithm itself, i.e. a hijacker gaining access to the VPN tunnel will result in the entire WEA system being compromised.  Therefore, the owners of the elements in the WEA pathway of IPAWS must be encourage to continue to be vigilant in mitigating protocol security vulnerabilities to ensure that all WEA related systems and software are up to date.  These kind of risks should be addressed from an operational perspective, not from a standard or technical perspective.
8.2.1.3
Security considers of the WEA pathway on the IPAWS
8.2.1.3.1
Alert Originators

In WEA, Alert Originator can be one of those authorized federal, state, territory, tribal, and local organizations that initiate alert messages. Alert Originators must sign digitally before to deliver warning messages through IPAWS. There are a number of important security aspect requirements to prevent unauthorized WEA activations. These can be categorized in three keys as follows:
· People: The safeguarding passwords and digital certificates is the primary security concerns of the people involving in Alert Origination.
· Process: The Alert Originator must set up a policy for how their agency will use WEA on documented processes to securely send public warning messages.

· Software: Number of alerting software tools which provide security responsibilities of the Alsert Originator  are addressed and applied by helping to safeguard their access and prevent unauthorized public warning message activations.

· Malicious Warning App: As an expansion of Risk 5, a Malicious Warning App is a non-official WEA warning application which pretends to be a official WEA warning application. 
8.2.1.3.2
The IPAWS Open Platform for Emergency Networks (OPEN)

The IPAWS Open Platform for Emergency Networks (OPEN) is an integrated information system that acts as the gateway between various public warning message dissemination systems like WEA commercial mobile service providers.  The main purposes of IPAWS-OPEN are to validate the messages from Alert Originators send, convert the message to a format used by each dissemination channels, and then send the message to connected alerting systems. 

Information systems for the USA government requires a measure of confidentiality, integrity, and availability suitable to the mission and in accordance with its Federal Information Processing Standard Publication 199 (FIPS 199 [i.5]). According to the FIPS classification, the public alert and warning messages are non-sensitive, public information, and consequently, there is no requirement for message confidentiality.  However message integrity and system availability must be assured.

A digital signing can be used to assure that the signed message was actually sent by an authorized Alert Originator and was not manipulated on the delivery process. 

The integrity of the warning message is accomplished through digital signing. An Alert Originator uses software to create an alert message in CAP (Common Alerting Protocol) XML format and then encrypt the message using the Alert Originator’s own private key. Anyone who receives the alert message, the Alert Originator’s public key will be used to check integrity of the received warning message. After check integrity of the received message, IPAWS converts the receive CAP XML format message to a CMAC (Commercial Mobile Alert for C Interface) XML format message and signs digitally the converted CMAC XML message using FEMA’s private key and sends it to the commercial mobile service provider. When the commercial mobile service provider receives CMAC message, the commercial mobile service provider validate the recevice message with FEMA’s public key and deliver warning message to mobile devices of public.

[image: image2]
Figure 8.2.1.3.2-1 Alert message flows from Alert Originator to Commercial Mobile Service Provider
8.2.1.3.3
Commercial Mobile Service Provider 
The Commercial Mobile Service Provider (CMSP), a component contributing to the WEA dissemination pathway, is an implementation of the 3GPP PWS (Public Warning System) standard. The 3GPP standard provides a solution to minimize security risks in the process of providing Public Warning Service. The 3GPP SA1 (Requirements working group) and SA3 (Security working group) provide TS 22.268 (Public Warning System Requirements)[i.6] and TR 33.969 (Study on Security Aspects of PWS)[i.7] to specify digital signatures and encryption mechanism for secure public warning service through mobile network. 
Especilly, Section 4.8 of TS 22.268 contains the following requirements for the 3GPP Public Warning System (PWS):

-
PWS shall only broadcast Warning Notifications that come from an authenticated authorized source.

The following requirements only apply when not roaming internationally:

-
When required by regional or national regulations, the integrity of the Warning Notification shall be protected. If no such regulatory requirement exists, there shall be no integrity protection of Warning Notifications, and all Warning Notifications shall be presented to the PWS application on the PWS-UE.

-
When required by regional or national regulations, the PWS shall protect against false Warning Notification messages. If no such regulatory requirement exists, there shall be no protection against false Warning Notifications, and all Warning Notifications shall be presented to the PWS application on the PWS-UE.

8.3
Gap analysis
Editor’s Note: this is TBD
-----------------------End of input 2---------------------------------------------
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