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Introduction

This contribution proposes the schema of <Rule> element of the ABAC policy.
-----------------------Start of change 1---------------------------------------------
6.3.x
Solution #1.y: ABAC Syntax
6.3.x.1
Introduction
This solution addresses key issue #1.2. It describes the schema of the proposed ABAC policies
6.3.x.2
Solution details
6.3.x.2.z
Element <Rule>
The <Rule> element should define the individual rules in the policy.
The main components of this element are the <Constraint> and <Condition> elements and the Effect attribute.

A <Rule> element may be evaluated, in which case the evaluation procedure defined in clause x should be used.
<xs:element name="Rule" type="m2m:RuleType"/>
<xs:complexType name="RuleType">
<xs:sequence>
<xs:element ref="m2m:Description" minOccurs="0"/>
<xs:element ref="m2m:Constraint" minOccurs="0"/>
<xs:element ref="m2m:Condition" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="RuleId" type="xs:string" use="required"/>
<xs:attribute name="Effect" type="m2m:EffectType" use="optional"/>
</xs:complexType>
The <Rule> element contains the following attributes and elements:
· RuleId [Required]
The identifier of a rule.
· Effect [Required]
Rule effect. The value of this attribute is either “Permit” or “Deny”.
· <Description> [Optional]
A free-form description of the rule.
· <Constraint> [Optional]
Identifies the set of constraints that should be satisfied for the rule to be assigned its Effect value.
· <Condition> [Optional]
A predicate that must be satisfied for the rule to be assigned its Effect value.
-----------------------End of change 1---------------------------------------------
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