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Introduction

This contribution proposes the schema of <Primitive> element of the ABAC policy.
-----------------------Start of change 1---------------------------------------------
6.3.x
Solution #1.y: ABAC Syntax
6.3.x.1
Introduction
This solution addresses key issue #1.2. It describes the schema of the proposed ABAC policies
6.3.x.2
Solution details
6.3.x.2.z1
Element <Primitive>
The <Primitive> element denotes application of a function to its arguments (Operands), thus encoding a function call. The <Primitive> elements are the arguments of the function.
A <Primitive> element may be evaluated, in which case the evaluation procedure defined in clause x should be used.
<xs:element name="Primitive" type="m2m:PrimitiveType"/>
<xs:complexType name="PrimitiveType">
<xs:sequence>
<xs:element name="Operand1" type="m2m:Operand"/>
<xs:element name="Operand2" type="m2m:Operand"/>
</xs:sequence>
<xs:attribute name="FunctionId" type="xs:anyURI" use="required"/>
</xs:complexType>
The <Primitive> element contains the following attributes and elements:
· Operand1 [Required]
Argument 1 applied to the function identified by the attribute FunctionId.
· Operand2 [Required]
Argument 2 applied to the function identified by the attribute FunctionId.

· FunctionId [Required]
The identifier of the function to be applied to the arguments. XACML-defined functions are described in Annex x.
6.3.x.2.z2
Element <Operand>
The <Operand> element represents an argument that applies to a function.
<xs:complexType name="OperandType">
<xs:sequence>
<xs:choice>
<xs:element ref="m2m:AttributeDesignator"/>
<xs:element ref="m2m:AttributeValue"/>
</xs:choice>
</xs:sequence>
</xs:complexType>
The <Operand> element contains the following elements:
· <AttributeDesignator> [Required choice]
Retrieve values from request, resource or system.

· <AttributeValue> [Required choice]
Embedded attribute value. 

6.3.x.2.z3
Element <AttributeDesignator>
The <AttributeDesignator> element denotes where and how to retrieve a value.
<xs:complexType name="AttributeDesignatorType">
<xs:complexContent>
<xs:attribute name="Category" type="xs:anyURI" use="required"/>
<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/>
<xs:attribute name="DataType" type="xs:anyURI" use="required"/>
</xs:complexContent>
</xs:complexType>
The <AttributeDesignator> element contains the following attributes:
· Category [Required]
This attribute specifies the Category from which to retrieve the attribute.

· AttributeId [Required]
This attribute specifies the attribute that should be retrieved from a data category.

· DataType [Required]
The attribute specifies the data type of the attribute.
6.3.x.2.z3
Element <AttributeValue>
The <AttributeValue> element should contain a literal attribute value.
<xs:element name="AttributeValue" type="m2m:AttributeValueType"/> 

<xs:complexType name="AttributeValueType" mixed="true">
<xs:complexContent mixed="true">
<xs:sequence>
<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="DataType" type="xs:anyURI" use="required"/>
<xs:anyAttribute namespace="##any" processContents="lax"/>
</xs:complexContent>
</xs:complexType>
The <AttributeValue> element contains the following attributes:
· DataType [Required]
The data-type of the attribute value.
-----------------------End of change 1---------------------------------------------
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