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1
Opening of the meeting


Wei Chair of the SEC WG, opened the meeting and drew the participants’ attention to the oneM2M notice on the cover page of the agenda.
2
Review & Approval of Agenda


	SEC-2018-0102R01
	SEC 38 F2F Meeting Agenda and Schedule
	WG4 Vice Chair (Datang)


SEC-2018-0102R01 was NOTED
SEC-2018-0102R02 was NOTED

SEC-2018-0102R03was NOTED

SEC-2018-0102R04 was NOTED

SEC-2018-0102R05 was AGREED

3
Review of Previous Minutes
	SEC-2018-0089
	Minutes_SEC_37
	Secretariat


SEC-2018-0089 was already AGREED
4
Objectives of the meeting

· Discuss ITU-T comments on TS-0003 on IETF references and LI

· Finalize TS-0003 Rel-3 and associated deliverables under open Rel-3 Work Items:

· Security Developers Guide TR-0038 initial publication for Rel-3

· Secure Environment  Abstraction TS-0016

· Progress on future releases:

· Decentralized Authentication (CRs to TS-0003)

· Access Control Policy enhancements TR-0050

· Security Developers Guide TR-0038 (coordination with TST)

· GlobalPlatform Interworking (Feasible schedule TBD)

· Trust Management in oneM2M

· Any new WI proposal

5
 Review of open Action and Issue Status


WG went through action items and updated the status. 
	REFERENCE
	WHAT
	WHO
	STATUS

	A-26-5 (R2+)
	Contribute testable (Rel-1 + Rel-2) Security Features Catalog to TST WG for inclusion in Product Profiles
	All
	OPEN

	A-33-2 (R3+)

(supersedes A-26-7)
	Open issues found in TST-0010:

· Deriving nodeID from <serviceSubscribedAppRule>

· Define credential-IDs for certificates

· Use of Wildcard “*” in certificates?

· Include CSE registration credentials in service subscription?

· Consider certificates that would include an App-ID
	WG Chair
	OPEN

Wei to contact Peter to 

	A-33-3 (R4)
	Check whether AR impersonation prevention could also apply to CSE
	All
	OPEN

	A-331-1 (R2+)
	Confirm that TS-0003 and TS-0004 get properly aligned with agreed TS-0001 CR in ARC-2018-0047R01 (clarify XML representation of Default Privileges)
	Wolfgang
	OPEN 

to check with PRO

	A-34-1
	Reduce duplication of text between TS-0001 and TS-0003 on Access Control.
	Wolfgang
	OPEN

	A-36-1
	Provide companion contribution on TS-0003 to MAS-2018-0066R04 (CR TS-0022) on Oauth2 
	ORANGE
	To be closed

	A-36-2
	Address comments expressed by ITU-T SG 17 regarding TS-0003 (especially references to earlier, or specific, RFCs)
	All

Cf. e-mail discussion and initial input from BT
	OPEN

	A-36-3
	Consider applicability of Lawful Interception in oneM2M Service Layer
	Type 1 Partners to check? (Bring this point to TP)
	OPEN


6 
Contributions

5.1 
Baselines

	SEC-2018-0092
	TS-0016 baseline from editHelp
	ETSI editHelp


Presented by Wei on Monday session-2 SEC
Wei has replied to the questions from editHelp. This was also reviewed by Francois who is the rapporteur.

SEC-2018-0092 was AGREED

	SEC-2018-0093R01
	SEC-2018-0093R01
	SEC-2018-0093R01


Presented by Wei on Monday session-2 SEC

The main changes are about the normative references related to TLS, changing from TLS 1.3 to TLS 1.2 ( as originally stated)

Action: We need to have a deep look into TLS 1.3 to see if we can reference in future releases, after R3.
Colin volunteer to start the analysis
SEC-2018-0093R01 was AGREED
5.2 
Contributions

	SEC-2018-0103
	oneM2M WG4 Answer to ITU-T Comments of TS-0003
	Datang


Presented by Wei on Monday session-2 SEC

This document gathers answers to the comments raised by ITU-T

Comment:

· Edited online to reflects the changes done in document SEC-2018-0093R01, eg coming back to TLS 1.2. The text explains clearly the reason to reference TLS 1.2 and not 1.3 into TS-0003.
· We need to ask to TP if there is more issue that prevents ITU-T to transpose the TS-0003 like they did for the other oneM2M specifications.
· Questions:  Are the cipher suites of TS-0003 are still valid now we have removed reference to TLS 1.3? In principle it should still be valid as we have specified the highest level of security, but we need to do this analysis. 
· Action. Saïd to check is the cipher suites are still valid. If yes, this confirmation should be added to the response to ITU-T. It should be done by the end of the week
· Action: We need to reflect in the response to ITU-T that we are open and willing to consider TLS 1.3 in future versions of the specification.

SEC-2018-0103 was NOTED
SEC-2018-0103R01 Presented by Wei on Friday session-2 SEC

SEC-2018-0103R01 was AGREED

	SEC-2018-0096
	TR-0050 ABAC Policy Syntax-PolicySet
	Datang


Presented by Wei on Monday session-2 SEC

This contribution to TR-0050 (Attribute Based Access Control Policy) proposes the schema of <PolicySet> element of the ABAC policy. The topic has been presented at the last SEC#37 in the contribution SEC-2018-0082 (General Introduction to The Proposed ABAC Policy).
Comment:
· The current Access control policy (for resources) is already complex and costly. For the ABAC, having the granularity for attributes, it may add too much complexity. Should we consider to enhance the current Access Control Policy instead ?

More discussion needed to gather comments
SEC-2018-0096 was left open
SEC-2018-0096 Presented by Wei on Friday session-2 SEC

SEC-2018-0096 was AGREED

	SEC-2018-0097
	TR-0050 ABAC Policy Syntax-Policy
	Datang


Presented by Wei on Monday session-2 SEC

The contribution proposes the schema of <Policy> element of the ABAC policy.

More discussion needed to gather comments
SEC-2018-0097 was left open
SEC-2018-0097 Presented by Wei on Friday session-2 SEC

SEC-2018-0097 was AGREED

	SEC-2018-0098
	TR-0050 ABAC Policy Syntax-Rule
	Datang


Presented by Wei on Monday session-2 SEC

This contribution proposes the schema of <Rule> element of the ABAC policy.
More discussion needed to gather comments
SEC-2018-0098 was left open
SEC-2018-0098 Presented by Wei on Friday session-2 SEC

SEC-2018-0098 was AGREED

	SEC-2018-0095R01
	TR-0050_solutions
	Convida


Presented on Monday session-4 SEC

Comment/Issue: Editorial and numbering edits required. Revision expected
SEC-2018-0095R01 was NOTED

SEC-2018-0095R02 Presented on Friday session-2 SEC

SEC-2018-0095R02 was AGREED

	SEC-2018-0104R01
	oneM2M reply to ITU-T SG 20 on IETF references.
	BT PLC, Datang


Presented on Tuesday session-3 SEC

· Will be submitted to the TP for approval and transmission to the ITU-T SG20

SEC-2018-0104R01 was NOTED
SEC-2018-0104R02 was AGREED

	SEC-2018-0100
	Potential Spoofing of AE-ID
	NTT


Presented on Tuesday session-3 SEC

The contributor was asked to bring in proposals on how to prevent this type of spoofing.

SEC-2018-0100 was NOTED
Presented on Thursday session-2 ARC/MAS/SEC
SEC-2018-0100R01 was NOTED

	SEC-2018-0101
	Schema in SubjectAlternativeName
	NTT


Presented on Tuesday session-3 SEC

It will be presented during a session with ARC, if one can be scheduled.

SEC-2018-0101 was NOTED
SEC-2018-0101R01 Presented on Thursday session-2 ARC/MAS/SEC
SEC-2018-0101R01 was NOTED

SEC-2018-0101R02 Presented on Thursday session-2 ARC/MAS/SEC
SEC-2018-0101R02 was NOTED

	SEC-2018-0099
	TR-0050 ABAC Policy Syntax-Primitive
	Datang


Presented on Friday session-2 SEC

SEC-2018-0099 was AGREED

	SEC-2018-0094
	Security aspects on Public Warning Service
	SyncTechno, KETI


Presented on Friday session-2 SEC

Comments: This is a late contribution and will only note the document as there wasn’t enough time for the participants review.

SEC-2018-0094 was NOTED

6
Planning for next Meetings
6.1
Face to Face Meetings

TP#39
18-22 Feb 2019
Malaga (Spain)
7
Any other business

8
Closure of meeting

Wei thanked the audience for their participation. 
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