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	INPUT CONTRIBUTION
Proposal for ToR of Security WG

	Group Name:*
	Technical Plenary #1,  Nice, France, UE, 24th–28th September 2012

	Source:*
	OBERTHUR Technologies, Gemalto, Giesecke & Devrient

	Format:*
	Plenary

	Date:*
	2012-09-17

	Contact:*
	Dragan Vujcic, Oberthur Technologies (ETSI), v.dragan@oberthur.com

	Abstract:*
	This contribution proposes work process and program within oneM2M 

	Agenda Item:*
	Tbd

	Work item(s):
	n.a.

	Document(s) 

Impacted*
	n.a.

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 FORMCHECKBOX 
 Information

 FORMCHECKBOX 
 Other <specify>

	Decision requested or recommendation:*
	Include normative work developed in ETSI TC M2M in the oneM2M specification


oneM2M IPR STATEMENT

“Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of an agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.

Rationale: 
This document proposes to adopt the Security WG terms of reference, based on the one M2M scope related to the security and privacy aspects (authentication, encryption, integrity verification).

Proposal:

One M2M security working group has the overall responsibility for security and privacy in oneM2M systems. The WG will perform analysis of potential threats to these systems. Based on the threat analysis, the WG will determine the security and privacy aspects (authentication, encryption, integrity verification).

More specifically, Security WG will address the following areas of work:
· To specify the security architectures and protocols of overall oneM2M system 
· To specify service bootstrapping mechanisms 
· To specify service connection mechanisms
· To specify security applications as part of a secure environment

· To specify the administration of the security credentials used by the onM2M service layer 

· To ensure the security of mechanisms proposed to address authentication, encryption, and integrity verification.
· To ensure that privacy requirements are fully satisfied 

Conclusion:
It is proposed to adopt and further refine if needed the above ToR of security WG.
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