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	Abstract:*
	This contribution proposes to create a security working group within oneM2M and proposes its scope of work (ToR)

	Agenda Item:*
	7.3.2

	Work item(s):
	n.a.

	Document(s) 

Impacted*
	n.a.

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 FORMCHECKBOX 
 Information

 FORMCHECKBOX 
 Other <specify>

	Decision requested or recommendation:*
	Create a Security WG with below ToRs within oneM2M


oneM2M IPR STATEMENT

“Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of an agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.

Rationale: 
This document proposes to adopt the Security WG terms of reference, based on the one M2M scope related to the security and privacy aspects.

Proposal:

The oneM2M Security Working Group has the overall responsibility for all technical aspects related to security and privacy within oneM2M. The Security WG performs the analysis of potential threats within the oneM2M system architecture and derives technical solutions to overcome those threats by using security and privacy mechanisms, including but not limited to authentication, encryption and integrity verification.
More specifically, the Security WG addresses the following areas of work:

· Assess the security needs of the oneM2M system, analyse threats and attack scenarios within the oneM2M architecture, derive related requirements for the oneM2M specification as well as solutions for implementation of risk assessment, countermeasures and guidelines for preferred cryptographic algorithms and protocols.
· Adapt existing and designing new technical solutions when required to satisfy oneM2M security and privacy requirements
· Enable applications to access security services with differing levels of security adapted to their specific needs;
· Provide technical solutions, their maintenance and enhancement, which may include but is not limited to:

· security architectures and related protocols 

· solutions to ensure the robustness and the protection of sensitive data and processes

· interoperable methods to manage security and privacy related data,  processes and credentials
· mechanisms to ensure authentication, confidentiality, integrity, non-repudiation and protection against attacks
· Securing the API provided for applications using the security of M2M service layer

· Enablers for applications to rely on their own end to end security
The Security WG outputs will be Technical Reports, Technical Specifications, and liaisons to other working groups and external organizations as required.
Conclusion:
It is proposed to adopt above ToR for the Security WG within oneM2M.
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