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Rationale: 
This contribution summarizes the security e-mail discussion, held over the TP reflector, between TP#1 and the TP#2 meeting
.E-mail discussion summary: 
In TP#1 possible WGs have been identified. To progress work it was decided to start an e-mail discussion for each WG on scope and ToRs. Accordingly, Security scope of oneM2M thread was started with two discussions, one discussing the details of the scope and ToR description, another one identifying main security aspects addressed by the SDO’s. However, in addition another security discussion on organisational structure for security was initiated and generated a lot of interest from multiple companies on the reflector. 
There were 23 participating companies on security e-mail thread: Alcatel-Lucent, BT, Cadzow, Cisco, CJ Barber Consulting Services, Elbrys, Ericsson, G&D, Gemalto, Interdigital, ITS (Swedish NSO), Morpho, Motorola Mobility, NEC, Oberthur, Oracle, Orange, Samsung, Sierra Wireless, Swisscom, TeliaSonera, Valid, Vodafone

The following summarizes the discussion:

Security scope of oneM2M 
Several details of the security scope were discussed and updates were proposed to the terms of reference. Main points mentioned in discussion were:

Necessity for applications to access security services with differing level; through the secured API to accommodate the security at application layer for applications relying on their own end to end security; to adapt security level according the underlying network in use as different level of protection is applied by all of them; to reuse or leverage the security provided by underlying networks. It was also proposed to consider the security robustness rules, type and level of protection for sensitive data. 
Privacy and non-repudiation aspects were discussed also. Although some aspects are driven by regional regulatory requirements, it was clarified that oneM2M focus will be mainly on technical properties. It was raised that technical properties may be vertical dependant; some of them may have different priority. For example privacy aspects were mentioned to be mainly focused on confidentiality and authentication properties, while in verticals like healthcare, properties such as authorization, consent management or auditing are mandatory. Privacy and non-repudiation discussion showed the necessity for security analysis of technical properties to identify mechanisms for consideration within service layer.
The security service layer methods and procedures addressed by ETSI and ATIS were reported. They are summarised as following:

· Security association:

· Static (pre-provisioned) 
· Access network credentials (SIM/AKA)
· Access network agnostic (certificates, any type of credentials)

· Dynamic (Bootstrap) 

· Access dependant (GBA)

· Access agnostic (TLS/TCP, EAP/PANA)

· Service connection procedures:

· TLS/TCP uses certificates

· GBA uses access network credentials

· EAP/PANA uses any type of credentials (SIM, AKA, SBTLS, PSK, certs, IBE, OTP, etc.)
· Secure communication methods:

· Using channel security TLS/ DTLS

· Relaying on access network security

· Using object security CMS (XML_DSIG, XML_ENC, S/MIME)
Too many methods and procedure options were justified by the need to be inclusive of markets and technologies. It was suggested to down select the options with the need to consider the device constraints.
Organisational structure for security 
There was no question posted to ask for companies’ position on organisational structure for security. However most of participating companies in this discussion have expressed their choice of the need for dedicated Security WG and when the WG should be formed. The following table reports the excerpt from received comments on the preference from participating companies in this discussion.  
	
	

	Alcatel-Lucent
	Alcatel-Lucent support the concept of a separate Security WG, closely aligned with Architecture WG.

	BT
	BT will support a  specialized WG for Security,

	Cadzow
	support for a dedicated security (and privacy) working group and stress that we need to make security and privacy core aims of oneM2M integrated to all the other working parts of oneM2M.

Thus stand-alone but not stand-apart.

	CJ Barber Consulting Services
	Support the formation of an independent Security WG and it needs to be done ASAP so that they can be actively involved in the current requirements and architecture discussions. 

	Elbrys
	support having a separate Security WG, and it should start working in parallel with the mainstream protocol specification development

	G&D
	G&D supports the creation of a dedicated security WG

	Gemalto
	experience has shown that creating WG by expertise, especially for security, is the best way for an organization to attract sufficient expertise in desired areas. Agree that in early phases joint meetings with Architecture and protocols would be needed. But generally unless there is a dedicated track to address security,  experts would likely not care to participate at all

	Interdigital
	Having a standalone Security WG ensures that there is a dedicated forum in which security topics can be addressed, and also establishes security as a peer concern relative to the topics addressed in other WGs.  The Chair of the Security WG can then work with the other WG Chairs to ensure that security-related topics on their respective agendas are known to the security experts and also to ensure that schedules are set to minimize conflicts. Where focused time on a specific matter may be beneficial, joint meetings between the Security WG and the target WG (e.g., Architecture) can be arranged. 

	Morpho
	Advocate a standalone Sec WG.a…. the results delivered by 3GPP and ETSI confirm that a Working Group dedicated to Security can provide only benefits to an ecosystem, particularly to such an emerging one as M2M.

	Motorola Mobility
	We think it is too early to spin off a security working group that marches ahead with security-only considerations and solutions, while the ARCH group would then develop its solutions with the absence of security experts….Finally if we happen to be in minority position, we like to at least request that ARCH and Sec sessions/ calls are not run simultaneously.

	NEC
	also support the idea of a standalone Security WG….such a security group needs to have a (first draft of an) architecture as a working assumption to start. And it always needs to keep fully aligned with ongoing architecture work. However much can be done independent of other architecture activities (e.g. threat analysis, study of vertical security mechanisms and requirements …). Therefore there are good reasons to start a WG on security soon

	Oberthur
	To make oneM2M successful we need experts, this is true for all WGs.As M2M covers different areas in different organisations there is a need for security experts from these areas and organisations to meet and exchange together, they will early join and contribute in oneM2M if security group exists from beginning. As security group has to work tightly with ARC WG, Oberthur also request to avoid both WGs run in parallel.

	Oracle
	it is necessary that we have a Security working group that takes a holistic view on the security aspects of the oneM2M systems. … is implements the requirements coming from the REQ working groups based on the overall architecture of the ARC group and putting the necessary detailed technical specs together that should not bother the ARC group or the plenary. ...There is already a considerable amount of security work going in in the M2M market so we have to deal with this right from the start of this organization.

	Orange
	Having a separate, dedicated group for security is a common practice for all the reasons listed by Nicolas. Just because it is done this way in other organisations doesn’t always mean it’s a good idea but in this case I believe it does.

	Sierra Wireless
	do support the creation of a dedicated security working group, that shall of course work in tight coordination with others WGs (requirements, architecture, ...protocols, …)… we don’t need to hurry on creating this WG.

	Swisscom
	Proposes that security is an integral part of the REQ and ARC group, if it comes to stage 3 and if there are a lot of work items and new protocol spec required it can be revisited

	TeliaSonera
	We think it is very important that the organisation learns that a functioning security group exists from the beginning. Otherwise, the organisation will easily adapt without relying on any cohesion of security experts, but find such scattered around ad hoc, and security work will easily adapt to be ad hoc and more random. Therefore we wish that a security group is formed from start. Of course such a group shall rely on, depend on, and interact with architecture group in some way.

	Valid
	There are important reasons for the creation of OneM2M Security WG…  The only effective way to reach common (security) solutions is to have same type of (security) experts at one placement …Secure Element devices (Embedded Secure Elements, MicroSD, SIM/UICC cards,etc.):  M2M world needs such specific devices to authenticate and identify M2M connected machines all over the world. There is a large number of specifications related to these devices that need to be treated only in a separated Security WG.

	Vodafone
	Actually we believe the first landing point of this issue is much more business models and good architecture rather than security (which will come immediately after those).



There is broad support on the need for the dedicated Security WG within oneM2M. Although there was no clear consensus on when the security working group should be formed, the majority of the participating companies expressed their preference to form the group from beginning to provide a venue for security experts in order to rely on pools of experts necessary for the oneM2M development activities.

All companies agree on the necessity for security experts to be tightly involved in requirements and architectural aspects. Most of companies stressed out that way of involvement should go through technical co-ordination via joint meetings, liaison statements, and output of technical document from other working group also as chairs coordination to minimize schedules conflicts with target working group.
Several companies proposed to start with security work that may be done independently of architecture activities: analysis of the security properties including verticals dependant, threats analysis, valuation of the existing work analyse vertical security mechanisms.
Conclusion:
Based on the majority expressed preferences, following way forwards are proposed to the TP to agree on:
· Way Forward 1: Agree on the need for the dedicated Security WG within oneM2M

· Way Forward 2: Form the security group from beginning

Following tasks may be started when the security group is formed:

· Way Forward 3: Ensure tight technical co-ordination of work being undertaken within requirement and architecture groups by scheduling joint meeting where is necessary.
· Way Forward 4: Progress the security work that may be done independently of architecture activities 


· Start with analysis and evaluation with valuation of the existing work to derive the effective security service to be offered
· derives security and privacy properties including the vertical dependant to be done for M2M security context, then define priorities to be addressed 

· analysis of  vertical security mechanisms and needs

· threat analysis
· Use the reported security methods by SDO’s to provide guidelines on their use and combination then identify where is possible to limit the number of options[image: image1.jpg]
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