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1.0
Introduction
Since M2M devices will have significantly different available resources and capabilities, it is clear that not all devices will be able to meet all oneM2M requirements or support all oneM2M services. A framework and method to classify devices would be helpful to describe device constraints, clarify and simplify the M2M system, and optimize M2M communications. Furthermore, specific requirements driven by device constraints will be needed in order for an M2M system to support them.

2.0 
Candidate profile elements
As a first step, this contribution presents 16 candidate profile elements (not intended to be all inclusive list) by which an M2M device could be classified. An initial examination of their impact on an M2M system are included.

	Candidate profile elements
	Example Impact on M2M  system
	Notes

	 
	
	 

	Wireless wide area network interface
	Might indicate gateway candidate. Might indicate mobility.
	e.g. 3G, 4G, WiMAX, GPRS, satellite OMA[1]

	Wireless Local Area Network Interface
	Might indicate gateway candidate. Might indicate mobility.
	e.g. Wi-Fi, Bluetooth, Zigbee, DSRC OMA[1]

	Fixed Wide Area Network Interface
	Might indicate gateway candidate
	e.g. ADSL, FTTH, PLC OMA[1]

	Fixed Local Area Network Interface
	Might indicate gateway candidate
	e.g. Ethernet, USB, RS232, TIA485 OMA[1]

	IP Stack
	Input information for transport protocol choice
	No IP, IP-UDP, IP-UDP+TCP, OMA[1]

	User Input/Output
	Might be useful for device replacement
	e.g. keypad, touch screen, speaker OMA[1]

	Persistent Configuration Storage
	Can hold programs and state
	e.g. SIM card, eSIM, flash, micro SD card OMA[1]

	Intermittently connected
	A command might be necessary to repeat after a longer timeout or the timeout value with which one endpoint waits on a response needs to be sufficiently high.
	e.g. out of radio range, interference impacted, powered-down, resources running other application IETF[1]

	Bandwidth constrained
	If the available bandwidth is insufficient, packets will be buffered and eventually dropped, applications using certain protocols will not run. The client and server of a management protocol need to gracefully ignore incomplete commands or repeat commands as necessary. Compression may be needed.
	e.g. poor radio connection, shared BW with many other devices or applications IETF[1]

	Power constrained
	Might only be able to support a limited operating time (e.g. Based on the available battery). The devices need to economize their energy usage with suitable mechanisms and the managing entity needs to monitor and control the energy status of the constrained devices it manages.
	e.g. solar or wave powered, long required lifecycle IETF[1]

	Memory constrained
	Unlikely to be able to communicate directly and securely with Internet. Likely to use larger proxy devices. Pre-configuration likely. Might only be able to support one simple communication protocol. Might only be able to parse small data models. Can only hold minimal state. No IP
	C0 data size e.g. RAM <<10Kb Code size e.g. flash << 100Kb. IETF[2]

	
	Cannot easily talk securely using full protocol stack with multiple protocols. Can talk without gateway. Must limit functions to niche. Might only be able to communicate with a limited number of entities.  IP-UDP (+CoAP)
	C1 data size e.g. RAM ~10Kb Code size e.g. flash ~100Kb. IETF[2]

	
	Benefit from lightweight protocols to allow more resource for applications.
IP-UDP/TCP (with lightweight and/or energy-efficient)
	C2 data size e.g. RAM ~50Kb Code size e.g. flash ~ 250Kb. IETF[2]

	
	Rich devices with sufficient memory. Can use any protocols.  IP-UDP/TCP (w/out lightweight and/or energy efficient)
	C3 (Beyond C2) data size e.g. RAM over 50KKb. Code size e.g. flash over 250 Kb.

	CPU constrained
	Might not be able to support compression/decompression of exchanged data, and need an proxy to handle these types of functions
	e.g. due to cost, age, power, heat dissipation, shared applications IETF[1]

	Mobile
	Unreliable topological-based devices associations. Optimise mobile functions when fixed.
	e.g. not mobile, geo region limited, unlimited

	Risk to humans
	Stronger security and reliability
	Risks of death, injury, fire, financial, embarrassment

	Usage frequency
	One time IP address, reliable communications, device management
	Single use device, hourly, daily, yearly, etc.

	Physically accessible
	No reset or power-cycle. Remote access only.
	e.g. mountain-top, sea-bottom, human implant


Due to correlation among some device elements, certain elements may be predictive of others e.g. a wired network connection may infer a good power supply.

· OMA[1] refers to OMA-WP-M2M_Device_Classification-20121030-A

· IETF[1] refers to  Management of Networks with Constrained Devices: Problem Statement, Use Cases and Requirements, informational draft http://tools.ietf.org/html/draft-ersue-constrained-mgmt-03
· IETF[2] refers to Terminology for Constrained Node Networks, informational draft http://tools.ietf.org/html/draft-bormann-lwig-terms-00#section-3
3.0 
Example device classifications

Next we pick 2 aspects from the candidate profile elements identified above, and consider how 4 device classifications might map to applications and how they might impact an M2M system.  For the basis of discussion, we have used the 2 WAN profiles, and the 2 LAN profiles from which to base a coarse Device Classification, with associations of the likely applications for each. We suggest that the four quadrants in the figure below could represent 4 major Device Classifications for M2M services/application enablement. 
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In the diagram above we suggest 4 Device Classification from which to initiate a discussion (1, 2, 3, and 4).  

Once such a coarse classification of devices is made, then we suggest further discussion to include a minimal set of elements from the table is Section 2.0 that would be key to the chosen classification of devices.  The examples we suggest in the 4 quadrants are a basis for discussion.  Others may be chosen.  We are only trying to make a point of how a coarse set of device classifications could be made.
It is important to identify Device Classifications based on functional and technical parameters.  This is a very difficult task, but one that is necessary for most efficient means to develop/manufacture the many M2M enabling devices, and needed for the successful deployment of M2M services/applications across the plethora of these devices.
Our contribution is meant to motivate discussions relative to M2M Device Classification.  Additionally, we recommend that Device Classification be based on functionality and a coarse set of the technology elements currently leveraged in M2M services around the world.

We suggest that oneM2M consider the classification of devices at a level of granularity that will turn an overabundance of data into intelligible bits of useful information for the overall M2M system. 
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