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-----------------------Start of change 1-------------------------------------------
7.1.2. Description of generic procedures

7.1.2.1. Generic resource request procedure for originator

A generic resource Request procedure shall be comprised of the following actions. Additional actions specific to individual procedures are listed in the respective sections by referencing these actions and providing additional steps. The Originator shall execute the following steps in order:
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Figure 7.1.2.1‑1: Generic procedure of Originator

Orig-1.0 “Compose Request primitive”: Please refer to clause 7.2.1.1 for details.

Orig-2.0 “Send a Request to the Receiver CSE”: Please refer to clause 7.2.1.2 for details.

Orig-3.0 “Wait for Response primitive”: Please refer to clause 7.2.1.3 for details. If the Originator is using blocking communication, this step should be the last step of the Originator.

Orig-4.0 “Request is blocking?”: This step shall be operated after getting the Response primitive from step Oring-3.0 “Wait for Response primitive”. In this step, the Originator checks whether the request was blocking. If the request was blocking, it goes to step Orig-6.0 “Process Response” (TRUE branch). If the request was non-blocking, it goes to step Orig-5.0 “Retrieve result from the <request> resource” (FALSE branch).

Orig-5.0 “Retrieve result from the <request> resource”: See clause 7.2.1.4 for details.

Orig-6.0 “Process Response”: the Originator processes the response.

7.1.2.2. Generic request procedure for receiver

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an error response" (refer to clause 7.2.3.12 for details) and then "Send Response primitive" (refer to clause 7.2.2.3 for details). The corresponding Response code shall be included in the Response primitive.
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Figure 7.1.1.2.2‑1: Generic procedure of Receiver

Recv-1.0 “Check the validity of received request primitive”: See clause 7.2.2.1 for details.

Recv-2.0 “Communication method?”: The Receiver CSE checks whether a received request is blocking or non-blocking by using Response Type parameter (see detail in clause 8.1.2 in TS-0001 Functional Architecture [6]). If the request is blocking, it goes to step Recv-6.0 “Resource handling procedure” (Blocking branch). If the request is non-blocking, it goes to step Recv-3.0 “Create <request> resource locally” (Non-blocking branch).

Recv-3.0 “Create <request> resource locally”: Please refer to clause 7.2.2.2 for details.

Recv-4.0 “Create a success Response”: Please refer to clause 7.2.2.3 for details.

Recv-5.0 “Send Response Primitive”: Please refer to clause 7.2.2.4 for details.

Recv-6.0 “Resource handling procedure”: Please refer to Figure 7.1.1.2.2-2for details.

Recv-7.0 “Update <request> resource”: Please refer to clause 7.2.2.5 for details. This step is only valid when the request is non-blocking.
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Figure 7.1.1.2.2‑2: Resource handling procedure
The above figure describes the generic procedure to resource handling procedures.

Recv-6.1 “Hosting CSE of the targeted resource?”: The step checks if the receiver is a transit CSE or the Hosting CSE of the received Request by examining the To parameter of the Request primitive. If the receiver hosts the resource that the address in the To parameter represents, the receiver is the Hosting CSE (goes to Recv-6.2“Check existence of the addressed resource”, Yes branch). Otherwise, the receiver is the Transit CSE (goes to Recv-6.9 “Queue request primitive and execute CMDH message forwarding procedure”, No branch).

Recv-6.2 “Check existence of the addressed resource”: Please refer to clause 7.2.3.1 for details.

Recv-6.3 “Check authorization of the Originator”: Please refer to clause 7.2.3.14 for details.

Recv-6.4 “Check validity of resource representation”: Please refer to clause 7.2.3.2 and clause 7.2.3.3 REF CommonOp_HostCSE_Chk_validity_UpdateReq \h 
 for details. Notify is not applicable for this step.

Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed”: The step represents five common operations which are “Create the resource (clause7.2.3.4)”, “Retrieve the resource (clause7.2.3.5)”, “Update the resource (clause7.2.3.6)”, “Delete the resource (clause7.2.3.7)” and “Notify re-targeting (clause7.2.3.8)”. Notify re-targeting is performed for the Create, Update, Retrieve, Delete, or Notify operation respectively.

Recv-6.6 “Announce/De-announce the resource”: The step represents two common operations which are “Announce the resource” and “De-announce the resource”. Please refer to clause 7.2.3.9 and clause 7.2.3.10 REF CommonOp_HostCSE_DeAnnounce_resource \h 
 for details. Notify is not applicable for this step.

Recv-6.7 “Create a success response”: Please refer to clause 7.2.3.11 for details.

Recv-6.8 “Send Response Primitive”: Please refer to clause 7.2.2.3 for details. If the Receiver is Hosting CSE, after this step, the procedure is terminated.

Recv-6.9 “CMDH processing supported?”: This step checks whether the Receiver supports the CMDH processing.

Recv-6.10 “Queue request primitive and execute CMDH message forwarding procedure”: If CMDH message is supported, the Receiver CSE shall queue the received request primitive and execute the “CMDH message forwarding procedure”. Please refer to Annex H.2.4. for details.

Recv-6.11 “Forwarding”: If CMDH processing is not supported, carry out message forwarding as defined in clause7.2.2.6.

Editor’s Note: These procedures and steps are FFS. Steps are pointer to the common operation section in TS-0004
7.2. Common operations

7.2.1. Originator actions

7.2.1.1. Compose request primitive
The originator shall compose a Request message that shall be mapped to a specific protocol.

The Request shall include the From and To parameters to indicate the identifier of the originator of the request and the targeted receiver of the request.

The Request shall include the other attributes in case needed depend on the resource the request is addressing.

When including a resource representation in the request indication for create and update, the originator shall take into account the validation rules as specified in "Check validity for resource representation for create" and "Check validity for resource representation for update" respectively.

EXAMPLE:
Any attributes marked with NP shall not be present in the resource representation for the corresponding request indication.

7.2.1.2. Send a request to the receiver CSE

The originator shall determine the receiver CSE.

The receiver of the Request shall be the registrar CSE of the originator in case the originator is not IN-CSE.

If the originator is the IN-CSE, the receiver of the Request shall be the CSE whose identifier is the prefix of the To parameter of the Request.

If this results in no matching CSE, then the request is rejected with a STATUS_NOT_FOUND.

If this results in multiple CSEs, the request is rejected with a status STATUS_INTERNAL_SERVER_ERROR.

7.2.1.3. Wait for response primitive

The originator shall wait for the Response primitive from the receiver that corresponds to the Request primitive that was sent by the originator. Correlation between the Request and the corresponding Response is handled by the transport layer.

If no Response primitive is received within a certain time, specified by server policy and/or by the underlying transport technology, this shall be handled as if a Response primitive with a statusCode STATUS_REQUEST_TIMEOUT was received.

7.2.1.4 Retrieve the <request> resource
When the Originator needs to retrieve information about an associated previously issued non-blocking request, the Originator shall request to RETRIEVE the attributes of the <request> resource. The Originator shall compose Request primitive with the following parameters and send the Request to the Receiver CSE. See clause 7.2.2.1.1 and 7.2.2.1.2.

NOTE: The Originator may include optional parameters described in clause 8.1.2 of TS-0001 Functional Architecture [6].
Table 7.2.1.4-1: Request parameter settings
	Parameter Name
	Value 

	primitive Type
	REQUEST

	Operation
	Retrieve

	To
	This shall be set to the URI of the <request> resource received in the response (acknowledgement) to the previously issued non-blocking request.

	From
	Id of the Originator

	Request Identifier
	The identifier of this request message.

	Content
	Optionally includes the name of attributes that needs to be retrieved.


7.2.2. Receiver CSE actions

7.2.2.1. Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (HTTP binding [22], CoAP binding [23] and MQTT binding [24]). The received resource representation (e.g. in plain XML, binary XML or JSON) shall be validated against the provided schema definitions.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the “CMDH message validation procedure” defined in Annex H.2.3. shall be carried out.

If the message is not valid, the request shall be rejected with a "STATUS_BAD_REQUEST".

7.2.2.2. 

7.2.2.3. 

7.2.2.4. Create <request> resource locally

Creation of a <request> resource can only be done on a Receiver CSE implicitly. When the Receiver CSE receives a request for targeting any other resource type or requesting a notification in non-blocking mode, i.e. the Response Type parameter of the request is set to either ‘nonBlockingRequestSynch’ or ‘nonBlockingRequestAsynch’, and if the Receiver CSE supports the <request> resource type as indicated by the ‘supportedResourceType’ attribute of the <CSEBase> resource, the Receiver CSE shall create an instance of <request> resource based on the following steps. If the Receiver CSE does not support the <request> resource type, the request shall be rejected with a “nonBlockingRequest not supported”. The Receiver CSE of a non-blocking request is the Hosting CSE for the <request> resource that shall be associated with the non-blocking request.

1) Assign a value to the common attributes of <request> resource according to the following table: 

Table 7.1.2.2.4‑1: Common attributes settings for <request> resource
	Attribute Name
	Value 

	resourceType
	Request

	resourceID
	Hosting CSE shall assign a value to this attribute.

	expirationTime
	The value of the expirationTime shall be chosen dependent on the Request Expiration Timestamp, Result Expiration Timestamp, Operation Execution Time and Result Persistence parameters associated with the original request. If the value consistent with the Request Expiration Timestamp, Result Expiration Timestamp, Operation Execution Time and Result Persistence parameters is too long, the Hosting CSE shall reject the request.

	parentID
	The parent resource of a <request> resource shall be the <CSEBase> resource of the Hosting CSE.

	creationTime
	Date/time of creation of this resource.

	lastModifiedTime
	Date/time which is equal to the creationTime.

	accessControlPolicyIDs
	Populate with one ID of an <accessControlPolicy> that  contains  the following:
In the ‘privileges’ attribute

· Allow RUD operations to the Hosting CSE

· Allow RD operations to the Originator, i.e. the value of the parameter From in the associated non-blocking request

In the 'selfPrivileges' attribute

1. Allow U operations the parent <accessControlPolicy> resource to the Originator, i.e. the value of the parameter From in the associated non-blocking request

	labels
	Originator ID

	stateTag
	0


Editor’s Note: Use case of giving selfPrivileges to the Originator is not clear, this needs to be clarified in WG2.

Assign a value to the resource-specific attributes of <request> resource according to the following table: 

Table 7.1.2.2.4‑2: Resource-specific attributes settings for <request> resource
	Attribute Name
	Value 

	operation
	The value of the parameter Operation in the associated non-blocking request.

	target
	The value of the parameter To in the associated non-blocking request.

	originator
	The value of the parameter From in the associated non-blocking request.

	requestID
	The value of the parameter Request Identifier in the associated non-blocking request.

	metaInformation
	The content of this attribute is set to information in optional parameters described in clause 8.1.2 of [6] given in the associated non-blocking request.

	content
	The value of the parameter Content, if any, in the associated non-blocking request.

	requestStatus
	LOCALLY_ACCEPTED

	operationResult
	Empty


Editor’s Note: Possible values of the requestStatus need to be defined in the data type section.

7.2.2.5. Create a success response (acknowledgement) 
The Receiver CSE shall create a Response primitive. The Receiver CSE shall include the following parameters in the Response primitive.

Table 7.1.2.2.5‑1: Response parameter settings
	Parameter Name
	Value 

	primitive Type
	RESPONSE

	Operation
	The value of the parameter To in the associated non-blocking request.

	Response Status Code
	“Locally accepted” – 800x

	requestIdentifier
	The value of the parameter Request Identifier in the associated non-blocking request.

	originatingTimestamp
	Timestamp when this message was built

	Content
	Reference to the <request> of the associated non-blocking request


7.2.2.6. Send response primitive (acknowledgement)

A Response primitive shall be sent back to the originator.

7.2.2.7. Update <request> resource 

Changes in the attributes of a <request> resource shall be done by the Hosting CSE implicitly due to changes of the status (requestStatus) of the associated non-blocking request or due to the reception of an operation result (operationResult) in response to the associated non-blocking request. The Receiver CSE shall update attributes of an instance of <request> resource based on the following steps.

2) Update a value to the common attributes of <request> resource according to the following table: 

Table 7.1.2.2.7‑1: Common attributes settings for <request> resource
	Attribute Name
	Value 

	lastModifiedTime
	Date/time of the last modification.

	stateTag
	This value is incremented on every modification.


Update a value to the resource-specific attributes of <request> resource according to the following table: 

Table 7.1.2.2.7‑2: Resource-specific attributes settings for <request> resource
	Attribute Name
	Value 

	requestStatus
	Hosting CSE shall set this value to the appropriate status of the associated non-blocking request.

	operationResult
	Hosting CSE shall set this value to the result of the originally requested operation – if any – in line with the rc parameter in the associated non-blocking request.


7.2.2.8. Forwarding

If the To parameter in the request does not start with the CSEBase URI of the receiver, the receiver CSE shall forward the request or shall serve the request locally (see below).

If the To parameter in the request starts with the CSEBase URI of the receiver, then the receiver CSE shall handle the request locally.

Acting as an originator the CSE shall perform the following procedures:

3) "Send a Request to the receiver CSE".

"Wait for Response primitive".

When the Response is received the receiver CSE shall:

4) Primitive specific procedure: Forward the Response to the original CSE.

-----------------------End of change 1---------------------------------------------
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