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Introduction
For security reasons, there are a variety of situations in which the Receiver should reject a request because the request has incorrect From parameter.
-----------------------Start of change 1-------------------------------------------
7.2.2.1

Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (HTTP binding [22], CoAP binding [23] and MQTT binding [24]). The received resource representation (e.g. in plain XML, binary XML or JSON) shall be validated against the provided schema definitions.

If the received request is communicated within an established Security Association (TS-0003 [7]), and 
· the Receiver knows that the Registree using the established Security Association is an AE, and 
· the Receiver knows the AE-ID(s) of the Registree using the established Security Association, and
· the From parameter does not match the allowed AE-ID(s) of the Registree using the established Security Association,
then the request shall be rejected with an “ACCESS_DENIED” Response Status Code parameter value.

If the received request is communicated within an established Security Association, and
· the Receiver knows that the Registree using the established Security Association is a CSE, and 
· the Receiver knows the CSE -ID of the Registree using the established Security Association, and
· if one of the following applies:

· The From parameter is an CSE-ID that matches one of the Receiver’s Registree CSE’s CSE-ID other than the CSE-ID of the Registree using the established Security Association, or

· The From parameter is an CSE-Relative C-Type AE-ID-Stem, or

· The From parameter is an SP-Relative AE-ID or Absolute AE-ID with a  C-Type AE-ID-Stem, and the CSE-ID portion of the From parameter matches one of the Receiver’s Registree CSE’s CSE-ID other than the CSE-ID of the Registree for the established Security Association,
then the request shall be rejected with an “ACCESS_DENIED” Response Status Code parameter value .
NOTE: An SP-Relative-AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem always includes a CSE-ID portion (see TS-0001 [6]).
If the received request is communicated outside of an established Security Association, and
· If the From parameter includes an AE-ID, and

· The request is not a CREATE <AE> Request, and

· The From parameter does not match the AE-ID of an AE currently registered to the Receiver
then the request shall be rejected with a “ACCESS_DENIED” Response Status Code parameter value.
If the received request is communicated outside of an established Security Association, and the From parameter includes a CSE-ID, then the request shall be rejected with an “ACCESS_DENIED” Response Status Code parameter value.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the “CMDH message validation procedure” defined in Annex H.2.3. shall be carried out.

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

-----------------------End of change 1---------------------------------------------
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