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Introduction
For each change in this CR, there is a comment identifying one or more of the following reasons for the change:

· ALIGNMENT WITH TS-0001 & TS-001. Changes to terminology to align with TS-0001 (Architecture) and TS-0003 (Security). 

· The term “Credential-ID” was introduced as part of the updated AE Registration procedure in TS-0001 at TP#14. Submitted CRs introduce the term in TS-0003 at TP#15. This CR introduces a definition for “Credential-ID”

· The terms “Security Association” and “Security Association Establishment” have been in use in TS-0001 and TS-0003 for some time, so it is appropriate to include definitions in this TS. 

· This CR introduces a definition for “Security Association” since there was no previous definition.
· This CR introduces a definition for “Security Association Establishment”. The existing definition in TS-0003 had a description which was specific to the internal details of “Security Association Establishment” using terms which are not defined in TS-0011 – so the existing definition is which is not appropriate for TS-0011, and a completely new definition has been provided.
· EDITORIAL: changes to improve readability. No technical changes.

·  “Security Bootstrapping” is no longer in use – the appropriate term now is “Remote Security Provisioning”. This CR proposes renaming the term while keeping the existing definition.
R01: Corrected cover page. Capitalized letters of defined terms.

R02: Updated based on feedback from REQ 2015-01-20 1300 and SEC. Removed comments.
-----------------------Start of change 1-------------------------------------------
Credentials: Data objects which are used to uniquely identify an entity and which are used in security procedures.
Credential-ID: A globally unique identifier for a credential that was used to establish a security association between entities (CSEs and/or AEs). 
NOTE: The Credential-ID can be used to determine the identifying information about the authenticated entity, such as the CSE-ID or AE-ID(s) or App-ID(s).
3.5
D
Data: In the context of oneM2M the term “Data” signifies digital representations of anything. Data can or cannot be interpreted by the M2M System and/or by M2M Applications. See also Information
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

3.19
R

Remote Security Provisioning: The process of providing a credential into a secure environment of a Node deployed in the field.
Repudiation: Denial by an entity of a claimed event or action.

NOTE:
This definition applies to the security context only.
-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

Security [i.6]: A system condition that results from the establishment and maintenance of measures to protect the system.

A Security Association (SA) is the establishment of shared security attributes between two network entities to support secure communication. An SA may include attributes such as: cryptographic algorithm and mode; traffic encryption key; and parameters for the network data to be passed over the connection.

Security Association: a set of shared security attributes necessary to perform secure communication between two entities (CSEs and/or AEs) which have performed mutual authentication. The security attributes include a description of the algorithms to be applied, and derived keys which are applied for the lifetime of the security association. 

Security Association Establishment: a procedure for establishing a Security Association between two entities (CSEs and/or AEs).
Security Pre-Provisioning: The process of providing a credential into a secure environment of the Node prior to device deployment, e.g. during manufacturing.
Security Provisioning: The process of configuring a credential into a secure environment of a Node to enable access to a service provided by a target entity, such as communication services or M2M Services. This involves putting in the device and target entity the security Credentials that will be used for Mutual Authentication.
-----------------------End of change 3-------------------------------------------
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