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Introduction
This CR proposes changes for cleanup of commonly used attribute: “accessControlPolicyIDs”. This common attribute is defined in TS-0001. However, in TS-0003, this common attribute is named as “accessControlPolicyID”, so these errors shall be corrected.

-----------------------Start of change 1-------------------------------------------

7.1.1
General Description

The M2M authorization procedure controls access to resources and services hosted by CSEs and AEs. The authorization procedure requires that the originator of the resource access request message has been identified to the Authentication Function, and originator and receiver are mutually authenticated with each other.
The resource addressed in a request message has an associated  accessControlPolicyIDs attribute (either included explicitly as an attribute of the resource addressed in the request message, implied  from the parent of the resource, or set fixed by the system, see clause 9.6.1 of TS-0001 [1]).  The accessControlPolicyIDs attribute contains a list of identifiers of <accessControlPolicy> resources applicable to the resource addressed in the request message.

The overall structure of <accessControlPolicy> resources is described in clause 9.6.2 "Resource Type accessControlPolicy" of TS-0001 [1]).
Each of these <accessControlPolicy> resources include privileges and selfPrivileges attributes, which comprise the information, denoted as access control rules in this specification, that is evaluated against the parameters associated with the request message to obtain the access decision. 

Figure 7.1.1-1 illustrates the relation between <accessControlPolicy> resource instances (ACP) and the instances of the protected resources, denoted Resource_1 to Resource_N.
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Figure 7.1.1-1: Relation between Resource Instances and Access Control Policies
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.1.3 
Format of privileges and selfprivileges Attributes 
The privileges and selfPrivileges attributes exhibit the same data type format which is specified as follows.
Each privileges or selfPrivileges attribute comprises a set of access control rules. We denote in the following the set of access control rules as acrs and an individual access control rule in this set as acr. The access control rules in acrs are indexed with the letter k. The number of access control rules in the set is denoted with the letter K:

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

7.1.4 
Access Control Decision

The access decision is derived by comparing the parameters associated with a resource access request message as described in clause 7.1.2 with the access control rules included in the privileges or selfPrivileges attributes of all ACP sets assigned to the protected resource by means of the accessControlPolicyIDs, cf. Figure 7.1.1-1.
-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

7.2
AE Impersonation Prevention

Since several AEs can behave maliciously and pretend to be another AE with their ID changed, Receiver CSE needs prevention mechanism for AE impersonation. This mechanism works at Registrar CSE since Registrar CSE is an entry point of M2M system.
When Receiver CSE receives a request, Receiver CSE shall perform as follows.
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Figure 7.2-1: AE impersonation checking procedure
0.  Security association establishment is performed

1.  AE sends a request to Registrar CSE.

2.  Receiver CSE checks whether Receiver CSE is Registrar CSE (Registrar CSE finds ID associated in security association and find any <AE> resource which contains that ID in AE-ID attribute).

3.  If Receiver CSE is Registrar CSE, Receiver CSE checks the value in fr parameter is the same as the found ID in step 2. If the request is AE registration and fr parameter is empty string, this procedure is terminated.

4.  If the value is not the same, Receiver CSE sends response with impersonation error response code.

5.  Receiver CSE performs procedures specified in clause 8.2 [1].

-----------------------End of change 4---------------------------------------------
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