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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
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Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
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When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
The MAF-based symmetric key security association establishment frameworks enables the establishment of a M2M Secure Connection Key (Kc) and associated M2M Secure Connection Key Identifier (KcId) shared between the Entity A and the MAF thanks to (D)TLS-PSK handshake [15]. 

The section 8.2.2.3 describes this procedure, but the step corresponding to the “Secure Connection Key Generation” is missing.  
-----------------------Start of change 1-------------------------------------------
8.2.2.3
MAF-Based Symmetric Key Security Association Establishment Frameworks

This clause describes the MAF-based Security Association Establishment Framework. 

This release addresses the scenario where the Entity B is an Infrastructure Node. 
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Figure 8.2.2.3-1: 
The sequence of events when using the MAF-Based Security Association Establishment Framework.

NOTE:
The following font colours differentiate the general topic that the text relates to:

Blue italic text highlights details specific to this particular Security Association Establishment Framework.


Purple italic text highlights technical actions that may include steps not specified by oneM2M.


Red italic text highlights security-related properties.

Credential Configuration: The Master Credential (Km) and corresponding Master Credential Identifier (KmId) are  either pre-provisioned for Entity A and the MAF or remotely provisioned thanks to Remote Security Provisioning Frameworks described in Clause 8.3. 

Association Configuration: Entity A, Entity B, and the MAF shall be configured with the information needed for the authentication and identification during MAF Handshake and Association Security Handshake:

· Entity A has to know Entity B Identity (IdB)

· Entity B has to know Entity A Identity (IdA)

· The MAF has to know Entity B Identity (IdB). In this case, IdB corresponds to IN Identity. 

Association Security Handshake with MAF Handshake: 

· 
MAF Handshake

· 
The MAF Handshake in MAF-based Security Association Establishment framework enables the establishment of a M2M Secure Connection Key (Kc) and associated M2M Secure Connection Key Identifier (KcId) shared between the Entity A and the MAF thanks to (D)TLS-PSK handshake [15]

· 
The “psk_identity” parameter [15] is set to the value of the Master Credential Identifier KmId.

· 
The “psk” parameter [15] is set to the value of the Master Credential Km.

· 
M2M Secure Connection Key generation
· The M2M Security Connection Key (Kc) and RelativeKcId are generated from the (D)TLS session secrets by the Entity A and M2M Authentication Function (MAF) using TLS Key Export (RFC 5705) [18], as described in clause 10.3.1
 “TLS Key Export Details”.

· The M2M Secure Connection Key Identifier (KcId) is generated from the RelativeKcId and the M2M Authentication Function’s FQDN by the Entity A and M2M Authentication Function, as described in clause 10.3.5 “Generating KcId”.

· The Entity A and M2M Authentication Function store the M2M Secure Connection Key (Kc) and M2M Secure Connection Key Identifier (KcId). 

· 
Entity A sends KcId to Entity B (Infrastructure Node). 

· 
Entity B (Infrastructure Node) can retrieve the M2M Secure Connection Key (Kc) from the MAF. 

· 
The (D)TLS cipher suite profile for the MAF-Based Security Association Establishment Framework is specified in clause 10.2.2. 

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

10.3
Key Export and Key Derivation Details

10.3.1
TLS Key Export Details

TLS Key Export Details for Enrolment Key 
Following successful TLS authentication between the Enrolee and M2M Enrolment Function, the Enrolment Key (Ke) and RelativeKeId are generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function by applying TLS Key Export (RFC 5705) [18]  using the label “EXPORTER-oneM2M-Bootstrap” and length 48. The Enrolment Key (Ke) is set to the value of the 32 least significant bytes, while RelativeKeId is set to the value of the 16 most significant bytes.
TLS Key Export Details for M2M Secure Connection Key 

Following successful TLS authentication between the Entiy A and the M2M Authentication Function (MAF), the M2M Secure Connection Key (Kc) and the M2M Secure Connection Key Identifier (KcId) are generated from the (D)TLS session secrets by the Entity A and the MAF by applying TLS Key Export (RFC 5705) [18]  using the label “EXPORTER-oneM2M-Connection” and length 48. The M2M Secure Connection Key (Kc) is set to the value of the 32 least significant bytes, while M2M Secure Connection Key Identifier (KcId) is set to the value of the 16 most significant bytes.

10.3.2
Derivation of Master Credential from Enrolment Key

This clause describes the details when generating a Master Credential (Km) from an Enrolment Key (Ke) in Security Bootstrap Frameworks.

The following information shall be used when generating Km from Ke:

· 
The value of the Enrolment Key (Ke);

· 
The M2M Authentication Function Identifier (MAF-ID) shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20].

The value of Km shall be generated as

Km := HMAC-SHA-256(Ke, “oneM2M Enrolment Key to Master Credential derivation” ||  MAF-ID),

where HMAC-SHA-256 is defined in RFC 2014 [33].

10.3.3
Derivation of Provisioned Secure Connection Key from Enrolment Key

This clause describes the details when generating a Provisioned Secure Connection Key (Kpsa) from an Enrolment Key (Ke) in Remote Provisioning Frameworks.

The following information shall be used when generating Kpsa from Ke:

· 
The value of the Enrolment Key (Ke);

· 
Enrolee B’s CSE-ID or AE-ID (Enrolee-B-ID), which shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20].

The value of Kpsa shall be generated as

Kpsa := HMAC-SHA-256(Ke, “oneM2M Enrolment Key to Provisioned Secure Connection Key derivation” ||  Enrolee-B-ID),

where HMAC-SHA-256 is defined in RFC 2014 [33].

10.3.4
Generating KeId 

The KeId value shall be formed as 

KeId = base64encode(RelativeKeId)@MEF_FQDN,

where 

· 
base64encode(RelativeKeId) denotes the base64 encoding (RFC 3548  [41]) of the value of RelativeKeId, and

· 
MEF_FQDN denotes the FQDN of the M2M Enrolment Function.
10.3.5
Generating KcId 

The KcId value shall be formed as 

KcId = base64encode(RelativeKcId)@MAF_FQDN,

where 

· 
base64encode(RelativeKcId) denotes the base64 encoding (RFC 3548  [41]) of the value of RelativeKcId, and

· 
MAF_FQDN denotes the FQDN of the M2M Authentication Function.

-----------------------End of change 2---------------------------------------------
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