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Introduction
Comment from US DoT ITS JCO show confusion resulting from present structure of clause 6.2.3. We propose to reorganize the content of this section to improve clarity.
-----------------------Start of change 1-------------------------------------------
6.2.3
Security Administration

The Security Administration service shall provide functions to manage the Security functions, resources and attributes. This shall include management of resources provided via the secure environment. In addition it should provide functions to manage sensitive data with their associated identifiers and subscriptions on behalf of other entities. Security administration is therefore dependent upon the type of secure environment being used (independent hardware module, integrated trusted execution environment or software protection). Depending on the type of Secure Environment, distinct existing standards may be used for remote administration of those SEs.

6.2.3.1
Security Pre-Provisioning of SE
Several sensitive data and associated objects are often configured by pre-provisioning of a secure environment (see clause 6.3.1 “Secure Environment”) prior to deploying the M2M device it is associated with. 

UICCs specified in ETSI TS 102 671 [23] are comonly used for such purpose because their use is required to access some underlying networks, they provide a high security level, and they offer an interoperable transport interface specified in ETSI TS 102 221 [24]. An interoperable oneM2M provisioning framework relying on this interface is specified in Annex D.
6.2.3.2
Remote security administration of SE



Security sensitive data and functions that are protected and isolated within the SE may remain remotely accessible to legitimate security admistrators after deployment. Remote security administration differs from standard device management by the requirement that the secure channel established with the administration server shall have its endpoint in the Secure Environment of the M2M Node. Applicable remote security administration protocols are  dependent on the risk level of each M2M application and not just on the underlying network technologies. Widespread technologies that enable remote security administration for the different security levels distinguished in oneM2M TR-0008 [i.6] are considered in Annex C.  

Since remote security administration requires the target sensitive information to be remotely modifiable, protection of  such sensitive information from remote software hacking of the device is particularly critical. In case the Secure Environment relies on software protection only, remote security administration of the following data should be allowed only where remote access by potential attackers can be mitigated:
· 
Private key and associated identifiers

· 
Long-term shared symmetric key (compared to expected lifetime of the M2M node) and associated identifiers

·  
Any process and parameters thereof that manipulates the above information, i.e. security functions. 

-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2---------------------------------------------
6.3
Secure Environment Abstraction Layer Components

6.3.1
Secure Environment
The Secure Environment component is a logical entity that provides Sensitive Functions operating on Sensitive Data, Secure Storage and other resources/functions.
The security sensitive data and security functions contained in M2M field domain nodes shall be protected from unauthorized access or alteration, as determined by risk analysis. Sensitive data and functions include security credentials and algorithms that manipulate them. The purpose of the Secure Environment is to provide the required protection level (see  Table 6.3.1-1) and isolation of security sensitive data and functions within an M2M node. This is especially critical for M2M Nodes that can be remotely or physically accessed by potential attackers.   

The choice of a Secure Environment is guided by a risk analysis considering all layers of an M2M application, though it should leverage where possible on capabilities provided by the M2M Service Layer or the Underlying Network, e.g. UICC in 3GPP and 3GPP2 networks, or Trusted Execution Environment requirements.
There is no assumption made on the particular implementation of the Secure Environment. A SE may be implemented as an independent HW Security Element or as an integrated SW function. Each Secure Environment shall be associated with one certain Security Level depending on the particular implementation of the SE. Different Secure Environments may provide different Security Levels and protection levels as indicated in table 6.3.1-1.

[…]

-----------------------End of change 2---------------------------------------------
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