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Reason for this CR:

(1) Current common procedure doesn’t define nonBlockingAsync procedure. This CR proposes to add procedures.
-----------------------Start of change 1-------------------------------------------
7.1.2. Description of generic procedures

7.1.2.1. Generic resource request procedure for originator

A generic resource Request procedure shall be comprised of the following actions. Additional actions specific to individual procedures are listed in the respective sections by referencing these actions and providing additional steps. The Originator shall execute the following steps in order:
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Figure 7.1.2.1‑1: Generic procedure of Originator

Orig-1.0 “Compose Request primitive”: Please refer to clause 7.2.1.1 for details.
Orig-2.0 “Send a Request to the Receiver CSE”: Please refer to clause 7.2.1.2 for details.
Orig-3.0 “Wait for Response primitive”: Please refer to clause 7.2.1.3 for details. 
Orig-4.0 “Communication Method?”: This step shall be operated after getting the Response primitive from step Oring-3.0 “Wait for Response primitive”. In this step, the Originator checks whether the request was blockingRequest, nonBlockingRequestSynch or nonBlockingRequestAsynch by using Response Type parameter (see detail in clause 8.1.2 in TS-0001 Functional Architecture [6]). If the request was blockingRequest, it goes to step Orig-6.0 “Process Response” . If the request was nonBlockingRequestSynch , it goes to step Orig-5.0 “Retrieve result from the <request> resource”. If the request was nonBlockingRequestAsynch, it goes to step Orig-7.0 “Receive Notification”.
Orig-5.0 “Retrieve result from the <request> resource”: See clause 7.2.1.4 for details.
Orig-6.0 “Process Response”: the Originator processes the response.
Orig-7.0 “Receive Notification”: the Originator processes the notification.

Orig-8.0 “Create a Response”: Please refer to clause 7.2.2.2 for details.
Orig-9.0 “Send Response primitive”: Please refer to clause 7.2.2.3 for details..
7.1.2.2. Generic request procedure for receiver

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an error response" (refer to clause 7.2.3.12 for details) and then "Send Response primitive" (refer to clause 7.2.2.3 for details). The corresponding Response code shall be included in the Response primitive.
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Figure 7.1.2.2‑1: Generic procedure of Receiver

Recv-1.0 “Check the validity of received request primitive”: See clause 7.2.2.1 for details.
Recv-2.0 “Communication method?”: The Receiver CSE checks whether a received request is blockingRequest, nonBlockingRequestSynch or nonBlockingRequestAsynch  by using Response Type parameter (see detail in clause 8.1.2 in TS-0001 Functional Architecture [6]). If the request is blockingRequest or Response Type parameter is not included, it goes to step Recv-6.0 “Resource handling procedure”. If the request is nonBlockingRequestSynch , it goes to step Recv-3.0 “Create <request> resource locally”. If the request is nonBlockingRequestAsynch, it goes to step Recv-3.0 “Create <request> resource locally”.
Recv-3.0 “Create <request> resource locally”: Please refer to clause 7.2.2.4 for details.
Recv-4.0 “Create a successResponse”: Please refer to clause 7.2.2.2 for details.
Recv-5.0 “Send Response Primitive”: Please refer to clause 7.2.2.3 for details.
Recv-6.0 “Resource handling procedure”: Please refer to Figure 7.1.2.2‑2for details.
Recv-7.0 “Update <request> resource”: Please refer to clause 7.2.2.7 for details. This step is only valid when the request is non-blocking.

Recv-8.0 “Send Notification”: Please refer to clause 7.4.1.2.4 for details.

Recv-9.0 “Wait for a Response primitive”: Please refer to clause 7.2.1.3 for details.


[image: image6]
Figure 7.1.2.2‑2: Resource handling procedure
The above figure describes the generic procedure to resource handling procedures.
Recv-6.0.1 “Receiver is Registrar CSE, Originator is AE and operation is create?”: The step checks if the receiver is Registrar CSE, the Originator is AE, and operation is create. If the receiver is Registrar CSE and Originator is an AE, goes to Recv-6.0.2 “Check Service Subscription Profile”. Otherwise, goes to Recv-6.1.

Recv-6.0.2 “Check Service Subscription Profile”: Please refer to clause 7.2.2.7 for details.
Recv-6.1 “Hosting CSE of the targeted resource?”: The step checks if the receiver is a transit CSE or the Hosting CSE of the received Request by examining the To parameter of the Request primitive. If the receiver hosts the resource that the address in the To parameter represents, the receiver is the Hosting CSE (goes to Recv-6.2“Check existence of the addressed resource”, Yes branch). Otherwise, the receiver is the Transit CSE (goes to Recv-6.9 “Queue request primitive and execute CMDH message forwarding procedure”, No branch).

Recv-6.2 “Check existence of the addressed resource”: Please refer to clause 7.2.3.1 for details.

Recv-6.3 “Check authorization of the Originator”: Please refer to clause 7.2.3.14 for details.
Recv-6.4 “Check validity of resource representation”: Please refer to clause 7.2.3.2 and clause  REF CommonOp_HostCSE_Chk_validity_UpdateReq \h 
7.2.3.3 for details. Notify is not applicable for this step.
Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed”: The step represents five common operations which are “Create the resource (clause 7.2.3.4)”, “Retrieve the resource (clause 7.2.3.5)”, “Update the resource (clause 7.2.3.6)”, “Delete the resource (clause 7.2.3.7)” and “Notify re-targeting (clause 7.2.3.8)”. Notify re-targeting is performed for the Create, Update, Retrieve, Delete, or Notify operation respectively.

Recv-6.6 “Announce/De-announce the resource”: The step represents two common operations which are “Announce the resource” and “De-announce the resource”. Please refer to clause 7.2.3.9 and clause 7.2.3.10

 REF CommonOp_HostCSE_DeAnnounce_resource \h 
 for details. Notify is not applicable for this step.
Recv-6.6.1 “Communication method?”: The Receiver CSE checks whether a received request is blockingRequest or not by using Response Type parameter (see detail in clause 8.1.2 in TS-0001 Functional Architecture [6]). If the request was blockingRequest or Response Type parameter was not included, it goes to step Recv-6.7 “Create a success response”.Otherwise, it goes back to the generic procedure of the receiver (Figure 7.1.1.2.2-1).
Recv-6.7 “Create a success response”: Please refer to clause 7.2.3.11 for details.
Recv-6.8 “Send Response Primitive”: Please refer to clause 7.2.2.3 for details. If the Receiver is Hosting CSE, after this step, the procedure is terminated.
Recv-6.9 “CMDH processing supported?”: This step checks whether the Receiver supports the CMDH processing.

Recv-6.10 “Queue request primitive and execute CMDH message forwarding procedure”: If CMDH message is supported, the Receiver CSE shall queue the received request primitive and execute the “CMDH message forwarding procedure”. Please refer to Annex H.2.4. for details.
Recv-6.11 “Forwarding”: If CMDH processing is not supported, carry out message forwarding as defined in clause 7.2.2.2.8.
7.2. Common operations

7.2.1. Originator actions

7.2.1.1. Compose request primitive
The originator shall compose a Request message that shall be mapped to a specific protocol.

The Request shall include the From and To parameters to indicate the identifier of the originator of the request and the targeted receiver of the request.

The Request shall include the other attributes in case needed depend on the resource the request is addressing.

When including a resource representation in the request indication for create and update, the originator shall take into account the validation rules as specified in "Check validity for resource representation for create" and "Check validity for resource representation for update" respectively.
EXAMPLE:
Any attributes marked with NP shall not be present in the resource representation for the corresponding request indication.

7.2.1.2. Send a request to the receiver CSE

The originator shall determine the receiver CSE.

The receiver of the Request shall be the registrar CSE of the originator in case the originator is not IN-CSE.

If the originator is the IN-CSE, the receiver of the Request shall be the CSE whose identifier is the prefix of the To parameter of the Request.
If this results in no matching CSE, then the request is rejected with a Response Status Code indicating “NOT_FOUND” error.

If this results in multiple CSEs, the request is rejected with a Response Status Code indicating “INTERNAL_SERVER_ERROR” error.
7.2.1.3. Wait for response primitive

The originator shall wait for the Response primitive from the receiver that corresponds to the Request primitive that was sent by the originator. Correlation between the Request and the corresponding Response is handled by the transport layer.

If no Response primitive is received within a certain time, specified by server policy and/or by the underlying transport technology, this shall be handled as if a Response primitive with a Response Status Code indicating “REQUEST_TIMEOUT” error was received.

7.2.1.4. Retrieve the <request> resource
When the Originator needs to retrieve information about an associated previously issued non-blocking request, the Originator shall request to RETRIEVE the attributes of the <request> resource. The Originator shall compose Request primitive with the following parameters and send the Request to the Receiver CSE. See clause 7.2.2.1.1 and 7.2.2.1.2.

NOTE: The Originator may include optional parameters described in clause 8.1.2 of TS-0001 Functional Architecture [6].
Table 7.2.1.4‑1: Request parameter settings
	Parameter Name
	Value 

	
	

	Operation
	Retrieve

	To
	This shall be set to the URI of the <request> resource received in the response (acknowledgement) to the previously issued non-blocking request.

	From
	Id of the Originator

	Request Identifier
	The identifier of this request message.

	Content
	Optionally includes the name of attributes that needs to be retrieved.


7.2.2. Receiver CSE actions

7.2.2.1. Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (HTTP binding [22], CoAP binding [23] and MQTT binding [24]). The received resource representation (e.g. in plain XML, binary XML or JSON) shall be validated against the provided schema definitions.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the “CMDH message validation procedure” defined in Annex H.2.3. shall be carried out.

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

7.2.2.2. Create <request> resource locally

Creation of a <request> resource can only be done on a Receiver CSE implicitly. When the Receiver CSE receives a request for targeting any other resource type or requesting a notification in non-blocking mode, i.e. the Response Type parameter of the request is set to either ‘nonBlockingRequestSynch’ or ‘nonBlockingRequestAsynch’, and if the Receiver CSE supports the <request> resource type as indicated by the ‘supportedResourceType’ attribute of the <CSEBase> resource, the Receiver CSE shall create an instance of <request> resource based on the following steps. If the Receiver CSE does not support the <request> resource type, the ‘nonBlockingRequestSynch’ request shall be rejected with a Response Status Code indicating “NON_BLOCKING_REQUEST_NOT_SUPPORTED” error. For the ‘nonBlockingRequestAsynch’request, a Receiver CSE that does not support the <request> resource type shall be able to respond to an acceptable request with a response containing an Acknowledgement without a reference to a resource containing the context of the request.

The Receiver CSE of a non-blocking request is the Hosting CSE for the <request> resource that shall be associated with the non-blocking request.

1) Assign a value to the common attributes of <request> resource according to the following table: 

Table 7.2.2.2‑1: Common attributes settings for <request> resource
	Attribute Name
	Value 

	resourceType
	Request

	resourceID
	Hosting CSE shall assign a value to this attribute.

	expirationTime
	The value of the expirationTime shall be chosen dependent on the Request Expiration Timestamp, Result Expiration Timestamp, Operation Execution Time and Result Persistence parameters associated with the original request. If the value consistent with the Request Expiration Timestamp, Result Expiration Timestamp, Operation Execution Time and Result Persistence parameters is too long, the Hosting CSE shall reject the request.

	parentID
	The parent resource of a <request> resource shall be the <CSEBase> resource of the Hosting CSE.

	creationTime
	Date/time of creation of this resource.

	lastModifiedTime
	Date/time which is equal to the creationTime.

	accessControlPolicyIDs
	Populate with one ID of an <accessControlPolicy> that  contains  the following:
In the ‘privileges’ attribute

· Allow RUD operations to the Hosting CSE

· Allow RD operations to the Originator, i.e. the value of the parameter From in the associated non-blocking request

In the 'selfPrivileges' attribute

1. Allow U operations the parent <accessControlPolicy> resource to the Originator, i.e. the value of the parameter From in the associated non-blocking request

	labels
	Originator ID

	stateTag
	0

	resorceName
	Hosting CSE shall assign a value to this attribute.


2) Assign a value to the resource-specific attributes of <request> resource according to the following table: 

Table 7.2.2.2‑2: Resource-specific attributes settings for <request> resource
	Attribute Name
	Value 

	operation
	The value of the parameter Operation in the associated non-blocking request.

	target
	The value of the parameter To in the associated non-blocking request.

	originator
	The value of the parameter From in the associated non-blocking request.

	requestID
	The value of the parameter Request Identifier in the associated non-blocking request.

	metaInformation
	The content of this attribute is set to information in optional parameters described in clause 8.1.2 of [6] given in the associated non-blocking request.

	content
	The value of the parameter Content, if any, in the associated non-blocking request.

	requestStatus
	The Receiver CSE shall set this to “PENDING”.

	operationResult
	Empty


7.2.2.3. Create a success response (acknowledgement) 
The Receiver CSE shall create a Response primitive. The Receiver CSE shall include the following parameters in the Response primitive.

Table 7.2.2.3‑1: Response parameter settings
	Parameter Name
	Value 

	Response Status Code
	”ACCEPTED”

	Request Identifier
	The value of the parameter Request Identifier in the associated non-blocking request.

	Originating Timestamp
	Timestamp when this message was built

	Content
	Reference to the <request> of the associated non-blocking request only if <request> resource is supported.


7.2.2.4. Send response primitive (acknowledgement)

A Response primitive shall be sent back to the originator.
7.2.2.5. Update <request> resource 

Changes in the attributes of a <request> resource shall be done by the Hosting CSE implicitly due to changes of the status (requestStatus) of the associated non-blocking request or due to the reception of an operation result (operationResult) in response to the associated non-blocking request. The Receiver CSE shall update attributes of an instance of <request> resource based on the following steps.

3) Update a value to the common attributes of <request> resource according to the following table: 

Table 7.2.2.5‑1: Common attributes settings for <request> resource
	Attribute Name
	Value 

	lastModifiedTime
	Date/time of the last modification.

	stateTag
	This value is incremented on every modification.


4) Update a value to the resource-specific attributes of <request> resource according to the following table: 

Table 7.2.2.5‑2: Resource-specific attributes settings for <request> resource
	Attribute Name
	Value 

	requestStatus
	If the Receiver CSE is a Transit CSE and the previously received request has been successfully forwarded to the next hop, this shall be set to “FORWARDED”.
If the Receiver CSE is a Transit CSE and the previously received request has been rejected by the next hop, this shall be set to “FAILED”.
If the Receiver CSE is the Target CSE (i.e. To parameter in the request message starts with the CSEBase URI of the Receiver CSE) and the originally requested operation has been completed, this shall be set to “COMPLETED”.

	operationResult
	Hosting CSE shall contain the response message of the originally requested operation – if any – in line with the rc parameter in the associated non-blocking request.


7.2.2.6. Forwarding

If the To parameter in the request does not start with the CSEBase URI of the receiver, the receiver CSE shall forward the request or shall serve the request locally (see below).

If the To parameter in the request starts with the CSEBase URI of the receiver, then the receiver CSE shall handle the request locally.
Acting as an originator the CSE shall perform the following procedures:

5) "Send a Request to the receiver CSE".

6) "Wait for Response primitive".

When the Response is received the receiver CSE shall:

7) Primitive specific procedure: Forward the Response to the original CSE.
7.2.2.7. Check Service Subscription Profile
The receiver shall check if the originator’s <serviceSubscriptionProfile> has S-RoleID in serviceRoles attribute that allows to create resource type specified in resource type parameter. The receiver shall find a proper <serviceSubscribedNode> including CSE-ID of the receiver and determine serviceRoles from the parent resource of the <serviceSubscribedNode> which corresponds to <serviceSubscriptionProfile> resource.
7.2.3. Hosting CSE actions

7.2.3.1. Check existence of the addressed resource

The hosting CSE shall check if the resource addressed by the To parameter exists in the repository. If the resource does not exist, the hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error.
7.2.3.2. Check validity of resource representation for CREATE

The handling below shall apply to each attribute in the resource for CREATE request primitives and the handling depends on the "presence in CREATE request" column of the resource table. If the request is rejected based on the rules below, then the other attributes do not have to be checked.

If no resource representation is present in the CREATE request, then the request is rejected with a Response Status Code indicating “BAD_REQUEST” error.

The resourceName attribute has special handling. If the resourceName-attribute is present in the CREATE request, the hosting CSE shall check if a resource with the same resourceName already exists in the addressed collection. If such a resource exists and the response column is marked as M, then the hosting CSE shall reject the request with a Response Status Code indicating "CONFLICT" error.

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then the request shall be rejected with a Response Status Code indicating “BAD_REQUEST” error.

N/A attribute

Indicates that the attribute is not supported in the CREATE request. 

The resource indicated as N/A shall be created when the parent resource was created, or the resource shall permanently exist in oneM2M System.

M attribute

If the attribute is present in the resource representation in the CREATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M then the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the attribute is not present in the resource representation in the CREATE request the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

O attribute

If the attribute is present in the resource representation in the CREATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M or O then the hosting CSE shall reject the request with a Response Status Code indicating "NOT_IMPLEMENTED" error.

NP attribute

If the attribute is present in the resource representation in the CREATE request, the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

7.2.3.3. Check validity of resource representation for UPDATE

The handling below shall apply to each attribute in the resource for UPDATE request primitives and the handling depends on the "presence in UPDATE request" column of the resource table. If the request is rejected based on the rules below, then the other attributes do not have to be checked.

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then the request shall be rejected with a Response Status Code indicating “BAD_REQUEST” error.

N/A attribute

Indicates that the attribute is not supported in the UPDATE request. The resource indicated as N/A shall not allow any modification on the resource. If Originator requested to perform UPDATE operation on the resource, the request shall be rejected with a Response Status Code indicating “REQUEST_NOT_ALLOWED” error.

M attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M, the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the attribute is not present in the resource representation in the UPDATE request, the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

O attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M or O then the hosting CSE shall reject the request with a Response Status Code indicating "NOT_IMPLEMENTED" error.

NP attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error unless the value provided for the attribute exactly matches the value in the current resource representation stored in the hosting CSE. In addition, the lastModifiedTime attribute shall always be accepted (but ignored) by the hosting CSE, no matter what value was provided in the request.

7.2.3.4. Create the resource

A new resource shall be created and correlated to the addressed and existing parent resource. As the result of the resource creation, the lastModifiedTime attribute of the parent resource shall be set to the same value as the creationTime attribute of the created resource. The following rules shall be applied.

The URI of the created resource shall be the URI of its parent resource with the resourceName appended. (e.g. http://CSEbase.operator.org/myAppID, for an application resource with resourceName "myAppID" created in the parent resource http://CSEbase.operator.org).

If a resource with the same resourceName already exists among the siblings of the addressed parent resource, the hosting CSE shall provide a new resourceName that is unique within the parent.

If expirationTime attribute is present in the resource representation of the to be created resource and the expirationTime is set to a non-negative time, then an expiration timer shall be started by the hosting CSE. At timer expiration the related resource is deleted by "Delete the addressed resource".

For setting the attributes in the resource representation the following rules shall apply in CREATE request primitives:

M attribute

If the provided value is acceptable, the server shall use the provided value in the resource representation of the created resource.

O attribute

If a value is provided and accepted, then the server shall use the provided value in the resource representation of the created resource.

If the attribute is not provided or accepted, but the attribute is marked M in the response, the hosting CSE shall assign default value or assign value based on local policy.

If the attribute is not present in the resource representation in the CREATE request and the response column is marked O then the hosting CSE shall create the resource without the attribute.

NP attribute

If the attribute is not present in the resource representation in the CREATE request, and the response column is marked M, then the hosting CSE shall create the resource with the default value.

7.2.3.5. Retrieve the resource

The content of the attributes and references to child resources of the addressed resource shall be retrieved in form of a resource representation.
When the resource is read to provide a response to RETRIEVE request primitives, attribute(s) shall be present in the resource representation depending on the retrieve request type:
Full retrieve request: the request target is a resource given in the to parameter
All attribute values stored in the resource shall be retrieved.
Partial retrieve request: 

Case 1) 
the request target is a resource given in the to parameter and specific attribute names are provided in the content parameter:

The values of the resource attribute(s) provided in the content parameter shall be retrieved.
Case 2)
the request target is a specific attribute provided in the to parameter:
The resource attribute provided in the to parameter shall be retrieved.
7.2.3.6. Update the resource

Attributes that are not included in the Content parameter of the addressed resource shall not be changed by the hosting CSE. For attributes provided in the Content parameter, their content shall be updated while the following rules apply: 

If the announceTo attribute or announcedAttribute attribute of the resource is requested to be updated, the hosting CSE shall update the attribute as described in the "announce the resource or attribute" and "de-announce the resource or attribute" procedures as specified in the clause 7.1.2.3.9 and clause 7.1.2.3.10, respectively.
M attribute

If the provided attribute value is accepted, the server shall use the provided value in the resource representation of the updated resource.

O attribute

If an attribute value is provided and the value is accepted, the server shall use the provided value in the resource representation of the updated resource.

If the attribute is not provided or accepted, but the attribute is marked M in the response, the hosting CSE shall assign a default value or assign a value based on local policy.

If this attribute is provided in the Content parameter and does not exist in the target resource, the hosting CSE shall create such attribute with the provided value.

If this attribute is set to NULL in the Content parameter and exists in the target resource, the hosting CSE shall delete such attribute if the deletion of the attribute is allowed by the local policy.

NP attribute

If the attribute is not present in the resource representation in the UPDATE request and the response column is marked M, then the hosting CSE shall not update the attribute value. There is only one exception to this rule and that is the lastModifiedTime attribute. The hosting CSE shall set the lastModifiedTime to the current time whenever an update primitive is received.

If the attribute is present in the resource representation in the UPDATE request the presented value shall be ignored, i.e. the hosting CSE shall never update its resource representation based on the presence of an NP attribute value in an update.

If the expirationTime attribute is present and modified by the procedure and it is set to a non-negative time, then an expiration timer shall be re-started by the hosting CSE. At timer expiration the related resource is deleted by "Delete the addressed resource".

7.2.3.7. Delete the resource

The addressed resource with all its attributes shall be deleted. Any expiration timer shall be stopped. This same procedure shall be invoked (recursively) for each child resource of the deleted resource in case the child resource is only linked to the deleted resource.

The parent resource of the addressed resource shall be updated to remove the reference to the deleted resource. If the parent resource has a lastModificationTime attribute then this attribute shall be set to the time of the deletion.

If the resource is announced, the CSE shall try to de-announce the resource correspondingly.

7.2.3.8. Notify re-targeting

When the Hosting CSE receives a Notify request primitive targeting (i.e., To parameter) its <AE> resource, the Hosting CSE re-targets the primitive to the AE if the <AE> resource does not have any <pollingChannel> resource as a child. 

1) Get pointOfAccess attribute value of the corresponding <AE> resource. If there is no available pointOfAccess address then the Hosting CSE shall send the Notify response primitive with a Response Status Code indicating “TARGET_NOT_REACHABLE” error.
8) Forward the Notify request primitive to the first address retrieved from pointOfAccess value
9) If the forwarding is failed due to “Target not reachable”, iterate 2) with the next address. 
2) If the Hosting CSE cannot forward it in the end, then it send the Notify response primitive with a Response Status Code indicating “TARGET_NOT_REACHABLE” error.
7.2.3.9. Announce the resource or attribute

If CREATE request that contains an announceTo attribute is received, 

· Compose the CREATE Request primitive as follows:

· Link is set to the URI of the original resource.

· If accessControlPolicyIDs of the original resource is not present, accessControlPolicyIDs is set to the same value with the parent resource or from the local policy of the original resource.

· Attributes marked with MA and attributes marked with OA that are included in the announcedAttribute attribute. Such attributes shall be present in the original resource and set to same value as the original resource.

· Send a CREATE Request to the CSE(s) represented by exact URI(s) or CSE-ID(s) in the announceTo of the request.

· Wait for Response primitive

· Add the URI of successfully announced resource to the announceTo attribute of the resource 

· Include updated announceTo attribute in the Content parameter in the Response to the received CREATE Request.

If UPDATE request that adds the URI or CSE-ID into the announceTo attribute is received,

· Compose the CREATE Request primitive as follows:

· Link is set to the URI of the original resource.

· If accessControlPolicyIDs of the original resource is not present, accessControlPolicyIDs is set to the same value with the parent resource or from the local policy of the original resource.

· Attributes marked with MA and attributes marked with OA that are included in the announcedAttribute attribute. Such attributes shall be present in the original resource and set to same value as the original resource.

· Send a CREATE Request to the CSE(s) represented by exact URI(s) or CSE-ID(s) in the announceTo of the request, which is not included in the announceTo attribute of the original resource.

· Wait for Response primitive

· Add the URI of successfully announced resource to the announceTo attribute of the resource 

· Include updated announceTo attribute in the Content parameter in the Response to the received UPDATE Request.

If UPDATE request that adds the attribute name into the announcedAttribute attribute is received,

· Compose the UPDATE Request. The UPDATE Request shall provide the attribute name for the attribute to be announced, and the initial value for the attribute in the Content parameter. The initial value shall be the same with the value from the original resource. The attribute that will be announced shall be marked as OA.

· Send UPDATE Requests to all announced resources listed in the announceTo attribute.

· Wait for Response primitive.

· Add the attribute name of the successfully announced attribute to the announcedAttribute attribute.

· Include updated announcedAttribute attribute in the Content parameter in the Response to the received UPDATE Request.

If an attribute(s) specified as MA (See TS-0001 Functional Architecture [6]) or an attribute(s) included in the announcedAttribute attribute is updated:

· Compose an UPDATE Request primitive by including the updated attribute(s) with its associated updated value.
· Send the UPDATE Request to all CSE(s) represented by the URI(s) in the announceTo attribute of the original resource.

If an attribute(s) specified as MA (See TS-0001 Functional Architecture [6]) or an attribute(s) included in the announcedAttribute attribute is deleted:

· Compose an UPDATE Request primitive by including the updated attribute(s) with its value set to NULL.
· Send the UPDATE Request to all CSE(s) represented by the URI(s) in the announceTo attribute of the original resource.

7.2.3.10. De-announce the resource or attribute

If UPDATE Request that deletes the URI from the announceTo attribute is received:

· Compose the DELETE Request primitive.

· Send a DELETE Request to the CSE(s) represented by URI(s) in the announceTo attribute of the resource, which is not included in the announceTo of the request. The To parameter in the DELETE Request shall be set to the URI for the announced resource that will be deleted.

· Wait for Response primitive.

· Remove the URI of successfully de-announced resource from the announceTo attribute of the resource.

· Include updated announceTo attribute in the Content parameter in the Response to the UPDATE Request of the original resource.

If DELETE Request is received:

· Compose the DELETE Request primitive.

· Send DELETE Requests to all announced resources addressed by the URI(s) in the announceTo attribute of the resource.

· Wait for Response primitive.

If UPDATE request that deletes the attribute name from the announcedAttribute attribute is received:

· Compose the UPDATE Request primitive. The To parameter in the UPDATE Request shall be set to the URI for the announced resource. The UPDATE Request shall set the attribute that will be de-announced (i.e. to be deleted) in the Content parameter to NULL. The attribute that will be de-announced shall be marked as OA.

· Send UPDATE Requests to all announced resources listed in the announceTo attribute of the original resource.

· Wait for Response primitive.

· Delete the attribute name of the successfully de-announced attribute from the announcedAttribute attribute.

· Include updated announcedAttribute attribute in the Content parameter in the Response to the received UPDATE Request.

7.2.3.11. Create a success response

The receiver shall create a success response primitive with a Response Status Code indicating "CREATED". If the hosting CSE modified any of the provided attributes as provided in the Request, the response shall include the representation of the addressed resource,. The Response shall also include the URI of a created resource.

7.2.3.12. Create an error response

The receiver shall create an error response primitive with a Response Status Code indicating the detected error condition.

NOTE:
Possible error codes and its error handling is described in resource specific procedure.
7.2.3.13. Resource discovery procedure

A resource discovery is used to discover resources in a CSE. A Resource discovery request is done by sending RETRIEVE request with filterUsage, one of the filterCriteria parameters, configured as "discovery" and the request may include other filterCriteria parameters as well. A resource discovery request procedure shall be comprised of the following actions.

Originator:

The Originator shall follow the steps from Orig-1.0 to Orig-6.0 specified in clause 7.2.1.2.1 Generic Resource Request Procedure for Originator.

In addition to Orig-1.0, the following steps shall be performed.

The To parameter in the RETRIEVE Request indicates the root of where the discovery begins.

The RETRIEVE Request shall include filterUsage parameter in filterCriteria.

The RETRIEVE Request may include other parameters of filterCriteria.

Receiver:

The Receiver shall follow the steps from Recv-1.0 to Recv-7.0 specified in clause 7.2.1.2.2 Generic Resource Request Procedure for Receiver.

Hosting CSE shall not perform steps from Recv-6.3 to Recv-6.6 and perform the following steps instead.

The Receiver shall find resources, which match all the configured filterCriteria and which the Originator has "Discover" access right, under the addressed resource".

In Recv-6.7, the Receiver shall include addresses for all the found resources.

The Receiver shall perform Recv-6.8 and the procedure is terminated.

7.2.3.14. Check authorization of the originator

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.

· For <schedule> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For <latest>, <oldest> and <contentInstance> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent <container> resource.

· For <m2mServiceSubscriptionProfile> and <serviceSubscriedNode> resource, if it has no accessControlPolicyIDs value, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource.

The evaluation procedure shall be performed as following:

1)  The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.

2)  The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in TS-0003 Security Solutions [7].

·  accessControlOriginators of the rule includes the Originator information. 

·  accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts
·  accessControlOperations of the rule matches the operation type of the request. 

If the evaluation failed, then authorization failure information shall be returned to the Originator.
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