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Title

Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies
Output

Technical Report on Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies
Impact
Impact on other Technical Specifications and Technical Reports

This work item is expected to have impact on TS-0003 (Security Solutions, WI-0007) and TR-00xx (Dynamic Authorization for IoT, WI-0019). This work item may also impact on TS-0001 (oneM2M Architecture, WI-0002) and TS-0004 (Service Layer Protocol Core Specification, WI-0009).
Impact on other oneM2M Work Items;

See above.
Scope

This Work Item (WI) will focus on the following three fields:

· Detailed design of authorization architecture: current TS-0003 only defines a high level authorization architecture that describes its major components and general authorization procedures. This WI will investigate the interfaces among these components (e.g. procedures and parameters), how these components could be distributed in different oneM2M entities (i.e. different CSEs), and how to use roles (e.g. Service subscription roles). This WI will also consider how the authorization architecture accommodates the issues raised by the WI-00xx (Dynamic Authorization for IoT).
· Supporting user specified access control policies: the access control requirements of oneM2M System are diversified. It is difficult to predicate all the demands of oneM2M users or design an access control system that can satisfy all users. So it is reasonable for the oneM2M authorization system to support user-defined access control mechanisms and/or access control policy languages. This WI will investigate how the oneM2M authorization system could be an extensible system that can support user-defined access control mechanisms and/or access control policy languages.
· Investigating existing access control policy languages : Some standardization organizations have defined some access control policy languages. For example eXtensible Access Control Markup Language (XACML) is an XML-based access control language defined by the Organization for the Advancement of Structured Information Standards (OASIS). XACML access control framework also conforms to the Attribute Based Access Control (ABAC). This WI will investigate if these access control policy languages could be adopted and used in oneM2M authorization system.
This work item shall produce a technical report that provides candidate security solutions related to authorization architecture, authorization procedures and access control policies.
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