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Introduction

This CR proposes essential corrections to clause 9.1 to align with corresponding essential corrections in clause 8.2. These changes were original proposed in revisions of SEC-2015-0003.
R01: Changed to latest template. No change to content.

R02: Minor typographical errors.
-----------------------Start of change 1-------------------------------------------

9.1.1.1
Credential Configuration of Entity A and Entity B

Table 9.1.1.1-1 lists the parameters that may be configured to Entity A during the Credential Configuration phase and which are common to all Security Association Establishment Frameworks. 

Table 9.1.1.1-1: Parameters that may be configured to Entity A during the Credential Configuration phase and which are common to all Security Association Establishment Frameworks
	Parameter common to all Security Association Establishment Frameworks

	(If Entity A is a CSE) Entity A’s CSE-ID


Table 9.1.1.1-2 lists the parameters configured to a Field-Domain Security Association End-Points in the Credential Configuration phase and which are specific to the Security Association Establishment Framework.

Table 9.1.1.1-2: Parameters configured to a Field Domain Security Association end-point
during the Credential Configuration phase and which are specific to a Security Association Establishment Framework
	Security Association Establishment Framework
	Parameter

	Provisioned Symmetric Key
	Kpsa

	
	KpsaId

	Certificate Based
	Entity authenticates itself using a Raw Public Key Certificate
	Entity's Private Key

	
	
	Entity's Raw Public Key Certificate

	
	Entity authenticates itself using a Device Certificate 
	Entity's Private Key

	
	
	Entity's Certificate and Chain

	
	Entity authenticates itself using a CSE-ID Certificate
	Entity's CSE-ID

	
	
	Entity's Private Key

	
	
	Entity's Certificate and Chain

	
	Entity authenticates itself using an AE-ID Certificate
	Entity's AE-ID

	
	
	Entity's Private Key

	
	
	Entity's Certificate and Chain

	MAF-Based
	Entity A
	MAF Identifier (MAF-ID)

	
	
	Master Credential (Km Id)

	
	
	Master Credential Identifier (KmId)

	
	Entity B
	Entity B and MAF shall be able to establish mutually-authenticated secure communication. The details are not specified in the present document


The Credential Configuration of Entity A and Entity B for the Provisioned Symmetric Key Security Association Establishment Framework, or the MAF-Based Security Association Establishment Framework is achieved through either:

· Pre-provisioning via mechanisms which are not specified in the present document.

· Remote provisioning via one of the Remote Security Provisioning Frameworks in clause 8.3.

The Credential Configuration of Entity A and Entity B for the Certificate Security Association Establishment Frameworks is performed by pre-provisioning via mechanisms which are not specified in the present document.

9.1.1.2
Credential Configuration of M2M Authentication Functions

Table 9.1.1.2-1 lists the parameters configured to M2M Authentication Functions in the Credential Configuration phase. The M2M Authentication Function's identifier (MAF-ID) is presumed to have been configured prior to the Credential Configuration phase.

Table 9.1.1.2-1: Parameters configured to a M2M Authentication Functions
during the Credential Configuration phase

	Security Association Establishment Framework
	Parameter

	MAF-Based
	A-to-MAF Authentication
	Entity A's CSE-ID or AE-ID (IdA)

	
	
	masterCredential (Km)

	
	
	masterCredentialIdentifier (KmId)

	
	B-to-MAF Authentication
	Entity B and MAF shall be able to establish mutually-authenticated secure communication. The details are not specified in the present document


The Credential Configuration of M2M Authentication Framework shall be achieved through either:

· Business logic of the Stakeholder operating the M2M Authentication Function, and the details are not described in the present document.

· Remote provisioning via one of the Remote Security Provisioning Frameworks in clause 8.3.

9.1.2
Association Configuration Procedures and Parameters

The following Association Configuration procedures are described in this clause:

· Association Configuration of Entity A, see clause 9.1.2.1.1.
· Association Configuration of Entity B, see clause 9.1.2.1.2.
· Association Configuration of M2M Authentication Functions, see clause 9.1.2.2.

9.1.2.1
Association Configuration of Entity A and Entity B 
9.1.2.1.1 
Association Configuration of Entity A
Table 9.1.2.1.1-1 lists the parameters configured to Entity A in the Association Configuration phase and which are common to all Security Association Establishment Frameworks.
Table 9.1.2.1.1-1: Parameters configured to Entity A during the Association Configuration phase and which are common to all Security Association Establishment Frameworks
	Parameter common to all Security Association Establishment Frameworks

	Entity B’s CSE-ID


Table 9.1.2.1.1-2 lists the parameters configured to Entity A in the Association Configuration phase which are specific to the Security Association Establishment Framework.

Table 9.1.2.1.1-2: Parameters configured to Entity A 
during the Association Configuration phase which are specific to a Security Association Establishment Framework
	Security Association Establishment Framework
	Parameters specific to the Security Association Establishment Frameworks

	Provisioned Symmetric Key 
	None

	Certificate Based
	Entity B is authenticated using Raw Public Key Certificate
	Other entity's identity (IdA or IdB)

	
	
	Entity B’s Public key identifier

	
	Entity B is authenticated using Device Certificate
	Other entity's identity (IdA or IdB)

	
	
	Entity B’s globally unique hardware instance identifier

	
	
	Entity B’s trust anchor information

	
	Entity B is authenticated using CSE-ID Certificate
	Other entity's CSE-ID (IdA or IdB)

	
	
	Entity B’s trust anchor information

	
	Entity B is authenticated using AE-ID Certificate
	Other entity's AE-ID (IdA or IdB)

	
	
	Entity B’s trust anchor information

	MAF-Based
	
	None


Mechanisms for Association Configuration of Entity A shall authenticate the configuration source and provide integrity protection for the configured information communicated from the configuration source to the entity.

9.1.2.1.2 
Association Configuration of Entity B 
Table 9.1.2.1.2-1 lists the parameters configured to the Registrar (Entity B) in the Association Configuration phase. 
Table 9.1.2.1.2-1: Parameters configured to Entity B
during the Association Configuration phase 
	Security Association Establishment Framework
	Parameters specific to the Security Association Establishment Frameworks

	Provisioned Symmetric Key 
	None

	Certificate Based
	Entity B is authenticated using Raw Public Key Certificate
	None

	
	Entity B is authenticated using Device Certificate, CSE-ID Certificate or AE-ID Certificate
	Entity A’s trust anchor information

	MAF-Based
	None


Mechanisms for Association Configuration of Entity B shall authenticate the configuration source and provide integrity protection for the configured information communicated from the configuration source to the entity.

9.1.2.2
Association Configuration of M2M Authentication Functions 
Table 9.1.2.2-1 lists the parameters configured to M2M Authentication Functions in the Association Configuration phase.
Table 9.1.2.2-1: Parameters configured to a M2M Authentication Functions
during the Association Configuration phase

	Security Association Establishment Framework
	Parameter

	MAF-Based
	A-to-MAF Authentication
	Entity B's CSE-ID or AE-ID (IdB)


The present document assumes that Association Configuration of the M2M Authentication Functions will utilize business logic of the Stakeholder that operates the M2M Authentication Function, and the details are not described in the present document.

-----------------------End of change 1---------------------------------------------
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