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Introduction

These essential correction are for defining the format of Credential-ID, KpsaId and KmId.

This text was previously in revisions of

· SEC-2015-0003,

· SEC-2015-0448,

· SEC-2015-0452

but has been moved into a separate CR so it is easier to discuss separately.

R01: Changed to latest template. No change to content.

R02: 
· Change to Table 10.4.2-1 to align with TS template.

· Added NOTE to end of clause 10.5
· Added definition of “Credential-ID Type-ID”

-----------------------Start of change 1-------------------------------------------

10.4
Credential-ID Details

The Credential-ID has two parts: 

· A type-ID part. The type-ID part is a non-negative integer represented in a sequence of 2 hexadecimal ASCII characters (0-9, a-f, A-F).

· A value part which contains a globally-unique identifier for the entity’s credential. The value part may use the Roman alphabet, numerals, ‘.’, ‘_’, ‘-‘, and ‘@’. 

The Credential-ID is formed by concatenating the type part, the character ‘-‘ and the value part. 

NOTE: A Credential-ID is a globally unique identifier used to identify serviceSubscribedAppRules resources (TS-0001[1]).

Table 10.4.2-1 describes the format of the Credential-ID value for the supported values of Credential-ID type-ID.

Table 10.4.2-1: Supported Credential-ID Type-ID values, the corresponding security association establishment framework, a description of the Credential being identified, and the clause where the Credential-ID value format is specified
	Credential-ID Type-ID
	Security Association Establishment Framework
	Credential-ID Description
	Credential-ID Value format defined in clause

	00
	PSK
	KpsaId
	10.5

	01
	Certificate
	For Raw Public Key Certificate: Public Key Identifier 
	10.1.2

	02
	
	For Device Certificate: globally unique hardware instance identifier
	10.1.1.4

	03
	
	For CSE-ID Certificate: CSE-ID
	TS-0001 [1]

	04
	
	For AE-ID Certificate: AE-ID
	TS-0001 [1]

	05
	MAF-Based
	KmId
	10.6

	06 to FF
	-
	Reserved for future use
   
	-


10.5
KpsaId

The KpsaId shall be of the form

 KpsaId = Issuer_Relative_KpsaId@Issuer_FQDN

where

· Issuer_Relative_KpsaId is composed of the Roman alphabet, numerals, ‘.’, ‘_’ and ‘-‘ characters. The issuer of KpsaId shall ensure that no two Kpsa have identical Issuer_Relative_KpsaId.

· Issuer_FQDN is an FQDN representing the stakeholder that provisioned Kpsa. 

NOTE: This format for KpsaId allows the identity of the Issuer to be extracted from KpsaId.

10.6
KmId Format

The KmId shall be of the form

 KmId = MAF_RELATIVE_KmId@MAF_FQDN

where

· MAF_RELATIVE_ KmId is composed of the Roman alphabet, numerals, ‘.’, ‘_’ and ‘-‘ characters. The MAF_RELATIVE_KmId is not case sensitive. The MAF shall ensure that no two Km have identical MAF_RELATIVE_ KmID.

· MAF_FQDN denotes the FQDN of the M2M Authentication Function.

NOTE: This format for KmId allows the identity of the M2M Authentication Function to be extracted from KmId.
-----------------------End of change 1---------------------------------------------
-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms

3.1
Definitions

…

credential configuration: phase of a Security Association Establishment Framework in which the Credentials necessary for the Security Association Establishment Framework are configured to the relevant entities and functions
Credential-ID type-ID: portion of a Credential-ID indicating the type of credential being identified.

CSE-ID certificate: certificate with a certificate chain to a root of trust and containing a CSE-ID in the subjectAltName extension

NOTE:
A CSE_ID certificate can be used to verify that an entity has been assigned the CSE-ID in the certificate.

…
-End of changes to Definitions Symbols Abbreviations Acronyms -
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