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Introduction
This contribution re-applies changes agreed in ARC-2014-1580R04 not reflected in TS-0001 V 1.6.1.
-----------------------Start of change 1-------------------------------------------
10.2.9
External Management Operations through <mgmtCmd>
10.2.9.1
Introduction

This clause describes how RESTful management operations may be performed using <mgmtCmd> resources over the Mca and Mcc reference points.  The <mgmtCmd> resource, together with its attributes or sub-resources, may be used in the process of translating between RESTful operations and management commands and procedures from existing management technologies (e.g. BBF TR-069 [i.4]). These procedures can then be performed on the managed entity, using the Management Adapter and the procedures described in the following clauses.

10.2.9.2
Create <mgmtCmd>
A CREATE request shall be used by an Originator to create a specific <mgmtCmd> resource in a Hosting CSE.

The created <mgmtCmd> resource will be mapping a RESTful method to management commands and/or procedures which may be translated from existing management protocols (e.g. BBF TR-069 [i.4]). At run-time the Hosting CSE can expose the translated commands, over the Mcc reference point, to the managed entities (i.e. ASN/MN-CSE).

The Originator may be:

· An AE registered to the IN-CSE.

· The CSE on the managed entity: In this case, the CSE transforms supported management command into the <mgmtCmd> resource representation, then requests the Hosting CSE to create the corresponding <mgmtCmd> resource.

NOTE 1:
The Hosting IN-CSE in the network domain may also create the <mgmtCmd> resource locally by itself. The details are out of scope. Then an AE can discover the created <mgmtCmd> and manipulate it.

NOTE 2:
The <mgmtCmd> resource could also be created in the Hosting CSE by other offline provisioning means which are out of scope.

The Receiver shall be an IN-CSE.

Table 10.2.9.2-1: <mgmtCmd> CREATE
	<mgmtCmd> CREATE 

	Associated reference point 
	Mcc and Mca

	Information in Request message
	The attributes of the <mgmtCmd> resource. The mandatory and/or optional attributes defined in clause 9.6.16, as needed

	Processing at Originator before sending Request
	According to clause 10.1.1 with the following:

· The CSE on the originating node shall first collect local management command

	Processing at the Receiver
	According to clause 10.1.1 with the following:

· The Receiver CSE shall maintain the mapping between the created <mgmtCmd> resource and the corresponding nonRESTful commands represented by the cmdType attribute of <mgmtCmd> resource

	Information in Response message
	According to clause 10.1.1 with the following specific information:

· Content: Address of created <mgmtCmd> resource

	Processing at Originator after receiving Response
	According to clause 10.1.1

	Exceptions
	According to clause 10.1.1


10.2.9.3
Retrieve <mgmtCmd>
This procedure shall be used for retrieving all or part information from a previously created <mgmtCmd> resource on a target CSE.

The Originator may be:

· An AE.
· A CSE.
The Receiver shall be an IN-CSE.

Table 10.2.9.3-1: <mgmtCmd> RETRIEVE
	<mgmtCmd> RETRIEVE

	Associated reference point 
	Mcc and Mca

	Information in Request message
	According to clause 10.1.2, with the mandatory and/or optional attributes defined in clause 9.6.16, as needed

	Processing at Originator before sending Request
	According to clause 10.1.2



	Processing at Receiver 
	According to clause 10.1.2

	Information in Response message
	According to clause 10.1.2

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


10.2.9.4
Update <mgmtCmd>
This procedure shall be used for updating some of the attributes (other than execEnable) of an existing <mgmtCmd> resource with new attribute values. An UPDATE method applied to the execEnable attribute is used to trigger the execution of the management procedure represented by <mgmtCmd>, as described in section 10.2.9.6.
The Originator may be:

· An AE.
· A CSE.
The Receiver shall be an IN-CSE.
Table 10.2.9.4-1: <mgmtCmd> UPDATE
	<mgmtCmd> UPDATE 

	Associated reference point
	Mcc and Mca

	Information in Request message
	According to clause 10.1.3, including mandatory and/or optional attributes defined in clause 9.6.16, as needed

	
	

	Processing at Originator before sending Request 
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information in Response message
	According to clause 10.1.3

	Processing at the  Originator after receiving Response
	According to clause 10.1.3

	
	

	Exceptions
	According to clause 10.1.3


10.2.9.5
Delete <mgmtCmd>
This procedure shall be used for deletion of an existing <mgmtCmd> resource on a Hosting CSE. An AE may also use this procedure to cancel any initiated <execInstance> of an <mgmtCmd> if applicable.

The Originator may be:

· The CSE on the manageable entity: In this case, the CSE issues the request to the Hosting CSE to hide the corresponding management command from being exposed by the <mgmtCmd> resource.

· An AE: In this case, the AE requests the Hosting CSE to delete the <mgmtCmd> resource from the Hosting CSE and cancel all initiated <execInstance> of an <mgmtCmd> if applicable.

NOTE 1:
The Hosting CSE in the network domain could also delete an <mgmtCmd> resource locally by itself. This internal procedure is out of scope.

NOTE 2:
The <mgmtCmd> resource could also be deleted in the Hosting CSE by other offline provisioning means which are out of scope.

If the Originator is an AE and there is any initiated <execInstance> under the <mgmtCmd> that can be cancelled by a corresponding management command. The Hosting CSE shall also issue the management command to the managed entity to cancel those initiated <execInstance> based on existing management protocol (i.e. BBF TR-069 [i.4]). Then the CSE shall respond to the Originator with the appropriate generic responses.

The Receiver shall be an IN-CSE.

Table 10.2.9.5-1: <mgmtCmd> DELETE by ASN-CSE or MN-CSE
	<mgmtCmd> DELETE by ASN-CSE or MN-CSE 

	Associated reference points
	Mcc

	Information in Request message
	According to clause 10.1.4

	Processing at Originator before sending Request 
	According to clause 10.1.4 with the following:
· Before issuing a DELETE request to the IN-CSE, the originating CSE may perform cancelling of the corresponding management command locally

	Processing at  Receiver 
	According to clause 10.1.4 with the following:
· The Receiver IN-CSE shall verify if there are any initiated <execInstance> commands under the <mgmtCmd> which are cancellable by using a corresponding management command. If there are, the Receiver IN-CSE shall issue the management command to the managed entity to cancel those initiated <execInstance> based on existing management protocol (i.e. BBF TR-069 [i.4]).
· The <mgmtCmd> resource shall be deleted from the repository of the Receiver IN-CSE
· Then the Receiver IN-CSE shall respond to the Originator ASN-CSE or MN-CSE with the appropriate responses

	Information in Response message
	According to clause 10.1.4

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4 with the following:

· If the deletion is not allowed or the specific <mgmtCmd> resource does not exist, there is no local processing  in the Receiver IN-CSE and a proper error code shall be returned to the Originator ASN-CSE or MN-CSE
· If the corresponding initiated commands cannot be deleted from the managed entity due to some reason (e.g. not found) a response with the proper indication shall be returned to  the Originator ASN-CSE or MN-CSE


Table 10.2.9.5-2: <mgmtCmd> DELETE by an AE
	<mgmtCmd> DELETE by an AE 

	Associated Reference Points
	Mca

	Information in Request message
	According to clause 10.1.4

	Processing at the Originator  before sending Request
	According to clause 10.1.4

	Processing at Receiver 
	According to clause 10.1.4 with the following:

· If there is any initiated <execInstance> under <mgmtCmd> and it is cancellable, the Receiver IN-CSE shall cancel those initiated <execInstance> from the managed entity using corresponding management procedures in existing management protocol (i.e. CancelTransfer RPC in BBF TR-069 [i.4])

The <mgmtCmd> resource shall be deleted from the repository of the Receiver IN-CSE

	Information in Response message
	According to clause 10.1.4

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4 with the following:

· If the deletion is not allowed or the specific <mgmtCmd> resource does not exist, there is no local processing  in the Receiver IN-CSE and a proper error code shall be returned to the Originator AE
· If the corresponding initiated commands cannot be deleted from managed entity due to some reason (e.g. not found) a response with the proper indication shall be returned to  the Originator AE


10.2.9.6
Execute <mgmtCmd>
The Execute procedure shall be used by an Originator in order to trigger execution of a specific management command on a managed entity,  by employing an UPDATE method to the execEnable attribute of an existing <mgmtCmd> resource on the Hosting CSE.


The Originator shall be an AE.

The Receiver shall be an IN-CSE.

Table 10.2.9.6-1: <mgmtCmd> EXECUTE
	<mgmtCmd> EXECUTE 

	Associated reference Points
	Mca

	Information in Request message
	According to clause 10.1.3, with the following (see attributes defined in clause 9.6.16):
· The UPDATE request shall address the execEnable attribute with a predefined value to trigger the EXECUTE action

	Processing at the Originator before sending Request
	According to clause 10.1.3, with the following:


After issuing the execution request, the Originator may request to retrieve the execution result or status from <execInstance> sub-resources of the <mgmtCmd>by using a RETRIEVE method as described in clause 10.2.9.3


	Processing at the Receiver
	According to clause 10.1.3 with the following:
· The Receiver shall check if the Originator has the WRITE permission on the addressed <mgmtCmd> resource. Upon successful validation, the Hosting CSE shall perform command conversion and mapping, and send the converted management command to execute with the provided arguments on the remote entity based on existing device management protocol (i.e. BBF TR 069 [i.4])
· Then the Hosting CSE shall create for each target a corresponding <execInstance> resource under <mgmtCmd>  and shall respond to the Originator with the appropriate generic responses. It shall also provide in the response the URL of the created <execInstance> resource
· If the execTarget attribute of the addressed <mgmtCmd> addresses a group, the Hosting CSE shall create corresponding <execInstance> resources for each target in the group and provide the corresponding URLs in the response
Upon receiving from any remote entity a management notification (i.e. BBF TR-069 [i.4] "Inform" message) regarding the execution result or status, the Hosting CSE may update the corresponding <execInstance> sub-resource locally

	Information in Response message
	According to clause 10.1.3

	-Processing at Originator after receiving Response 
	According to clause 10.1.3, with additional processing which is dependent on the type of the command and execution status. The following actions may occur in any order after the command execution is finished:
· The managed entity may send responses including execution results to the Receiver  CSE, who will store the execution results in corresponding <execInstance> resource

· The Originator AE may use normal RETRIEVE procedure to retrieve the execution results or status of an <execInstance>. After receiving a RETRIEVE request from the Originator AE, the Receiver CSE can retrieve the execution status or results on the managed entity using the corresponding management protocol
· A response shall be returned to the Originator AE

	Exceptions
	· If the execution is not allowed or the specified <mgmtCmd> resource does not exist, no further processing is required on the Receiver CSE, and a proper error code shall be returned to the Originator AE in the message response
· If the corresponding management command cannot be executed on the managed entity, an  error code shall be returned with the response to Originator AE


10.2.9.7
Cancel <execInstance>
The Cancel procedure shall be used by an originating AE to disable/stop/cancel an initiated management command execution on the remote entity, through an UPDATE method to the execDisable attribute of an existing <execInstance> resource on the Hosting CSE.

The Originator shall be an AE.

The Receiver shall be an IN-CSE.

Table 10.2.9.7-1: <execInstance> CANCEL
	<execInstance> CANCEL 

	Associated reference Points
	Mca

	Information in Request message
	According to clause 10.1.3, with the following (see attributes defined in clause 9.6.17):
The UPDATE request shall address the execDisable attribute with a predefined value in order to trigger the CANCEL action

	Processing at the Originator before sending Request
	Originator needs to disable/stop/cancel an initiated management command execution on the managed entity using an <execInstance> sub-resource at the Receiver, by using an UPDATE operation
See also clause 10.1.3

	Processing at Receiver 
	The Receiver shall check if the Originator has the WRITE permission on the addressed <execInstance> resource
Then, the Receiver shall check if the management operation is initiated and cancellable. Upon successful validation, the Receiver IN-CSE shall perform command conversion and mapping, then use existing management protocol (i.e. BBF TR-069 [i.4]) to cancel the corresponding management command execution initiated on the managed entity
The Receiver IN-CSE shall respond to the Originator with the appropriate responses

	Information in Response message
	According to clause 10.1.3

	Processing at Originator after receiving ResponsePost-
	According to clause 10.1.3

	Exceptions
	· If the <execInstance> has not been initiated, is already complete or it is not cancellable, or the specified <execInstance> resource does not exist in the Receiver IN-CSE, the post processing on Receiver CSE shall be skipped and a proper error code shall be returned to Originator in the Response message


10.2.9.8
Retrieve <execInstance>
This procedure shall be used for retrieving all or part information from an <execInstance> resource on a target CSE.

The Originator shall be an AE.

The Receiver shall be an IN-CSE.

Table 10.2.9.8-1: <execInstance> RETRIEVE
	<execInstance> RETRIEVE 

	Associated Reference Points
	Mca

	Information in Request message
	According to clause 10.1.2, with the mandatory and/or optional attributes defined in clause 9.6.17, as needed

	Processing at the Originator before sending Request
	Originator needs to create a resource

	Processing at Receiver 
	According to clause 10.1.2, with the following:
· If the retrieval is allowed, the Receiver IN-CSE can retrieve the execution status or results on the managed entity using existing management protocol (i.e. BBF TR-069 [i.4])
· If the retrieval is allowed, the addressed attributes of the <execInstance> resource shall be retrieved from the repository of the Receiver IN-CSE

	Information in Response message
	According to clause 10.1.2

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	If the retrieval is not allowed or the specific <execInstance> resource does not exist in the Receiver IN-CSE, there is no local processing on the Receiver CSE and a proper error code shall be returned to Originator AE in the Response Message


10.2.9.9
Delete <execInstance>
The DELETE request procedure shall be used by an originating AE to delete an existing <execInstance> resource on a Receiver IN-CSE.

The Originator shall be an AE.

NOTE 1:
The Receiver IN-CSE in the network domain could also delete an <execInstance> resource locally by itself. This internal procedure is out of scope.

NOTE 2:
The <execInstance> resource could also be deleted in the Receiver IN-CSE by other offline provisioning means which are out of scope.

Receiver: The Receiver shall check if the Originator has the DELETE permission on the addressed <execInstance> resource. Upon successful validation, the Hosting CSE shall remove the resource from its repository. If a corresponding management command has been initiated and is pending finished on the managed entity and the management command is cancellable, the Hosting CSE shall use existing management protocols (i.e. BBF TR-069 [i.4] CancelTransfer RPC) to cancel the corresponding management currently initiated at the managed entity. Then the CSE shall respond to the Originator with the appropriate generic responses.

The Hosting CSE shall be an IN-CSE.

Table 10.2.9.9-1: <execInstance> DELETE
	<execInstance> DELETE 

	Associated Reference Point 
	Mca

	Information in Request message
	According to clause 10.1.4

	Processing at the Originator before sending Request
	According to clause 10.1.4

	Processing at  Receiver 
	According to clause 10.1.4 with the following:

· If the <execInstance> has not been initiated, is already complete or it is not cancellable, the <execInstance> resource shall be deleted from the repository of the IN-CSE
· If the <execInstance> is pending and it is cancellable, the Receiver IN-CSE shall first cancel the <execInstance> from the managed entity using corresponding management procedures in existing management protocol (i.e. CancelTransfer RPC in BBF TR‑069 [i.4]). Afterwards, the <execInstance> resource shall be deleted from the repository of the Receiver IN-CSE
If the corresponding initiated commands cannot be successfully cancelled on the  managed entity for some reason, the <execInstance> resource shall be still deleted
Then the Receiver IN-CSE shall respond to the Originator with the appropriate generic responses

	Information in Response message
	According to clause 10.1.5

	Processing at Originator after receiving Response
	According to clause 10.1.5

	Exceptions
	If the deletion is not allowed or the specific <execInstance> resource does not exist on the Receiver IN-CSE, there is no processing at the Receiver and a proper error code shall be returned to the Originator
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