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1 Introduction

This contribution proposes a security use case “Data encryption in industrial domain” for TR-0018. 
--------------------- Start of proposed modified text -------------------
1.1.1
Description

In smart factories, data is essential for automation and efficient manufacturing execution. And data needs to be secured by measures such as authentication, authorization and encryption. As smart factories may connect to remote servers through multiple, partially external public networks, it cannot be assumed that these networks are secure. Encrypting data to avoid being stolen in external networks and protecting the integrity of data to avoid being modified are necessary for data security.
In industrial domain, the requirements of encryption are different (e.g. sensitive data such as confidential commercial secrets must be protected by strong encryption algorithms) and the capabilities of encryption/decryption also vary for different devices (e.g. for some low-cost devices, encryption/decryption with long key may cause heavy loads to their poor processing units). Thus each M2M application for smart factories needs proper encryption schemes to satisfy the various encryption requirements from application data, and meanwhile keep the encryption/decryption loads acceptable to constrained devices.

M2M applications classify data into various levels based on the importance of data and the capabilities of devices. In industrial domain, definition of sensitive data varies with products. For example, for manufactures of electric power grids, oil and gas, most data is sensitive, since it includes confidential state secrets (required by governments to provide strong protection); for makers of electronic products, information of product designs such as appearance or material is sensitive, since competitors stealing the product information will cause commercial damage. Based on common requirements from industrial domain, classification of application data is as follows, but not limit to below categories (dependent on M2M applications)
· Sensitive data: encryption strength are strongly required (e.g. with longer key or electronic signature); sensitive data includes such as,
· Confidential commercial secrets (e.g. customer info, intellectual properties)

· Confidential data from infrastructure manufacturers (e.g. waveform data for diagnose which is collected from devices in power grid)

· Data for industrial control system (including filed bus, SCADA/Supervisory Control And Data Acquisition, controllers as PLC/Programmable Logic Controller or DCS/Distributed Control System)

· Keys transmitted for encryption algorithms
· Normal data: encryption is recommended (optional) and proper applicable scheme should be adopted which is dependent on the capabilities of devices; normal data includes such as,

· Status data for product line and device monitoring (e.g. device availability) in normal products manufacture which do not include any commercial secrets
· Data for human resources monitoring and employee performance assessment (e.g. GPS information of workers collected from carried mobile tablets)

When various levels of application data in industrial domain is encrypted /decrypted based on its associated encryption scheme, the essential data is secured and the loads caused by normal data encryption are acceptable for constrained devices.
1.1.2 Actors

M2M Device: Machines, sensors, controllers etc. located in factories which measure and generate data. PLC /DCS control machines and sensors in production lines according to embedded programs. 
Intra-factory Network: In this use case, intra-factory network is assumed managed by factory owners (different from Underlying Network operated by external parties). 

oneM2M MN: Middle Node (gateway) collects data from intra-factory network and send the data to oneM2M services platform through underlying network. 
oneM2M Services Platform: Support secure data transmission and mapping of application data levels to applicable encryption schemes.
oneM2M Application: Classify data based on sensitivity.
1.1.3
Pre-conditions

oneM2M Services Platform and security CSE inside M2M devices/MNs support various application data levels and mapping these levels to applicable encryption schemes.

1.1.4
Triggers
None.
1.1.5
Normal Flow

The normal flow steps are as follows:
1. The M2M application classifies data into various levels (e.g. into sensitive data and normal data), 
2. oneM2M Services Platform or security CSE inside M2M devices/MNs map these levels to applicable encryption schemes.
3. Each pair of transmitter and receiver performs preparation procedure (e.g. share symmetric key and store it in respective storage inside nodes) before sending encrypted data.
4. The transmitter (e.g. a server located at one end of the application) prepares the data for sending; encrypts the data based on its associated security level (with respective encryption algorithm, key length etc.).
5. The encrypted data is sent to the receiver through intra-factory network and public underlying networks.
6. The receiver (e.g. a machine located at the other end of the application) receives the data from transmitter and decrypts the data.
1.1.6
Post-conditions

The M2M application utilizes the decrypted data for smart manufacturing, such as executing orders, monitoring devices and diagnose, monitoring workers’ location and so on.

1.1.7
High Level Illustration
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1.1.8
Potential requirements

1. The oneM2M system shall support classification of application data by oneM2M applications into various security levels that are specified by oneM2M and support the mapping of these levels to applicable security capabilities. 
2. 
--------------------- End of proposed modified text ---------------------
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Example of mapping application data levels to encryption schemes

Security Application Data type |Encryption algorithms
levels (Spec: FIPS Pub 197)
High Order data, Power grid [AES-256

waveform data
Normal Device availability data |AES-128
Low Worker’s GPS data No encryption
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