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GUIDELINES for Change Requests:
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Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
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All pictures must be editable.
Check spelling and grammar to the extent practicable.
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When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
In an oneM2M system, entities may require service layer messaging in order to communicate data / content with another entity that may be multiple hops away. Messages that carry data / content may traverse multiple intermediate entities before the message reaches the final destination (receiver). An entity that generates, owns or hosts data would like to make sure that the integrity and confidentiality of the data is maintained from the originator to the receiver and hosted securely so that only authorized entities are able to view, process and modify the data.
-----------------------Start of change 1-------------------------------------------
7
Security Vulnerabilities and Threats

7.xx Eavesdropping of data
	Threat ID
	xx

	Overview
	Eavesdropping of data that is hosted on M2M entities (e.g. M2M service entities such as CSE) by un-authorized entities and copied.
Note: In certain cases, a data originator may belong to a different trust domain than the M2M Service Provider and therefore may only have minimal trust in the service provider.

	Issue
	Leakage and discovery of private data could lead to monetary and privacy loss and the leaked data may be used to perform additional attacks.

	Description
	Discovery may be achieved e.g. by reading the contents of memory locations or data stored within a datastore at the hosting entity. The methods of attack may include remote hacking and illicit use of management or maintenance interfaces or non-malicious access by the hosting entity, which is not authorized to access the data. The data may be e.g. sensor data or M2M service-related operational data

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M System and its components; M2M Service Provider; System Administrator; User/Consumer.

	Architecture impact
	M2M Service infrastructure


7.xy Un-authorized modification of data
	Threat ID
	xy

	Overview
	Unauthorized modification of data that is hosted on M2M entities (e.g. M2M service entities such as CSE) by un-authorized entities.
Note: In certain cases, a data originator may belong to a different trust domain than the M2M Service Provider and therefore may only have minimal trust in the service provider.

	Issue
	Unauthorized modification of data could render the data useless or could lead to major ramifications to applications that uses the modified data.
Unauthorized modification of m2m system data could lead to a denial-of-service of the M2M service.

	Description
	Unauthorized modification of data may be achieved e.g. by modifying the contents of memory locations or stored within a datastore at the hosting entity. The methods of attack include remote hacking and illicit use of management or maintenance interfaces or non-malicious access by the hosting entity, which is not authorized to modify the data. The data may be e.g. sensor data or M2M service-related operational data.

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M System and its components; M2M Service Provider; System Administrator; User/Consumer.

	Architecture impact
	M2M Service infrastructure


-----------------------End of change 1 ---------------------------------------------
----------------------- Start of change 2-------------------------------------------
8
Countermeasures
8.2
Countermeasures

8.2.x
Confidentiality protection of data
	Related threats
	Threat xx: Eavesdropping of data that is hosted on M2M entities (e.g. M2M service entities such as CSE) by un-authorized entities and copied.


	Countermeasure 1
	A resource owner or creator encrypts the data and requests hosting of encrypted data on M2M entities. The credentials used for protecting the data are stored on a different entity (e.g. trusted-third party) within a secure environment that may have associated access control policies.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security.

	Advantages
	Resists the attack.

	Disadvantages
	Additionally function is required to be developed in order to manage credentials.




8.2.y
Integrity protection of data
	Related threats
	Threat xy: Unauthorized modification of data that is hosted on M2M entities (e.g. M2M service entities such as CSE) by un-authorized entities.

	Countermeasure 1
	A resource owner or creator adds integrity protection to the data and requests hosting of the integrity protected data on M2M entities. The credentials used for protecting the data are stored on a different entity (e.g. trusted-third party) within a secure environment that may have  associated access control policies.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security.

	Advantages
	Resists the attack.

	Disadvantages
	Additionally function is required to be developed in order to manage credentials.




-----------------------End of change 2 ---------------------------------------------
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