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Introduction

A definition of “sensitive function” has been moved to the TS0003 and need to be removed from the TR0008
-----------------------Start of change 1-------------------------------------------
3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

End to End Security: Service provided by the M2M System to M2M Applications that establishes trusted security credentials to secure connections between applicative entities, independently of other parties involved.

Hardware Security Module (HSM): a separate and tamper resistant physical computing device, e.g. as defined in [i.7] and [i.8], able to perform security procedures related to oneM2M Service functions. The HSM is used within the M2M Device or M2M Gateway and is different from a Server-HSM used within a network infrastructure node / component. 

Long-term service-layer key: key used for service-layer relevant security operations. The key is valid permanently or for a significant period of time, i.e. no temporarily derived key material.

Pseudonym: alias identity within the context of the Pseudonymity service defined in ISO/IEC 15408 [i.9]

Security Mechanism: process (or a device incorporating such a process) that can be used in a system to implement a security service that is provided by or within the system

Security Policy: set of rules and practices that specify or regulate how a system or organization provides security services to protect resources
Security Service: processing or communication capability that is provided by a system to give a specific kind of protection to resources where these resources may reside within the system or any other system


Server-HSM: dedicated computing device, able to perform security procedures related to oneM2M service functions and integrated within M2M network infrastructure servers.

Security Association: Logical relationship between 2 nodes that are associated with a communication link. Security Associations are not communications links. Security Associations can take a number of forms but in each case they identify the nature of the security service (confidentiality, integrity, authentication or authorisation), the required algorithm and key. Security Associations can be established for single transactions (and thus their establishment can form part of the transaction itself) or for session based associations (in such instances the association is generally established independently of the individual transactions that are to be secured). 

----------------------- End of change 1-------------------------------------------
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