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Introduction
It’s an action item from TP20 to address the Access Control Policy management issue.

-----------Start of change 1 - Reference section--------------------------------
[bookmark: _Toc398280639][bookmark: _Toc398637501][bookmark: _Toc398637697][bookmark: _Toc435666504]2.2	Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: REF_TS102690][i.1]	ETSI TS 102 690: "Machine-to-Machine communications (M2M); Functional architecture".
[bookmark: REF_TR101584][i.2]	ETSI TR 101 584: "Machine-to-Machine communications (M2M); Study on Semantic support for M2M Data".
[bookmark: REF_OPENGEOSPATIALCONSORTIUM][i.3]	Open Geospatial Consortium.
NOTE:	Available at http://www.opengeospatial.org/.
[bookmark: REF_OGCSENSORWEBENABLEMENTDWG][i.4]	Open Geospatial Consortium, Sensor Web Enablement DWG.
NOTE:	Available at http://www.opengeospatial.org/projects/groups/sensorwebdwg.
[bookmark: REF_OGCSENSORWEBENABLEMENTARCHITECTURE][i.5]	Open Geospatial Consortium, Sensor Web Enablement architecture, August 2008.
[bookmark: REF_OGCOBSERVATIONSANDMEASUREMENTS][i.6]	Open Geospatial Consortium, Observations and Measurements.
NOTE:	Available at http://www.opengeospatial.org/standards/om.
[bookmark: REF_OGCOPENGISSENSORMODELLANGUAGE_7][i.7]	Open Geospatial Consortium, OpenGIS Sensor Model Language (SensorML).
NOTE:	Available at http://www.opengeospatial.org/standards/sensorml.
[bookmark: REF_OGCOPENGISTRANSDUCERMARKUPLANGUAGE][i.8]	Open Geospatial Consortium, OpenGIS Transducer Markup Language (TML) Encoding Specification.
NOTE:	Available at http://www.opengeospatial.org/standards/tml.
[bookmark: REF_OGCSENSOROBSERVATIONSERVICE][i.9]	Open Geospatial Consortium, Sensor Observation Service.
NOTE:	Available at http://www.opengeospatial.org/standards/sos.
[bookmark: REF_OGCSENSORPLANNINGSERVICE][i.10]	Open Geospatial Consortium, Sensor Planning Service (SPS).
NOTE:	Available at http://www.opengeospatial.org/standards/sps.
[bookmark: REF_OGCSENSORALERTSERVICE][i.11]	Open Geospatial Consortium, Sensor Alert Service.
NOTE:	Available at http://www.opengeospatial.org/standards/requests/44.
[bookmark: REF_W3CSemanticSensorNetworkIncubator_12][i.12]	W3C Semantic Sensor Network Incubator Group.
NOTE:	Available at http://www.w3.org/2005/Incubator/ssn/wiki/Main_Page.
[bookmark: REF_OGCSENSORWEBINTERFACEFORIOTSWG][i.13]	Open Geospatial Consortium, Sensor Web Interface for IoT SWG.
NOTE:	Available at http://www.opengeospatial.org/projects/groups/sweiotswg.
[bookmark: REF_OGCSEMANTICANNOTATIONSINOGCSTANDARDS][i.14]	Open Geospatial Consortium Best Practice, Semantic annotations in OGC standards.
NOTE:	Available at http://www.opengeospatial.org/node/1790.
[bookmark: REF_OGCGEOGRAPHYMARKUPLANGUAGE][i.15]	Open Geospatial Consortium, Geography Markup Language.
NOTE:	Available at http://www.opengeospatial.org/standards/gml.
[bookmark: REF_SEMANTICSENSORNETWORKXGFINALREPORTW3] [i.16]	Semantic Sensor Network XG Final Report, W3C Incubator Group Report 28 June 2011.
NOTE:	Available at http://www.w3.org/2005/Incubator/ssn/XGR-ssn/.
[bookmark: REF_OCGSENSORWEBENABLEMENTDWG]  [i.17]	Open Geospatial Consortium, Sensor Web Enablement DWG.
NOTE:	Available at http://www.opengeospatial.org/projects/groups/sensorwebdwg.
[bookmark: REF_SUGGESTEDKEYONTOLOGYINTROATTRIBUTES][i.18]	SSN Suggested Key Ontology Intro Attributes.
NOTE:	Available at http://www.w3.org/2005/Incubator/ssn/wiki/SSN_Suggested_Key_Ontology_Intro_Attributes.
[bookmark: REF_W3CSEMANTICSENSORNETWORKINCUBATOR][i.19]	W3C Semantic Sensor Network Incubator Group, Semantic Sensor Network Ontology.
NOTE	Available at http://www.w3.org/2005/Incubator/ssn/ssnx/ssn.
[bookmark: REF_DULSSN] [i.20]	DUL ssn.
NOTE:	Available at http://www.w3.org/2005/Incubator/ssn/wiki/DUL_ssn.
[bookmark: REF_HGI02029][i.21]	HGI02029: "Smart Home Architecture and System Requirements".
[bookmark: REF_W3COWL][i.22]	W3C OWL Working Group, OWL 2 Web Ontology Language Document Overview.
NOTE:	Available at http://www.w3.org/TR/owl2-overview/.
[bookmark: REF_W3CSPARQL][i.23]	W3C SPARQL Working Group, SPARQL 1.1 Overview.
NOTE:	Available at http://www.w3.org/TR/sparql11-overview/.
[bookmark: REF_SWAD_EUROPE][i.24]	Jack Rusher, TripleStore, Semantic Web Advanced Development for Europe (SWAD-Europe), Workshop on Semantic Web Storage and Retrieval - Position Papers.
NOTE:	Available at http://www.w3.org/2001/sw/Europe/events/20031113-storage/positions/rusher.html.
[bookmark: REF_ONEM2MTR0001][i.25]	oneM2M-TR-0001-UseCase: "oneM2M Use cases collection".
[bookmark: REF_RDF][i.26]	Resource Description Framework (RDF): "Concepts and Abstract Syntax".
NOTE:	Available at http://www.w3.org/TR/rdf-concepts/.
[bookmark: REF_RDFVOCABULARYDESCRIPTIONLANGUAGE][i.27]	RDF Vocabulary Description Language 1.0: "RDF Schema".
NOTE:	Available at http://www.w3.org/TR/rdf-schema/.
[bookmark: REF_SPARQLQUERYLANGUAGEFORRDF][i.28]	SPARQL Query Language for RDF.
NOTE:	Available at http://www.w3.org/TR/rdf-sparql-query/.
[bookmark: REF_WEBONTOLOGYLANGUAGEOWL][i.29]	Web Ontology Language (OWL).
NOTE:	Available at http://www.w3.org/2001/sw/wiki/OWL.
[bookmark: REF_DBPEDIA] [i.30]	Dbpedia.
NOTE:	Available at http://dbpedia.org/About.
[bookmark: REF_TURTLE][i.31]	Turtle: Terse RDF Triple Language. Eric Prud'hommeaux and Gavin Carothers. W3C Last Call Working Draft, 10 July 2012.
NOTE:	Available at http://www.w3.org/TR/2012/WD-turtle-20120710/.
Latest version available at http://www.w3.org/TR/turtle/.
[bookmark: REF_OWLSYNTAXES][i.32]	OWL Syntaxes.
NOTE:	Available at http://ontogenesis.knowledgeblog.org/88?kblog-transclude=2.
[bookmark: REF_RIFOVERVIEW][i.33]	Rule Interchange Format (RIF) overview (second version).
NOTE:	Available at http://www.w3.org/TR/2013/NOTE-rif-overview-20130205/.
[bookmark: REF_SWRL][i.34]	SWRL: A Semantic Web Rule Language Combining OWL and RuleML (Version 0.5).
NOTE:	Aavailable at http://www.daml.org/2003/11/swrl/.
[bookmark: REF_SPIN][i.35]	SPIN - Overview and Motivation.
NOTE:	Available at http://www.w3.org/Submission/spin-overview/.
[bookmark: REF_ONEM2MDRAFTINGRULES][i.36]	oneM2M Drafting Rules.
NOTE:	Available at http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc.
[bookmark: REF_ONEM2MTS0002][i.37]	oneM2M TS 0002: "onM2M Requirements".
[bookmark: REF_TR069][i.38]	Broadband Forum TR-069: "CPE WAN Management Protocol v1.1".
[bookmark: REF_ONEM2MTS0001][i.39]	oneM2M TS 0001: "oneM2M Functional Architecture".
[i.40]	D-S4 - SMART 2013-0077 – Smart Appliances -  Final Study Report v1.0
[i.41]	An exemplar Data Annotation process: http://nemo.nic.uoregon.edu/wiki/Data_Annotation
NOTE:	Available at https://docs.google.com/file/d/0B2nnxMhTMGh4WTVsSVRsb01ha3c/edit

----------- End of change 1- Reference section -----------------------------

----------- Start of change 2 - Definition section -----------------------------
[bookmark: _Toc398280641][bookmark: _Toc398637503][bookmark: _Toc398637699][bookmark: _Toc435666506]3.1	Definitions
For the purposes of the present document, the following terms and definitions apply:
abstraction: process of mapping between a set of Device Application Information Models and an Abstract Application Information Model according to a specified set of rules
attribute: see definition in oneM2M TS 0001 [i.39].
Data Annotation: process of providing and inserting data into a semantic structure specified by an ontology. Therefore, Data Annotation is the mapping from unstructured raw data into structured semantic data, i.e. from reality to ontology. An example of the Data Annotation process is described in [i.41].
Data Entity: a logical entity which contains data resources and related functionalities. It can also contain semantic resources and related functionalities, e.g. a temporary semantic graph store. The semantic functionalities are used to support the data functionalities locally.
Semantic Entity: a logical entity which contains semantic functionalities, e.g. it can contain a central graph store and related semantic reasoning and analytic functions, such as semantic annotation, semantic mash-up, etc.
ontology: formal specification of a conceptualization, that is defining Concepts as Objects with their properties and relationships versus other Concepts
physical entity: tangible element that is intrinsic to the environment, and that is not specific to a particular M2M application in this environment. Depending on the environment, the physical entity may be a smart phone, a camera, a smart TV/audio, a piece of furniture, somebody, a room of a building, a car, a street of a city, etc.
NOTE:	To be part of the M2M/IoT architecture, a physical entity does not need to be connected through a direct network interface, or even to be identified through a universal identification scheme such as RFID/EPC global, provided it can be sensed by sensors that are supposed to be deployed in this environment, and possibly acted upon by actuators.
relation: (also called "interrelation" or "property") stating a relationship among Concepts
EXAMPLE:	"is-part-of", "is-subtype-of".
thing: element of the environment that is individually identifiable in the M2M system
thing representation: it is the instance of the informational model of the Thing in the M2M System
NOTE:	A Thing Representation provides means for applications to interact with the Thing.

----------- End of change 2- Definition section -----------------------------

-----------------------Start of change 3-------------------------------------------
[bookmark: _Toc435666606][bookmark: _Toc420966787]
8.5.5.5	Access Control for Data Resources and Semantic Triples
Access control for semantic information provided as semantic triples is discussed in this section. As the efficiency of access control depends also on the underlying implementation,  architectural and implementation perspectives are presented.

8.5.5.5.1	Access Control in a Hierarchically Layered Architecture
While the current oneM2M architectural view is exclusively based on resources, these can be implemented in different ways. Especially for managing semantic triples, triple stores are the straightforward choice. This has implications for how the access control to resources and triples is handled. In this section different implementation options are discussed assuming a hierarchical structuring into a semantic layer and a data layer.
As shown in Figure 8.5.5.1-1 and Figure 8.5.5.1-2, data resources and semantic triples may be integrated in a hierarchically layered architecture with a Data Layer containing the data resources and related functions and a Semantic Layer containing semantic triples and related semantic functions. 
The upper layer, i.e. the Data Layer in Figure 8.5.5.1-1 and the Semantic Layer in Figure 8.5.5.1-2, controls and manages the Access Control Policies (ACPs). The lower layer, i.e. the Semantic Layer in Figure 8.5.5.1-1 and the Data Layer in Figure 8.5.5.1-2, supports the upper layer with semantic graphs or raw data respectively. 
The layers may reside on different CSEs, but integration on the same CSE may be more performance efficient. 


 
Figure 8.5.5.1-1 Access Control in a Hierarchically Layered Structure - Controlled by the Data Layer





Figure 8.5.5.1-2 Access Control in a Hierarchically Layered Structure - Controlled by the Semantic Layer
Figure 8.5.5.1-1 shows a typical data resource driven scheme for M2M scenarios. Resource Discovery through the data resource tree may be supported by the semantic leaves (i.e. distributed graph stores) in the Semantic Layer. The ACPs are maintained under <semanticDescriptor> resources in the Data Layer.
Figure 8.5.5.1-2 shows a typical semantics driven scheme for Semantic Web scenarios. Semantic Query may be conducted in the Semantic Layer with the return of the URI or URL of the data resources in the Data Layer. Semantic Resource Discovery may also be realized with the return of the data resources in the Data Layer via proper mapping between these two layers. The triples in the Semantic Layer are associated with their specific ACPs. A data resource in the Data Layer is addressed by a triple (e.g. via its URI or URL) associated with a ACP.

8.5.5.5.2	 Access Control in a Parallel Architecture
Looking beyond the currently supported semantic functionality, a more advanced architecture may be needed. In the following the concepts of Data Entity and Semantic Entity are introduced that may be used in different configurations, supporting more advanced semantic functionality like semantic mash-up and the possible interaction with other semantic platforms like the semantic web. 
Figure 8.5.5.2-1 shows an exemplary scheme for intelligent IoT scenarios, which has more advanced data and semantics features or functions. As illustrated in Figure 8.5.5.2-1, a parallel architecture may have a Data Entity and a Semantic Entity. 
A Data Entity contains data resources and may contain a local temporary semantic graph store used for semantic triples under the <semanticDescriptor> resources distributed in a logical hierarchical resource tree. It may also contain other data functions such as data analytics, data annotation, etc. 
A Semantic Entity contains a Central Graph Store and semantic functions such as semantic reasoning, semantic annotation, semantic mash-up, etc. 
Editor: Data Annotation is the process of providing and inserting data into a semantic structure specified by an ontology. Therefore, Data Annotation is the mapping from unstructured raw data into structured semantic data, i.e. from reality to ontology. In another word, Data Annotation is the reverse direction process of Semantic Annotation between the Data Entity and Semantic Entity, where the Semantic Annotation is the process providing and inserting semantic info into data resources.
An example of the Data Annotation process is described in [i.41] the following link.
http://nemo.nic.uoregon.edu/wiki/Data_Annotation

A Data Entity and/or a Semantic Entity may each have its own Access Control Policies (ACPs) for managing the access control within its scope. 
The semantic triples or data resources in the Data Entity may be exposed to the Semantic Entity with specific ACPs associated. For example,
· a Semantic Publication function in the Data Entity may expose semantic triples to the Central Graph Store in Semantic Entity with the corresponding ACPs associated with the triples; or
· a Data Annotation function in the Data Entity may expose data and associated ACPs to the Central Graph Store via the local temporary or caching Relational Data Base Management System (RDBMS) and Semantic Reasoning and Mapping functions in Semantic Entity.
The data resources or semantic triples in the Semantic Entity may also be exposed to the Data Entity with specific ACPs associated. For example,
· a Semantic Mash-up function in the Semantic Entity may expose new data resources and related ACPs from the semantic mash-up to the Data Entity; or
· a Semantic Annotation function in the Semantic Entity may expose semantic triples and related ACPs to the <semanticDescriptor> resources in the Data Entity.
[image: ]
Figure 8.5.5.2-1 Access Control in a Parallel Structure

Figure 8.5.5.2-1 shows that a Data Entity and a Semantic Entity may reside on different CSEs. But a Data Entity and a Semantic Entity may also reside on the same CSE.  Figure 8.5.5.2-2 shows a logical resource tree with both a Data Entity and a Semantic Entity.


Figure 8.5.5.2-2 Logic Resource Tree with both a Data Entity and a Semantic Entity

----------------------- End of change 3-------------------------------------------
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