	CHANGE REQUEST

	Meeting:*
	SEC 22

	Source:*
	François Ennesser, Gemalto, francois.ennesser@gemalto.com

	Date:*
	2016-03-04

	Contact:*
	francois.ennesser@gemalto.com

	Reason for Change/s:*
	Some aspects of the current PPM description in Clause 11 are confusing. This CR proposes some clarifications.

	CR  against:  Release*
	Release 2

	CR  against:  WI*
	 FORMCHECKBOX 
 Active WI-0023
 FORMCHECKBOX 
 MNT Maintenace / < Work Item number(optional)>
 FORMCHECKBOX 
 STE Small Technical Enhancements / < Work Item number (optional)>

Only ONE of the above shall be ticked

	CR  against:  TS/TR*
	TS-0003 v2.0.1

	Clauses/Sub Clauses*
	3, 11 and subclauses

	Type of change: *
	 FORMCHECKBOX 
 Editorial change

 FORMCHECKBOX 
 Bug Fix or Correction

 Change to existing feature or functionality

 FORMCHECKBOX 
 New feature or functionality
Only ONE of the above shall be ticked

	Post Freeze checking:*
	This CR contains only essential changes and corrections?  YES  FORMCHECKBOX 
  NO  FORMCHECKBOX 

This CR is a mirror CR? YES  FORMCHECKBOX 
   NO  FORMCHECKBOX 
  if YES, please indicate the document number of the original CR: 

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR

Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.

All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction

Some used abbreviations are missing and some aspects of the PPM description require clarifications. 
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3.3
Abbreviations
For the purposes of the present document, the abbreviations given in oneM2M TR-0004 [i.2] and the following abbreviations apply:

3GPP2
3rd Generation Partnership Project 2

AAA
Authentication, Authorization and Accounting

ABAC
Attribte Based Access Control

ACP
AccessControlPolicy Instance

AE-ID
Application Entity Identifier

AEAD
Authenticated Encryption with Associated Data

App-ID                      Application Identifier
ASN-CSE
CSE which resides in the Application Service Node

BSF
Bootstrapping Server Function
B-TID

Bootstrapping Transaction Identifier
CA
Certification Authority

CIDR
Classless Inter-Domain Routing

CoAP
Constrained Application Protocol

CSE-ID
Common Service Entity Identifier

DTLS
Datagram Transport Layer Security (Protocol)
E2EKey
End-to-End Certificate-based Key Establishment

Enrolee-ID
Enrollee Identity
ESData
End-to-End Security of Data

ESPrim
End-to-end Security of Primitives 

ETSI
European Telecommunications Standards Institute

FQDN
Fully Qualified Domain Name
GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

GUSS
GBA User Security Settings 

HLR
Home Location Register

HSS
Home Subscriber System
HTTP
HyperText Transfer Protocol

HW
Hardware
ID
Identifier

IdA
Identifier for entity A
IdB
Identifier for entity B
IN-CSE
CSE which resides in the Infrastructure Node

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

Kc
M2M Secure Connection Key

KcId 
M2M Secure Connection Key identifier

Ke
Enrolment Key

KeId
Enrolment Key Identifier
Km
Master Credential

KmId
Master Credential Identifier
Kpm
pre-provisioned credential for Master Credential provisioning

KpmId
pre-provisioned credential for Master Credential provisioning Identifier
Kpsa
provisioned credential for M2M Security Association Establishment

KpsaId
provisioned credential for M2M Security Association Establishment Identifier
Ks
temporary Key material referred to in GBA
Ks_(ext/int)_NAF
Derived key in GBA_ME or Derived key in GBA_U which remains on UICC
Ks..NAF
Abbreviation of Ks_(int/ext)_NAF

Ks_NAF
Derived key in the ME

Ks_ext_NAF 
Derived key in GBA_U sent to the ME

Ks_int_NAF
Derived key in GBA_U which remains on UICC

M2M-SP
M2M Service Provider

MAF
M2M Authentication Function
MAF-ID
M2M Authentication Function Identifier
Mca
Reference Point for M2M Communication with AE

Mcc
Reference Point for M2M Communication with CSE

Mcc'
Reference Point for M2M Communication with CSE of different M2M Service Provider

Mcn
Reference Point for M2M Communication with NSE

MEF
M2M Enrolment Function

MIC
Message Integrity Code

MN-CSE
CSE which resides in the Middle Node

NAF
Network Application Function
OCSP
Online Certificate Status Protocol

PDP
Policy Decision Point
PEP
Policy Enforcement Point
PIP 
Policy Information Point
PII
Personally Identifiable Information

PIP
Policy Information Point
PKI
Public Key Infrastructure

PRP
Policy Retrieval Point

RSPF
Remote Security Provisioning Framework

SAEF
Security Association Establishment Framework

SE
Secure Environment
SW
Software
TEE
Trusted Execution Environment

TLS
Transport Layer Security (Protocol)
T&C
Terms and Conditions
(D)TLS-PSK
(D)TLS Pre-Shared Key (ciphersuites)
UE
(3GPP) User Equipment

UNSP
Underlying Network Service Provider

USS
User Security Settings
URI
Uniform Resource Identifier
XACML
eXtensible Access Control Markup Language

-----------------------End of change 1-------------------------------------------
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11
Privacy Protection Architecture using Privacy Policy Manager（PPM) 

This clause provides an architecture for the  Privacy Policy Manager (PPM). PPM is a distributed authorization privacy protection architecture using user’s privacy preference.

11.1
Introduction
The PPM is a personal data management framework based on the user’s privacy preferences. The PPM creates access control policies from the user’s privacy preference and protects the user’s Personally Identifiable Information (PII) from unauthorized parties. It may be operated by an M2M Service Provider or another stakeholder acting as trusted third party.If the Service Provider or other stakeholder provides the user’s Personally Identifiable Information to third party, the Service Provider or other stakeholder needs the user’s acceptance. In case that the user accepted a privacy policy which indicates provision to third party, the Service Provider may provide the Personally Identifiable Information to third party. However, if the privacy policy didn’t include provision to third party, the Service Provider needs to update the privacy policy and get the user’s consent to it.

11.2
Relationship between components of PPM and oneM2M
The PPM shall have the following components. Detail of each component is explained in TR-0001-Use_Cases_Collection. This clause provides the relationship between the components and components of oneM2M.

1. Sophisticated consent mechanism for privacy policy

When an end user subscribes to a service which uses an application provided by an IN-AE, the end user becomes a data subject, and the data subject creates a privacy preference and registers it on the PPM

This function is described in clause 11.4.1.2

2. Functions of the  Policy Decision Point (PDP) and Policy Retrieval Point (PRP)
PDP

When an application requests personal data from an  IN-CSE, the PPM replies with an access decision that is decided from access control policies based on the user’s privacy preference.

PRP

When an application requests personal data from an IN-CSE, PDP requests access control policies to the PPM. The PPM replies with the access control policies based on the user’s privacy preference.

Components of PDP and PRP are defined in 
Clauses 6.2.2 Authorization Architecture and
 7.1 Access Control Mechanism.
3. Traceability of personal data usage

PPM shall store the access log that records which IN-AE accessed which kind of collected data

This function is for further study of oneM2M, but this function can be implemented using components that are defined in oneM2M.

11.3
Privacy Policy Management in oneM2M Architecture
There are four procedures in the use of PPM. This clause explains relationships between steps in the PPM scenario and components of oneM2M.

1. A data subject joins an IN-CSE such as an M2M Platform

2. A data subject subscribes to a service offered by an IN-AE.
3. An IN-AE requests personal data that are stored in an ASN-CSE, MN-CSE or IN-CSE

4. The data subject checks the access log of his/her own personal data and requests the deletion to the IN-AE.

11.3.1
Involved Entities 
Data subject
An end user can make use of services on an IN-CSE by subscribing to a service of an IN-AE, which provides functions that control access to information in the IN-CSE.

When an end user subscribes to a service by an IN-AE, the end user becomes a data subject.

 AE

An AE collects various kinds of data, such as sensor inputs.

An AE sends the data to an ASN-CSE, MN-CSE or IN-CSE 

ASN-CSE or MN-CSE 

Policy Enforcement Point (PEP)

· PEP is one of the functions in the CSE.

Policy Decision Point (PDP)

· PDP is one of the functions in the CSE.

Personal Data

· Personal data is information that can be used on its own or with other information to identify an individual to form Personally Identifiable Information (PII).

· A field domain CSE collects and stores personal data.

· Examples of personal data: Sensor data, Electrical power consumption, Operating state of air conditioner, etc.…

  IN-AE

An IN-AE provides services to an end user who joins the IN-CSE.

An IN-AE requests personal data from an IN-CSE in order to provide services.

IN-CSE

M2M Portal

· An M2M portal is a kind of Web site or Web application managing services provided by an M2M Platform  (IN-CSE and related IN-AEs).

· An end user accesses a portal to join an IN-CSE. A data subject accesses the portal to subscribe to a service offered by an IN-AE.

PPM

The PPM shall store access control policies based on user’s privacy preference

A MN-CSE uses the PPM as PDP or PRP, so the PPM shall support both PDP and PRP functionalities.
· A PPM portal is a kind of Web site or Web application in the PPM

· An end user accesses a PPM portal to configure the end user’s privacy preference

11.3.2 Management Flow in PPM Architecture

This clause describes the case where an ASN-CSE or MN-CSE stores personal data.

11.3.2.1
Joining an IN-CSE

When a data subject joins an IN-CSE, the data subject configures a privacy preferences using the PPM. A privacy preference explains what kind of data are allowed to be accessed by IN-AEs. Figure 11.3.2.1 illustrates the overview of this process.
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Figure 11.3.2.1 
a data subject joins an IN-CSE

1. A data subject accesses the M2M portal of an IN-CSE.

This process typically uses Web access protocols such as HTTP, HTTPS and so on.

This process is described in clause 11.4.1.2.

2. A data subject configures a privacy preference and registers it on the PPM portal. Then, the PPM shall create access control policies based on it.

A data subject accesses the PPM portal, or the M2M portal redirects the data subject to the PPM portal. This process usesWeb access protocols.

This process is described in clause 11.4.1.2

3. An ASN-CSE or MN-CSE collects and stores data from AE.

11.3.2.2
Subscription to a service by IN-AE

The data subject can subscribe to various kinds of services provided by IN-AEs through the IN-CSE. Service lists are registered on an M2M portal and the data subject can select services to subscribe to. When the data subject subscribes to a service, the data subject needs to accept a privacy policy. In order for the data subject to easily understand this policy, the PPM shall create the customized privacy policy based on the privacy policy provided by the IN-AE and the data subject’s privacy preference. Therefore, the data subject can control personal data and agreement implies understanding of  the privacy policy. Figure 11.3.2.2 shows the overview of this process.
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Figure: 11.3.2.2 
The data subject subscribes to an IN-AE’s service

1. The data subject accesses the portal and select an IN-AE’s service to subscribe.

This process typically uses Web access protocols such as HTTP, HTTPS and so on,

This process is described in clause 11.4.1.1

2. The data subject needs to accept a privacy policy to subscribe to the IN-AE’s service. The PPM shall create the customized privacy policy for each data subject based on the data subject’s privacy preference. It is easy for the data subject to confirm differences between the privacy preference and the privacy policy and to understand what kind of personal data are collected by the IN-AE. After the data subject accepts the privacy policy, the data subject can subscribe to the IN-AE’s service.

The function of creating a customized privacy policy is described in clause 11.4.1.3

3. The PPM shall create or update access control policies using the privacy policy that the data subject accepted.

The function of creating or updating access control policies in the PPM may rely on the authorization mechanisms specified in clauses 7.3 and 7.4. The details of the sysnchronization process are not specified in the present document.
11.3.2.3
Request for personal data to the IN-CSE

If the IN-AE needs personal data to provide the service, the IN-AE requests the data from the IN-CSE. The PPM shall work as either PDP or PRP. 
· If the PPM works as PDP, PEP receives access decision from the PPM and controls the data access using them. Figure 11.3.2.3.1 illustrates the overview of this process. 
· If the PPM works as PRP, PDP retrieves access control policies from the PPM and controls the data access using them. Figure 11.3.2.3.2 illustrates the overview of this process.

A. The PPM works as PDP
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Figure 11.3.2.3.1 Request for personal data to the IN-CSE (the PPM works as PDP)
1. An IN-AE requests personal data from the IN-CSE.

2. PEP in the ASN-CSE or MN-CSE requests “Decision Request” from the PPM. The PPM shall decide to permit/deny access to personal data using access control policies. Then, the PPM shall reply “Decision Response” to the ASN-CSE or MN-CSE.

In this case, the PPM shall provide an interface that enables access control for personal data using the PPM as PDP.

3. If accessing personal data is permitted, PEP accesses the personal data and sends the personal data to the IN-AE as a response.

B. The PPM works as PRP
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Figure: 11.3.2.3.2 Request for personal data to the IN-CSE (the PPM works as PRP)
1. An IN-AE requests personal data from the IN-CSE.

2. PEP in the ASN-CSE or MN-CSE requests “Decision Request” from PDP. PDP requests “Policy Request” from the PPM. The PPM shall collect access control policies about “Policy Request” and send the access control policies as “Policy Response” to PDP in the ASN-CSE or MN-CSE. Then, PDP decides to permit or deny access to the personal data using the access control policies and sends a result as “Decision Response” to PEP.

In this case, the PPM shall provide an interface that enables access control for personal data using the PPM as PRP.

3. If accessing personal data is permitted, PEP accesses the personal data and sends the personal data to the IN-AE as a response.

11.4
Privacy Policy Manager Implementation Models 

11.4.1
 Using Terms and Conditions Mark-up Language 
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Figure: 11.4.1   Privacy Policy Manager Implementation Model   Using Terms and Conditions Mark-up Language 
The above model views the components of the Privacy Policy Manager (PPM) for one end user (#1) and one ASP (Provider 1), arranged as a number of selected/not selected filters in a series of stackable Filter Frames. 

Four mandatory Filter Frames are defined:- 

1. Descriptor Filter Frame 

2. At least one “Provider Terms and Conditions” Filter Frame

3. User Preferences Filter Frame

4. At least one “Presented to user” Filter Frame 

Within each Filter Frame, there are grids representing the Privacy Tags in the Mark-up Language, vertically, and the applications and / or devices, horizontally. 

For the Provider Terms and Condition Filter Frame and User Preferences Filter Frame, each attribute represented by the privacy tag configured as being “selected” or “not selected” for a particular application/device is modelled by “dropping in” an appropriate coloured filter disc.

Discs at the same positions within one or more similarly structured “Presented to user Filter Frames” detect clear paths through the Filter Frame stack.

· Where provider terms and conditions and user preferences are in agreement, these discs turn green. 

· Where the paths are blocked by one or more conflicts, similar detectors turn the discs red.

For example, if the Application Service Provider expects the user to agree to location information to be collected and shared with a 3rd party, then the ASP selects those two attributes (clear discs) If the end user has set a preference that they don’t want location information to be collected and shared, then there will be black discs in the User Preferences Filter Frame and path through the stack will be blocked.

Optional additional Filter Frames may be placed in the stack to “select” or “not select” those same features again by “dropping in” an appropriate coloured filter disc. For example, a country legal mandate may overrule an application Service Provider or end user selection.  The position of these optional Filter Frames determines the precedence, with those at the front overruling those at the back. 

The assumption with this model is that the vast majority of the provider attributes selected by the application Service Provider will not conflict with user preferences and will show green. However, there will be a very large numbers of devices, applications and frequency of software updates, and additions / replacements of devices. While most will not result in a conflict, those that do will be instantly identified by one or more red discs which are only displayed to the end user, thus avoiding the need to constantly read and reread hundreds of pages of detailed T&C’s.

There shall be an instance of this stack for each end user who is registered with the PPM and an instance for each Application Service Provider for which they have subscribed.  However, the Descriptor Filter Frame and optional city/state/country/region Filter Frames may be shared resources for these instances. 

While the description software implementation of this model is outside the scope of this specification, sample code for implementation of the logic is shown in Annex K (informative). 

11.4.1.1 Registration of Application Service Provider Privacy Policy 

1. Optional registration of an application’s Privacy Policy shall be part of the process of obtaining a Registered App‑ID for each application and version and presenting a security certificate to the oneM2M Registration Authority that is used to authenticate the application and version.
2. The ASP shall download an application Terms and Conditions (T&C) import template from the oneM2M App-ID Registry server, if they do not already have the correct application T&C import template.

3. The application T&C import template shall list in numeric order the tags in normative Annex J.
NOTE: The format of the T&C import template is left to implementation, as long as it is able to convey the information specified in Annex J.
4. For each tag in the list, the ASP shall provide a value for all devices and applications in the scope of the application that the ASP is registering in the format defined in normative Annex J
5. The ASP shall process the application T&C import template using their local systems and procedures with input from devices vendors and third parties who provide components of their application to create one or more provider T&C’s 

6. The oneM2M App-ID Registry shall, at a minimum, also provide the ASP with the “descriptors list” in the language of the oneM2M partner to support the ASP in completing the T&C import templates to form the set of Provider T&C for that ASP.

7. The security certificate that was used during the App-ID registration process shall also be used to ensure integrity and protect the completed application T&C import template in subsequent storage and transmission.

8. The oneM2M App-ID Registry shall check the authenticity and integrity of the ASP T&C’s by verifying the signature with the ASP public key certificate during App-ID Registration.
9. Each ASP or software vendor T&C completed shall be associated to the App-ID in the oneM2M App‑ID Registry.
11.4.1.2
Registration of End User Privacy Preferences 

1. When an end user subscribes to a service provided by an application service provider, the end user becomes a data subject, and the data subject downloads or views the end user privacy preferences template from the PPM Portal

2. The template used by the end user to state their privacy preferences shall align with the template used by the Application Service Provider i.e. the tags as listed in normative Annex J shall be displayed in the same order

3. The end user selects and deselects attributes to state their privacy preferences which are then registered on the PPM using the same portal.

11.4.1.3
Creating a customised Privacy Policy for each end user 

1. To make it easy for the data subject to confirm differences between the privacy preference and the privacy policy:

a. If the ASP’s selection of the feature represented by the tag value matches the privacy preference selected by the user for that Application/Device, then the corresponding “presented to user” indicator shall be set to green 

b. If the ASP’s non selection of the feature represented by the tag value matches the privacy preference set by the user for that Application/Device, then the corresponding “presented to user” indicator shall be set to green 

c. If the ASP’s value selected for the feature represented by the tag value matches the privacy preference selected by the user for that Application/Device, then the corresponding “presented to user” indicator shall be set to green 

d. If the ASP’s selection of the feature represented by the tag value does not match the privacy preference selected by the user for that Application/Device, then the corresponding “presented to user” indicator shall be set to red 

e. If the ASP’s non selection of the feature represented by the tag value does not match the privacy preference selected by the user for that Application/Device, then the corresponding “presented to user” indicator shall be set to red

f. If the ASP’s value set for the feature represented by the tag value does not match the privacy preference set by the user for that Application/Device, then the corresponding “presented to user” indicator shall be set to red 

2. The above rules shall be overridden if one or more optional preference profiles are present 

3. The order of precedence shall be 

1. Legal Region 

2. Legal Country 

3. Legal City 

4. Legal State 

5. Parental Control 































































































































�Figure should be editable! 2 changes needed:


Left side “Portal” becomes “M2M Portal”


Right side “Portal” becomes “PPM Portal”


�Need to distinguish “M2M Portal” and “PPM Portal” in this figure as well.
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