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Introduction
This contribution proposes the text for distributed authorization.
-----------------------Start of change 1-------------------------------------------

7.x
Distributed Authorization
7.x.1
Introduction
The authorization components (i.e. PEP, PDP, PRP and PIP) may be distributed in different CSEs. Three virtual resource types are defined for triggering corresponding authorization processes. The resources defined for supporting distributed authorization and related resource procedures are specified in TS-0001 [1].
The virtual resource type <policyDecisionPoint> is used for trigger access control decision making processes (PDP processes), the virtual resource type <policyRetrievalPoint> is used for triggering access control policy retrieving processes (PRP processes), and the virtual resource type <policyInformationPoint> is used for triggering access control information retrieving processes (PIP processes). How the corresponding authorization processes that are bound to these virtual resources are out of scope.

An example of distributed authorization configuration is show in figure 7.x.1-1. 
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Figure 7.x-1. Example of distributed authorization system

The present document specifies the exchanged parameters and associated processing at the Originator CSE and Receiver CSE in the following clauses.
7.x.2
Parameters and Processing between PEP and PDP
This clause specifies the exchanged parameters and associated processing between PEP and PDP. The message flow is shown in figure 7.x.2-1, and described as follows:
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Figure 7.x.2-1. Procedure of obtaining access control decisions in distributed authorization system

1. The Originator sends request to the Hosting CSE. This request may include some authorization information, e.g. Role-IDs, Tokens or Token-IDs.
2. The PEP function in the Hosting CSE intercepts this request, and finds this request shall be evaluated in another CSE. It shall do the following processing:
2.1. The PEP shall obtain the address of a PDP to which an access control decision request shall be sent. How the PEP obtains this address is however out of scope of the present document.
2.2. The PEP shall generate an access control decision request according to the request sent by the Originator. The access control decision request may contain the parameters listed in table 7.x.2-1.
Table 7.x.2-1: Parameters of access control decision request
	Parameter
	Description
	Mandatory/ Optional

	to
	To parameter from the request received by the Hosting CSE
	M

	fr
	From parameter from the request received by the Hosting CSE
	M

	op
	Operation parameter from the request received by the Hosting CSE
	M

	fc
	Filter Criteria parameter from the request received by the Hosting CSE
	O

	roleIDs
	Roles parameter from the request received by the Hosting CSE
	O

	tokens
	Tokens parameter from the request received by the Hosting CSE
	O

	tokenIDs
	Token-IDs parameter from the request received by the Hosting CSE
	O

	rq_loc
	Location of the Originator of the request received by the hosting CSE
	O

	rq_ip
	IP address of the Originator of the request received by the hosting CSE
	O


3. The PEP-CSE shall encapsulate the access control decision request into a Retrieve request as described in clause 8.1.2 of TS-0001 [1]. The Retrieve request shall be sent to the address of the PDP which is represented as a <policyDecisionPoint> virtual resource.
4. The Retrieve request sent by the Hosting CSE shall trigger a PDP process in the PDP-CSE. It shall do the following processing:
4.1. The PDP shall obtain the applicable access control policies according to the to parameter in the access control decision request, either from the privileges attribute of the <accessControlPolicy> resources linked to the requested resource or from a PRP. See the clause 7.3.2.3 for further detail about the interaction with a PRP.
4.2. If Role-IDs and/or Token-IDs are included in the access control decision request, then the PDP shall obtain roles and/or tokens according to the Role-IDs and/or Token-IDs, either directly from role repositories and/or token repositories or through a PIP. See the clause 7.3.2.4 for further detail about the interaction with a PIP.
4.3. The PDP makes an access control decision; see the clause 7.1 “Access Control Mechanism”. The values of access control decision are listed in table 7.x.2-2.
Table 7.x.2-2: Values of access control decision
	Decision
	Description

	Permit
	The requested access is permitted

	Deny
	The requested access is denied


The PDP shall generate an access control decision response that may contain the parameters listed in table 7.x.2-3.
Table 7.x.2-3: Parameters of access control decision response

	Parameter
	Description
	Mandatory/ Optional

	decision
	A code represents authorization decision or what error occurred during evaluation of the decision request; see table 7.x.2-2
	M


5. The PDP-CSE shall encapsulate the access control decision response into a Retrieve response as described in clause 8.1.2 of TS-0001 [1], and send it back to the PEP.
6. According to value of decision in the access control decision response, the Hosting CSE shall do as follows:

· If the decision is “Permit”, the Hosting CSE shall allow the requested access to the target resource as specified in TS-0001 [1].
· Otherwise, if the decision is “Deny”, the Hosting CSE shall deny the request access to the target resource as specified in TS-0001 [1].
7. The Hosting CSE shall respond to the Originator as specified in TS-0001 [1].
7.x.3
Parameters and Processing between PDP and PRP
This clause specifies the exchanged parameters and associated processing between PDP and PRP. The message flow is shown in figure 7.x.3-1, and described as follows:
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Figure 7.x.3-1. Procedure of obtaining access control policies in distributed authorization system

1. The PDP function in the PDP-CSE shall do the following processing:
1.1. The PDP shall obtain the address of a PRP to which an access control policy request shall be sent. How the PDP obtains this address is however out of scope of the present document.
1.2. The PDP shall generate an access control policy request according to the access control decision request sent by the PEP. The access control policy request may contain the parameters listed in table 7.x.3-1.
Table 7.x.3-1: Parameters of access control policy request
	Parameter
	Description
	Mandatory/ Optional

	to
	To parameter from the access control decision request received by the PDP
	M

	fr
	From parameter from the access control decision request received by the PDP
	O


2. The PDP-CSE shall encapsulate the access control policy request into a Retrieve request as described in clause 8.1.2 of TS-0001 [1]. The Retrieve request shall be sent to the address of the PRP which is represented as a <policyRetrievalPoint> virtual resource.
3. The Retrieve request sent by the PDP-CSE shall trigger a PRP process in the PRP-CSE. It shall do the following processing:
· The PRP shall obtain the applicable access control policies according to the To parameter in the access control policy request. There are two ways to obtain access control policies. One way is from the privileges attribute of the <accessControlPolicy> resources linked to the requested resource. The other way is from access control policy repositories that are however out of scope of the present document.
· Format of policy, policy combining algorithm (define default combining algorithm), if policies is empty it means no applicable ACP)
· The PRP shall generate an access control policy response that may contain the parameters listed in table 7.x.3-2. The policy listed in the policies parameter shall contain a set of access control rules which format shall be the same as specified in clause 9.6.2 of TS-0001 [1]. The combiningAlgorithm parameter specifies how to combine evaluation results of the policies listed in the policies parameter. See the clause 7.1 for permitted policy combing algorithms. If no policy combining algorithm is provided, then the default policy combining algorithm "Permit-overrides" shall be applied.
Table 7.x.3-2: Parameters of access control policy response

	Parameter
	Description
	Mandatory/ Optional

	policies
	A set of access control policies, each of them contains a set of access control rules that are used for evaluating requested access
	M

	combiningAlgorithm
	Specifying what algorithm shall be used for combining the evaluation results of policies contained in the policies parameter
	O


4. The PRP-CSE shall encapsulate the access control policy response into a Retrieve response as described in clause 8.1.2 of TS-0001 [1], and send it back to the PDP.
7.x.4
Parameters and Processing between PDP and PIP
This clause specifies the exchanged parameters and associated processing between PDP and PIP. The message flow is shown in figure 7.x.4-1, and described as follows:
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Figure 7.x.4-1. Procedure of obtaining access control information in distributed authorization system

1. The PDP function in the PDP-CSE shall do the following processing:
1.1. The PDP shall obtain the address of a PIP to which an access control information request shall be sent. How the PDP obtains this address is however out of scope of the present document.
1.2. The PDP shall generate an access control information request according to the access control decision request sent by the PEP. The access control policy request may contain the parameters listed in table 7.x.4-1.
Table 7.x.4-1: Parameters of access control information request
	Parameter
	Description
	Mandatory/ Optional

	fr
	from parameter from the access control decision request received by the PDP
	M

	roleIDs
	roleIDs parameter from the request received by the PDP
	O

	tokenIDs
	tokenIDs parameter from the request received by the PDP
	O


2. The PDP-CSE shall encapsulate the access control information request into a Retrieve request as described in clause 8.1.2 of TS-0001 [1]. The Retrieve request shall be sent to the address of the PIP which is represented as a <policyInformationPoint> virtual resource.
3. The Retrieve request sent by the PDP-CSE shall trigger a PIP process in the PIP-CSE. It shall do the following processing:
· The PIP shall retrieve all the <role> resources according to the Role-IDs specified be the roleIDs parameter in the access control information request from role repositories, and put the retrieved role information into the roles parameter that shall be put into the access control information response.
· The PIP shall retrieve all the <token> resources according to the Token-IDs specified be the tokenIDs parameter in the access control information request from token repositories, and put the retrieved token information into the tokens parameter that shall be put into the access control information response.
· The PIP shall generate an access control information response that may contain the parameters listed in table 7.x.4-2.
Table 7.x.4-2: Parameters of access control information response

	Parameter
	Description
	Mandatory/ Optional

	roles
	List of roles described with the attributes of <role> resource type
	O

	tokens
	List of tokens described with the attributes of <token> resource type
	O


4. The PIP-CSE shall encapsulate the access control information response into a Retrieve response as described in clause 8.1.2 of TS-0001 [1], and send it back to the PDP.
-----------------------End of change 1-------------------------------------------
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