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Introduction
On-demand discovery for IPE was agreed at ARC#21 meeting by ARC-2016-0056R02 and the introduction explains how it works:
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Step1: The Originator requests on-demand discovery (filterUsage = onDemandDiscovery, To = <AE> resource, and other filter conditions). The CSE performs normal discovery and find out that there’s no matching result.

Step2: The CSE sends a Notify request to IPE (to his pointOfAddress) including the Filter Criteria contained in step 1 and the Originator ID. The IPE determines if it performs on-demand discovery for the Originator. If the IPE performs on-demand discovery (e.g., AllJoyn network discovery) and gets match results then creates resources to expose them on the CSE. Presumably the IPE set ACPs on the resources for the Originator.

Step3: The IPE delivers the addresses of created resources to the CSE by the Notify response. The CSE checks the addresses given by the IPE and do the ACP checking.

Step3: Return the addresses to the Originator in the Discovery response.
In step2, the yellow highlight captured Originator (of the discovery request) ID is sent to the IPE. However this was not captured in the change request. This CR reflects the missing Originator ID delivery to the IPE which was already explained.

As the reminder, the use of Originator ID of the discovery (step1) by the IPE:

- determines whether it accepts the request and performs external discovery (e.g., AllJoyn discovery)

- configure DISCOVER privilege to the newly created resources (e.g., discovered AllJoyn service resources)

-----------------------Start of change 1-------------------------------------------
8.1.2
Request

· Filter Criteria: optional filter criteria: conditions for filtered retrieve operation are described in table 8.1.2-2. This is used for resource discovery (clause 10.2.6) and general retrieve, update, delete requests (clauses 10.1.2, 10.1.3 and 10.1.4).

Example usage of retrieve requests with filter criteria using modifiedSince condition tag: if a target resource is modified since 12:00 then the Hosting CSE will send a resource representation.
· Discovery Result Type: Optional Discovery result format. This parameter applies to discovery related requests (see filterUsage in table 8.1.2-2 and clause 10.2.6) to indicate the preference of the Originator for the format of returned information in the result of the operation. This parameter shall take on one of the following values reflecting the options in clause 9.3.1:

· Hierarchical  addressing method.

· Non-hierarchical addressing method.

For example if Discovery Result Type is set to Non-hierarchical addressing method, then the request Originator indicates that the discovered resources should be in the form of Non-hierarchical address.

The absence of the parameter implies that the result shall be in the form of a  Hierarchical address.
· Security Info: Optional parameter applicable when then Content contains security parameter (for example, a primitive secured by End-to-End Security of Primitives (ESPrim) or an E2EKey message or a Dynamic Authorization Direct Consultation parameter).
· Token Request Indicator: Optional parameter used to indicate that the Originator supports the Token Request procedure, and the Originator may attempt the Token Request procedure if the Receiver provides a Token Request Information parameter in the response.
· Tokens: Optional parameter used to transport ESData-protected Tokens applicable to the request for use in Indirect Dynamic Authorization.
· Token IDs: Optional parameter used to transport Token-IDs applicable to the request for use in Indirect Dynamic Authorization.
Table 8.1.2-2: Filter Criteria conditions
	Condition tag
	Multiplicity
	Matching condition

	createdBefore
	0..1
	The creationTime attribute of the resource is chronologically before the specified value.

	createdAfter
	0..1
	The creationTime attribute of the resource is chronologically after the specified value.

	modifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically after the specified value.

	unmodifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically before the specified value.

	stateTagSmaller
	0..1
	The stateTag attribute of the resource is smaller than the specified value.

	stateTagBigger
	0..1
	The stateTag attribute of the resource is bigger than the specified value.

	expireBefore
	0..1
	The expirationTime attribute of the resource is chronologically before the specified value.

	expireAfter
	0..1
	The expirationTime attribute of the resource is chronologically after the specified value.

	labels
	0..n
	The labels attributes of the resource matches the specified value.

	resourceType
	0..n
	The resourceType attribute of the resource is the same as the specified value. It also allows differentiating between normal and announced resources.

	sizeAbove
	0..1
	The contentSize attribute of the <contentInstance> resource is equal to or greater than the specified value.

	sizeBelow
	0..1
	The contentSize attribute of the <contentInstance> resource is smaller than the specified value.

	contentType
	0..n
	The  contentInfo attribute of the <contentInstance> resource matches the specified value.

	limit
	0..1
	 The maximum number of resources to be returned in the response. This may be modified by the Hosting CSE. When it is modified, then the new value shall be smaller than the suggested value by the Originator.

	attribute
	0..n
	This is an attribute of resource types (clause 9.6). Therefore, a real tag name is variable and depends on its usage and the value of the attribute can have wild card *. E.g. creator of container resource type can be used as a filter criteria tag as "creator=Sam" , "creator=Sam*" , "creator=*Sam" .

	filterUsage
	0..1
	Indicates how the filter criteria is used. If provided, possible values are ‘discovery’ and ‘IPEOnDemandDiscovery’.
If this parameter is not provided, the Retrieve operation is a generic retrieve operation and the content  of the child resources fitting the filter criteria is returned. 
If filterUsage is’discovery’, the Retrieve operation is for resource discovery (clause 10.2.6), i.e.only the addresses of the child resources are returned.
If filterUsage is ‘IPEOnDemandDiscovery’, the other filter conditions are sent to the IPE as well as the discovery Originator ID. When the IPE successfully generates new resources matching with the conditions, then the resource address(es) shall be returned. This value shall only be valid for the Retrieve request targeting an <AE> resource that represents the IPE.

	semanticsFilter
	0..n
	The semantic description contained in one of the <semanticDescriptor> child resources matches the semanticFilter that shall be specified in the SPARQL query language[5]. Examples for matching semantic filters in SPARQL to semantic descriptions can be found in [i.28].

	filterOperation


	0..1
	Indicates the logical operation (AND/OR) to be used for different conditions. The default value is logical AND.

	contentFilterSyntax
	0..1
	Indicates the Identifier for syntax to be applied for content-based discovery.

	contentFilterQuery
	0..1
	The query string shall be specified when contentFilterSyntax parameter is present.

	level
	0..1
	The maximum level of resource tree that the Hosting CSE shall perform the operation starting from the target resource(i.e., To parameter). This shall only be appiled for Retrieve operation. The level of the target resource itself is zero and the level of the direct children of the target is one.

	offset
	0..1
	The level of the resource tree starting from the target resource.


-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2-------------------------------------------
10.2.6.2
Discovery procedure via Retrieve Operation

This procedure shall be used for the discovery of resources under <CSEBase> that match the provided Filter Criteria parameter. The discovery result shall be returned to the Originator using a successful Response message.

Table 10.2.6.2-1: Discovery procedure via Retrieve Operation
	<resource> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:
For the allowed Result Content parameter options  for Discovery related RETRIEVE see section 8.1.2
To: Address of the root of where the discovery begins 

Filter Criteria: Filter criteria for searching and expected returned result. The filterUsage parameter shall be set in this case.
Discovery Result Type: optional, format of discovery results returned  (see section 8.1.2 for options applicable to Discovery, and how results shall be displayed)

	Processing at Originator before sending Request
	According to clause 10.1.2 with the following:

· Setup the RETRIEVE operation in the Request

· Include the conditions in the filter criterion to limit the scope of the discovery results

· Specify the desired format of returned discovery results

	Processing at Receiver
	According to clause 10.1.2 with the following specific processing:

· Checks the validity of the Request (e.g. format of Filter Criteria)

· Checks if the request is in accordance with the M2M service subscription

· May change the filter criteria according to local policies

· Searches matched resources from the addressed resource hierarchy

· Limits the discovery result according to DISCOVER privileges of the discovered resources

· Limits the discovery result according to the upper limit on the size of the answer

The Hosting CSE shall read the values of all attributes belonging to the addressed resource structure and the references of all sub-resources and it shall build a representation of these. The Hosting CSE shall use the appropriate addressing (see clause 9.3.1) form for each element included in the list in accordance with the incoming request. If Filter Criteria is provided in the request, the Hosting CSE uses it identifying the resources whose attributes match the Filter Criteria. The Hosting CSE shall respond to the Originator with the appropriate list of discovered resources in the Hosting CSE.
If the Filter Criteria includes filterUsage element set to “IPEOnDemandDiscovery”, the target is the <AE> resource and the Hosting CSE has no match from the discovery of existing resources, then the Hosting CSE shall send a NOTIFY request containing the Filter Criteria to the AE(i.e. pointOfAddress of the <AE> resource) and the Originator ID of this discovery request. When the CSE gets the successful NOTIFY response with the resource address(es) which are created under the <AE> resource, then the CSE shall check the DISCOVER privilege and return the address(es) to the Originator. When the CSE gets the unsuccessful NOTIFY response, then the CSE shall send the Response Status Code in the NOTIFY response to the Originator.
The Hosting CSE may modify the Filter Criteria including upper limit provided by the Originator or the discovery results based on the local policies
If the size of the result list is bigger than the upper limit or the scope of discoverable resources, according to the Originator's access control policy or service subscription has been modified by the Hosting CSE, the full list is not returned. Instead, an incomplete list is returned and an indication is added in the response for warning the requestor

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

· Contains the address list of discovered resources expressed in any of the methods depicted in clause 9.3.1. The address list may be empty if no result matching the filter criterion is discovered

· Contains an incomplete list warning if the full list is not returned

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2, with the following:

· The requesting M2M AE or CSE is not registered

· The request contains invalid parameters
· The on-demand discovery was rejected by the requested M2M Application


-----------------------End of change 2---------------------------------------------
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