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Introduction
Following a question asked by WG3-Protocols during TP#22, the WG2-Architecture group was requested to clarify the usage of labels in oneM2M, and also to bring clarification to the expected format of the labels where they are used for a specific purpose (interworking and security).
As a result, the contribution ARC-2016-0193 - Comparison of Use of Labels in IPEs has been compiled to document the current usage of the labels for interworking purposes.

Another usage is in a security context, as defined in TS-0001, step 005b (fifth bullet point), clause 10.1.1.2.2 in TS-0001 v 2.6.0 (page 193):
The following information shall be sent with that CREATE request:

[…]
- The concatenation of the string 'Credential-ID:' and the actual Credential-ID of the Security Association used by the Registree AE - if any - shall be placed into the labels attribute of the <AE Annc> resource. If no noSecurity Association was used by the Registree AE, a value of 'None' shall be used for CredentialID.

The format of the value of the Credential-ID is further defined in TS-0003, clause 10.4, as follows:

The Credential-ID has two parts:
( A type-ID part. The type-ID part is a non-negative integer represented in a sequence of 2 hexadecimal ASCII
characters (0-9, a-f, A-F).
( A value part which contains a globally-unique identifier for the entity’s credential. The value part may use the
Roman alphabet, numerals, ‘.’, ‘_’, ‘-‘, and ‘@’.
The Credential-ID is formed by concatenating the type part, the character ‘-‘ and the value part.

As a result, the following was discussed and agreed in WG2.

The labels attribute is defined in oneM2M to contain meta-information, or description, of the resource it is associated to. The value of the labels attribute is a list of individual labels. How this list is actually represented, and how the individual values for each labels are separated, is defined in TS-0004.

Each and every of the individual labels itself can be:

· Either a standalone label-key, used as a “tag”, that can be used for example for discovery purposes when looking for particular resources that one can “tag” using that label-key

· Either a composite element made of a label-key and a label-value, separated by a special character to be defined in TS-0004. It should be noted here that TS-0001 already assumes that the colon character (Unicode x003A) is used as the separator, so that WG2 would like to request that TS-0004 defines the same character as the separator between a label-key and a label-value.

Label-keys (either standalone or used in association with label-values) shall be allowed to contain a list of characters to be defined in TS-0004. WG2 recommends that the separator between label-keys and label-values (potentially the colon character) is NOT included in that list of allowed characters for label-keys. A label-key itself can consist of several sub-elements, separated by a special character also to be defined in TS-0004. WG2 recommends to WG3 that this separator character between the sub-elements of a label-key be defined by WG3 as the hyphen-minus character (Unicode x002D), because it is already assumed so in TS-0001.
Further, looking at the current usage of labels in TS-0001 and TS-0003, WG2 recommends that the following characters be allowed in a label-key:

· Hyphen-minus (Unicode x002D), as a separator between sub-elements of the label-key: -

· Alphabetical characters, upper case (Unicode x0041 to Unicode x005A): A to Z
· Alphabetical characters, lower case (Unicode x0061 to Unicode x007A): a to z
· Numeric characters (Unicode x0030 to x0039): 0 to 9
· Full stop (Unicode x002E): .
· Low line (Unicode x005F): _
· Commercial At (Unicode x0040)
Label-values shall be allowed to contain a list of characters to be defined in TS-0004. Looking at the current usage of labels in TS-0001 and TS-0003, WG2 recommends that the following characters be allowed in a label-value:

· Hyphen-minus (Unicode x002D): -

· Alphabetical characters, upper case (Unicode x0041 to Unicode x005A): A to Z

· Alphabetical characters, lower case (Unicode x0061 to Unicode x007A): a to z

· Numeric characters (Unicode x0030 to x0039): 0 to 9

· Full stop (Unicode x002E): .

· Low line (Unicode x005F): _
· Commercial At (Unicode x0040)
· Colon (Unicode x003A): :
· Solidus (Unicode x002F): /
· Low line (Unicode x005F): _
· Semicolon (Unicode x003B): ;

WG2 would like to inform WG3 that none of the following space characters are required by TS-0001 or TS-0003: Unicode x0020, x00A0, x200B, x2060, x3000, xFEFF, x0009, x000A, x000B, x000C, x000D.
Change requests to the current ARC specifications (TS-0001, TS-0014, TS-0021, TS-0024) will be brought by WG2 to ensure that the rules spelled here above are actually consistent with the definitions in these specifications.
The current Change Request brings clarification to the usage of labels as described above.
-----------------------Start of change 1-------------------------------------------
9.6.1.3.2
Common attributes

The following attributes are commonly used in multiple, but not all, resource types which are normal, not virtual or announced. Common attributes for announced resource types are independently defined in claused 9.6.26.3.

NOTE:
The list of attributes in table 9.6.1.3.2-1 is not exhaustive.
Table 9.6.1.3.2-1: Common Attributes
	Attribute Name
	Description

	accessControlPolicyIDs
	The attribute contains a list of identifiers  of an <accessControlPolicy> resource. The privileges defined in the <accessControlPolicy> resource that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).

If a resource type does not have an accessControlPolicyIDs attribute definition, then the accessControlPolicyIDs for that resource is governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyIDs attribute definition, or the privileges for access are fixed by the system. Refer to the corresponding resource type definitions and procedures to see how access control is handled in such cases.

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute is not set, or it is set to a value that does not correspond to a valid, existing <accessControlPolicy> resource, or it refers to an <accessControlPolicy> resource that is not reachable (e.g. because it is located on a remote CSE that is offline or not reachable), then the system default access privileges shall apply.

All resources are accessible if and only if the privileges (i.e., shored as privileges or selfPrivileges attribute of <accessControlPolicy> resource) allow it, therefore all resources shall have an associated AccessControlPolicyIDs attribute, either explicitly (setting the attribute in the resource itself) or implicitly (either by using the parent privileges or the system default policies). Which means that the system shall provide a default access privileges in case that the Originator does not provide a specific accessControlPolicyIDs during the creation of the resource.

To update this attribute, a Hosting CSE shall check whether an Originator has Update permission in any selfPrivileges of the <accessControlPolicy> resources which this attribute originally indicates.

	stateTag
	An incremental counter of modification on the resource. When a resource is created, this counter is set to 0, and it will be incremented on every modification of the resource (see notes 1 and 2). The modification also includes direct child resource creation and deletion.


	announceTo
	This attribute may be included in a CREATE or UPDATE Request in which case it contains a list of addresses/CSE-IDs where the resource is to be announced. For the case that CSE-IDs are provided, the announced-to CSE shall decide the location of the announced resources based on the rules described in clause 9.6.26.
For the original resource, this attribute shall only be present if it has been successfully announced to other CSEs. This attribute maintains the list of the resource addresses to the successfully announced resources. Updates on this attribute will trigger new resource announcement or de-announcement.
If announceTo attribute includes resource address(s), the present document does not provide any means for validating these address(s) for announcement purposes. It is the responsibility of the Hosting-CSE referenced by the resource address(s) to validate the access privileges of the originator of the Request that triggers the announcement.

	announcedAttribute
	This attributes shall only be present at the original resource if some Optional Announced (OA) type attributes have been announced to other CSEs. This attribute maintains the list of the announced Optional Attributes (OA type attributes) in the original resource. Updates to this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.

	labels
	Tokens used to add meta-information to resources. 
This attribute is optional.

The value of the labels attribute is a list of individual labels, each of them being:

· Either a standalone label-key, used as a simple “tag”, that can be used for example for discovery purposes when looking for particular resources that one can “tag” using that label-key

· Or a composite element made of a label-key and a label-value, separated by a special character defined in [3]. A label-key itself can consist of several sub-elements, separated by a special character also defined in [3].

The list of allowed characters in a label (and in label-keys and label-values) and separator characters is defined in [3], clause 6.3.3.


	e2ESecurityCapabilities
	Present in a resource representing an AE or CSE. Indicates the end-to-end security capabilities supported by the AE or CSE. May indicate supported end-to-end security frameworks. May also contains a certificate or credential identifier used by the AE or CSE. May include random values for use in end-to-end security protocols. The details of this attributes are described in TS-0003 [2].
This attribute is optional and if not present it means that the represented entity does not support oneM2M end-to-end security procedures.

	dynamicAuthorizationConsultationIDs
	This attribute contains a list of identifiers of <dynamicAuthorizationConsultation> resources. The information defined in a <dynamicAuthorizationConsultation> resource is used by a CSE for initiating consultation-based dynamic authorization requests.

Consultation-based dynamic authorization is only performed for a targeted  resource if and only if it is linked to an enabled <dynamicAuthorizationConsultation>  resource.   

If the attribute is not set or has a value that does not correspond to a valid <dynamicAuthorizationConsultation> resource(s), or it refers to an <dynamicAuthorizationConsultation> resource(s) that is not reachable, then the dynamicAuthorizationConsultationIDs associated with the parent may apply to the child resource if present, or a system default <dynamicAuthorizationConsultation> may apply if present.  



	NOTE 1:
In order to enable detection of overflow, the counter needs to be capable of expressing sufficiently long numbers.
NOTE 2:
This attribute has the scope to allow identifying changes in resources within a time interval that is lower than the one supported by the attribute lastModifiedTime (e.g. less than a second or millisecond). This attribute can also be used to avoid race conditions in case of competing modifications.


-----------------------End of change 1---------------------------------------------
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