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Overview

The oneM2M Technical Plenary would like to thank ETSI SCP for their LS inviting to contribute  requirements for a new Secure Element in the context of their Work Item in SCP(16)000083r1..
The oneM2M specifications consider Secure Element such as UICC as a valuable solution to prevent cloning through tamper resistant storage and processing capabilities in the following contexts:
· IoT devices that are often left unattended by their owners (such as vehicles) and/or are exposed to potential attackers (such as smart meters)
· Equipments that are parts of critical infrastructures and may be subject to specific regulations requiring security certification (e;g. some smart grid or intelligent transport system components).

Regarding UICC, oneM2M is not currently aware of any technical specification from TC SCP that covers eUICC as mentioned in their Work Item, but recommend that it should not be limited to the remote provisioning of Network Access Applications (NAA) such as 3GPP USIM: Use cases are foreseen where a UICC or similar secure platform could be used for M2M Service Layer provisioning only (with oneM2M SM application specified in annex of oneM2M TS-0003). For UICC supporting multiple applications, flexibility should be offered to support reprovisioning of credentials for one application independently of the others. Also note that use cases are foreseen that require simultaneous connections to different networks.
Work on new Secure Element suitable for IoT configurations as outlined in TC SCP Work Item should consider the following factors:

· Facilitate support of the secure element as a crypto engine in high level cryptographic libraries used by common developers that are not security experts

· Secure element need to accommodate a huge diversity of host platforms (device processors / communication modules integration), implying flexibility in terms of physical interfaces and non removability due to embedding / integration.
· Ability to remotely update credentials and algorithms in the Secure Element to cope with long product lifetime (implying possible change of owner or service provider)

· A single secure element in a device should be able to serve multiple stakeholders (Network operator, Service platform provider, specialized vertical application providers) that do not necessarily trust each other (possible involvement of a trusted third party for security administration)

· Ability to support PKI deployments rather than just pre-shared symmetric keys

· Exposure of low level security services (e.g. secure storage, key generation, signature, encryption) to applications on hosting platforms 
In this context, oneM2M would like to inform TC SCP of their Work Item WI-0021 ( http://ftp.onem2m.org/Work%20Programme/WI-0021/WI-0021-Secure_Environment_Abstraction-V1_3_0.DOC ) “Secure Environment Abstraction” now scheduled for Release 3, expected to specify a RESTful API enabling device applications to access security services provided by a “secure environment”, which could be implemented as a Secure Element as specified by TC SCP. The draft deliverable for this Work Item, TS-0016 ( http://ftp.onem2m.org/Work%20Programme/WI-0021/TS-0016-Secure_Environment_Abstraction-V0_3_0.ZIP ), though still in early stage, already gives an idea of the security services expected to be exposed by a oneM2M “secure environment”.
TC SCP is welcome to consider oneM2M Use Case Collection Technical Report, TR-0001, and Requirements Technical Specification, TS-0002 (available with other oneM2M specifications at http://www.onem2m.org/technical/latest-drafts ), as a source of further insights on foreseen M2M and IoT services.
oneM2M looks forward to further fruitful cooperation with TC SCP on the above matters.
Action

oneM2M would like to request ETSI TC SCP to consider the recommendations in this liaison statement when developing their requirements.

Next Meeting Dates

July 18-22 2016 in Montreal
October 17-21 2016 in Europe
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