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Introduction
This CR extracts text from SEC-2016-0071R01 which defines Derivation of Usage-Constrained Symmetric Keys from Enrolment Key, required for Remote Provisioning of symmetric keys.  This text has not changed since SEC-2016-0071.
-----------------------Start of change 1--------------------------------

10.3.x
Derivation of Usage-Constrained Symmetric Keys from Enrolment Key

This clause describes the details when generating a usage-constrained symmetric key from an Enrolment Key (Ke) in Remote Security Provisioning Frameworks.

The following information shall be used:

· The value of the Enrolment Key (Ke).

· The Security Usage Identifier (SUID) applicable for the usage of the symmetric key. 

· Enrolee Target’s Identifier (Enrolment-Target-ID), which is an FQDN which shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20]. 
· If the Enrolment Target is a CSE or AE, then the FQDN representation of the Absolute CSE-ID or Absolute AE-ID shall be used.
The value of the usage-constrained symmetric key shall be generated as:

· HMAC-SHA-256(Ke, "oneM2M Enrolment Key to Usage-Constrained Symmetric Key derivation" || SUID || Enrolment-Target-ID);

where HMAC-SHA-256 is defined in IETF RFC 2104 [33].
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