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Introduction
This CR provides the stage 3 details for ESData, for both XML and JSON-based object security technology.
R01: Table 8.5.3.2-4: “alg” is incorrect. It is replaced with “enc”.
-----------------------Start of change 1-------------------------------------------

8.5.3
End-to-End Security of Data (ESData) Protocol Details

8.5.3.1
Introduction

The End-to-End Security of Primitives (ESData) security classes support protocols shown in Table 8.5.3.1-1

Table 8.5.3.1-1: ESData Security Classes, and mapping to XML-based and JSON-Based security protocols

	ESData Security Class
	XML-Based
	JOSE: JSON-Based Secueity

	Encryption only
	XML-ENC applied to ESData payload
	JWE applied to ESData payload

	Signature only
	XML-SIG applied to ESData payload
	JWS applied to ESData payload

	Nested-Sign-then-Encrypt


	XML-SIG applied to ESData payload, with XML-ENC applied to the result.
	JWS applied to ESData payload, with JWE applied to the result.


The JOSE option allows a flexible JSON Serializations in addition to less flexible Compact Serializations (which are also URI safe). So there are three serialization options: XML, JWE/JWS using JSON Serialization and JWE/JWS using Compact Serializations.

8.5.3.2
Encryption-Only ESData Security Class Protocol Details

To maintain consistency, key management algorithms are provided which are available in both XML-ENC [XML-ENC] and JSON Web Encryption (JWE) [RFC7516]:

· Direct Encryption.
· AES Key Wrap, using 128-bit, 256-bit keys.

· RSA-OAEP with MGF1 with SHA256. 

· Elliptic Curve Diffie-Hellman (ECDH) Key Agreement in Ephemeral-Static Mode using AES-Key Wrap.
Table 8.5.3.2-1 identifies the key management algorithms that are supported in XML-Encryption for the Encryption-only ESData Security Class. 

Table 8.5.3.2-1: Key management algorithms that are supported in XML-Encryption for Encryption-only ESData Security Class
	Key Management
	Algorithm
	<xenc:EncryptionMethod Algorithm="..”> for encrypting the key
	Other parameters

	Direction Encryption
	n/a
	n/a
	<ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> <ds:KeyName>John Smith</ds:KeyName>

	Symmetric Key Wrap
	AES Key Wrap, with
	128-bit key
	http://www.w3.org/2001/04/xmlenc#kwaes128
	

	
	
	192-bit key
	http://www.w3.org/2001/04/xmlenc#kwaes192
	

	
	
	256-bit key
	http://www.w3.org/2001/04/xmlenc#kwaes256
	

	RSA
	RSA-OAEP with MFG1 and SHA-256
	http://www.w3.org/2009/xmlenc11#rsa-oaep
	<xenc11:MGF Algorithm="http://www.w3.org/2009/xmlenc11#mgf1sha256>

	ECDH Key Agreement
	ECDH-ES with AES Key Wrap
	128-bit key
	http://www.w3.org/2001/04/xmlenc#kwaes128
	<xenc:AgreementMethod Algorithm=”http://www.w3.org/2009/xmlenc11#ECDH‐ES”>

	
	
	192-bit key
	http://www.w3.org/2001/04/xmlenc#kwaes192
	

	
	
	256-bit key
	http://www.w3.org/2001/04/xmlenc#kwaes256
	


Table 8.5.3.2-2 identifies the payload encryption algorithms that are supported in XML-Encryption for the Encryption-only ESData Security Class. 

Table 8.5.3.2-2: Payload encryption algorithms that are supported in XML-Encryption for Encryption-only ESData Security Class
	Payload Encryption Algorithm
	<EncryptionMethod Algorithm="..”>

	AES GCM with 
	128-bit key
	http://www.w3.org/2009/xmlenc11#aes128gcm

	
	192-bit key
	http://www.w3.org/2009/xmlenc11#aes192gcm

	
	256-bit key
	http://www.w3.org/2009/xmlenc11#aes256gcm


The output generated by XML-Encryption is serialized as an XML object. The XML-Encryption object may be transported “plain” – with no encoding, or may be encoded in base64. 

Table 8.5.3.2-3 identifies the key management algorithms that are supported in JWE for the Encryption-only ESData Security Class. 

Table 8.5.3.2-3: Key management algorithms that are supported in JSON Web Encryption (JWE) for Encryption-only ESData Security Class
	Key Management
	Algorithm
	“alg”:”..”

	Direction Encryption
	n/a
	
	dir

	Symmetric Key Wrap
	AES Key Wrap, with
	128-bit key
	A128KW

	
	
	192-bit key
	A192KW

	
	
	256-bit key
	A256KW

	RSA
	RSA-OAEP with MFG1 and SHA-256
	“alg”: “RSA-OAEP-256”

	ECDH Key Agreement
	ECDH-ES with AES Key Wrap
	128-bit key
	ECDH-ES+A128KW

	
	
	192-bit key
	ECDH-ES+A192KW

	
	
	256-bit key
	ECDH-ES+A256KW


Table 8.5.3.2-4 identifies the payload algorithms that are supported in JWE for the Encryption-only ESData Security Class. 

Table 8.5.3.2-4: Payload encryption algorithms that are supported in JSON Web Encryption (JWE) for Encryption-only ESData Security Class

	Payload Encryption Algorithm
	“enc”:"..”

	AES GCM with 
	128-bit key
	A128GCM

	
	192-bit key
	A192GCM

	
	256-bit key
	A256GCM


The output generated by JWE conforms to either the JWE JSON Serialization or a URI-safe JWE Compact Serialization. The JWE JSON Serialization may be transported “plain” – with no encoding, or may be encoded in base64. TS-0004 [4] defines the datatype m2m:e2eCompactJWE for the JWE Compact Serialization.

8.5.3.3
Signature-Only ESData Security Class Protocol Details

To maintain consistency, signature types are provided which are available in both XML-Signature [XML-SIG] and JSON Web Signature (JWS) [RFC7515].

· HMAC using SHA-256, SHA-384 or SHA-512

· RSA signature using PKCS1-v1.5 and  MGF1with  SHA-256, SHA-384 or SHA-512

· ECDSA signature using P-256, P-384 or P-512 with SHA-256, SHA-284 or SHA-512 respectively.

Table 8.5.3.3-1 identifies the algorithms that are supported in XML-SIG for Signature-only ESData Security Class. 

Table 8.5.3.3-1: Algorithms that are supported in XML-Signature for Signature-only ESData Security Class
	Signature Type
	Algorithm
	<SignatureMethod Algorithm="..”>

	HMAC
	SHA-256
	http://www.w3.org/2001/04/xmldsigmore#hmacsha256

	
	SHA-384
	http://www.w3.org/2001/04/xmldsigmore#hmacsha384

	
	SHA-512
	http://www.w3.org/2001/04/xmldsigmore#hmacsha512

	RSA
	RSA PKCS1-v1.5 and MGF1 with:
	SHA-256
	http://www.w3.org/2001/04/xmldsigmore#rsasha256

	
	
	SHA-384
	http://www.w3.org/2001/04/xmldsigmore#rsasha384

	
	
	SHA-512
	http://www.w3.org/2001/04/xmldsigmore#rsasha512

	ECDSA
	P-256 and SHA-256
	http://www.w3.org/2001/04/xmldsigmore#ecdsasha256

	
	P-384and SHA-384
	http://www.w3.org/2001/04/xmldsigmore#ecdsasha384

	
	P-512 and SHA-512
	http://www.w3.org/2001/04/xmldsigmore#ecdsasha512


The XML-Signature object may be transported “plain” – with no encoding, or may be encoded in base64. 

Table 8.5.3.3-2 identifies the algorithms that are supported in JWS for Signature-only ESData Security Class. 

Table 8.5.3.3-2: Algorithms that are supported in JSON Web Signature (JWS) for Signature-only ESData Security Class
	Signature Type
	Algorithm
	“alg”:"..”

	HMAC
	SHA-256
	HS256

	
	SHA-384
	HS384

	
	SHA-512
	HS512

	RSA
	RSA PKCS1-v1.5 and MGF1 with:
	SHA-256
	RS256

	
	
	SHA-384
	RS384

	
	
	SHA-512
	RS512

	ECDSA
	P-256 and SHA-256
	ES256

	
	P-384and SHA-384
	ES384

	
	P-512 and SHA-512
	ES512


The output generated by JWS conforms to either the JWS JSON Serialization or a URI-safe JWS Compact Serialization. The JWS JSON Serialization may be transported “plain” – with no encoding, or may be encoded in base64. TS-0004 [4] defines the datatype m2m:e2eCompactJWS for the JWS Compact Serialization.

8.5.3.4
Nested-Sign-then-Encrypt ESData Security Class Protocol Details

The high level steps for the Nested-Sign-then-Encrypt ESData Security Class are described in clause 8.5.2.4. The inner Envelope shall be generated and processed according to one or more RSA or ECDSA signature types specified in clause 8.5.3.4. The inner Envelope shall be generated and processed according to one or more any combination of key management algorithms specified in clause 8.5.3.3. 

------------End of change 1  -------------

------------Add the following normative references to clause 2.1  -------------

 [XML-SIGv11]
W3C Recommendation “XML Signature Syntax and Processing v1.1”, 2013, http://www.w3.org/TR/xmlenc-core1/  

[RFC7515]
IETF RFC 7515: “JSON Web Signature (JWS)”, 2015
 [RFC7518]
IETF RFC 7518: “JSON Web Algorithms (JWA)”, 2015
------------End of changes  to clause 2.1  -------------
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