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8.4.3
End-to-End Security of Primitives (ESPrim) Protocol Details

8.4.3.1
End-to-End Security of Primitives (ESPrim) Parameter Definitions

8.4.3.1.1
originatorESPrimRandObject parameter definition

The structure of the originator2ERandObject parameter is shown in Table 8.4.3.1.1-1. This parameter is used in establishing sessionESPrimKey as part of End-to-End Security of Primitives (ESPrim), described in clause 8.4.2. The data type of the originatorESPrimRandObject parameter is specified in clause oneM2m TS-0004 [4].

Table 8.4.3.1.1-1: Structure of the originatorESPrimRandObject parameter
	Element Path
	Multiplicity
	Description

	esprimRandID
	1
	An identifier for the originatorESPrimRandObject, assigned by the CSE or AE generating the originatorESPrimRandObject

	esprimRandValue
	1
	A 128-bit randomly-generated value.

	esprimRandExpiry
	1
	Time when the originatorESPrimRandObject expires

	esprimKeyGenAlgID
	1
	The enumerated identifier of the algorithm selected for sessionESPrimKey generation by the CSE or AE generating the originatorESPrimRandObject

	esprimProtocolAndAlgIDs
	1
	A list of enumerated identifiers for AEAD Algorithms supported by the CSE or AE generating the originatorESPrimRandObject


8.4.3.1.2
receiverESPrimRandObject parameter definition

The structure of the receiver2ERandObject parameter is shown in Table 8.4.3.1.2-1. This parameter is used in establishing sessionESPrimKey as part of End-to-End Security of Primitives (ESPrim), described in clause 8.4.2. The data type of the receiverESPrimRandObject parameter is specified in oneM2m TS-0004 [4].

Table 8.4.3.1.2-1: Structure of the receiverESPrimRandObject parameter
	Element Path
	Multiplicity
	Description

	esprimRandID
	1
	An identifier for the receiverESPrimRandObject, assigned by the CSE or AE generating the receiverESPrimRandObject

	esprimRandValue
	1
	A 128-bit randomly-generated value.

	esprimRandExpiry
	1
	Time when the receiverESPrimRandObject expires.

	esprimKeyGenAlgIDs
	1
	A list of enumerated identifiers for algorithms supported for sessionESPrimKey generation by the CSE or AE generating the receiverESPrimRandObject

	esprimProtocolAndAlgIDs
	1
	A list of enumerated identifiers for AEAD Algorithms supported by the CSE or AE generating the receiverESPrimRandObject


8.4.3.2
ESPrim Object formatting and processing using the JWE Compact Serialization

Background: JSON Web Encryption (JWE) specified in RFC 7516 [RFC7516], provides a simple format for encrypting any data object.  Two JWE serializations are provided: a compact, URI-safe serialization, and a JSON serialization.

The JW End-to-End Security of Primitives (ESPrim)E Compact Serialization uses a small amount of JSON serialize a few parameters, but the necessary formatting and parsing can be easily encoded without generic tools for formatting or parsing JSON. 

In the JWE Compact Serialization, a JWE is represented as the concatenation of five JWE parameters:
BASE64URL(UTF8(JWE Protected Header)) || ’.’ ||

BASE64URL(JWE Encrypted Key) || ’.’ ||

BASE64URL(JWE Initialization Vector) || ’.’ ||

BASE64URL(JWE Ciphertext) || ’.’ ||

BASE64URL(JWE Authentication Tag) 

where BASE64URL(OCTETS) denotes the base64url encoding of OCTETS, per section 2 of the JSON Web Signature specification RFC 7515 [RFC7515].

NOTE: 
If OCTETS is an empty octet sequence, then RFC 7515 [RFC7515] defines BASE64URL(OCTETS) to be the empty string.

NOTE: 
The JWE Compact Serialization is not as flexible as the JWE JSON serialization, however the JWE compact serialization provides sufficient flexibility for ESPrim Objects. Moreover ease of formatting and parsing JWE Compact Serialization provides a simple solution for both XML and JSON representations of primitives

JWE Parameter definitions for ESPrim: Table 8.4.3.2-1, specifies these values of the five JWE parameters when the JWE Compact Serialization

Table 8.4.3.2-1: JWE Components used in ESPrim Objects 
	JWE value
	element type
	Empty
	Component Content

	JWE Protected Header
	JSON
	Never
	See Table 8.4.3.2-2 JWE Protected Header Parameters

	JWE Encryption Key
	Binary value
	Always
	This value is empty for the key management mode used for ESPrim

	JWE Initialization Vector
	Binary value
	Conditional
	As per RFC 7516 [RFC7516]

	JWE Ciphertext
	Binary value
	Never
	

	JWE Authentication Tag
	Binary value
	Conditional
	

	NOTE: whether these components are empty or not is conditional on the algorithm selected for encryption.


Table 8.4.3.2-2 “JWE Protected Header Parameters” describes the parameters in the JWE Protected Header when using JWE for ESPRrim. 

Table 8.4.3.2-2: JWE Protected Header Parameters
	Element path
	Multiplicity for ESPrim
	Purpose
	Specification of element
	Description of assigned value

	“alg”
	1
	Key management mode
	[RFC7516]
	“dir” indicating Direct Encryption.

	“enc”
	1
	Encryption Algorithm
	
	The options available here are the same as for ESData use of JWE. See clause 8.7.3 “ESData Protocol Details”

	“kid”
	1
	Key identifier
	[RFC7516]
	Identifier for pairwiseESPrimKey

	“cty”
	0..1
	Media type of the secured Content
	[RFC7516]
	Dictated by the serialization of the primitive (XML or JSON) selected by the Originator.

	“ori”
	1
	Identify originators input to session key generation 
	Clause 8.4.3.1.1
	esprimRandID of the originatorESPrimRandObject used to generate sessionESPrimKey for this ESPrim Object.

	“rri”
	1
	Identify receiver’s input to session key generation
	Clause 8.4.3.1.2
	esprimRandID of the receiverESPrimRandObject used to generate sessionESPrimKey for this ESPrim Object.

	“oro”
	0..1
	originatorESPrimRandObject 
	Clause 8.4.3.1.1 using JSON serialization
	JSON representation of an originatorESPrimRandObject generated by the Originator. Sent only by the Originator. 

	“rro”
	0..1
	receiverESPrimRandObject
	Clause 8.4.3.1.2 using JSON serialization
	JSON representation of an receiverESPrimRandObject generated by the Receiver. Sent only by the Receiver.


The following text provides further explanation of the parameters in the JWE Protected Header when using JWE for ESPRrim.

Recall that an ESPrim Object is formed by encrypting the inner primitive using the symmetric key sessionESPrimKey. The generation of sessionESPrimKey from a pairwiseESPrimKey, originatorESPrimRandObject and receiverESPrimRandObject is separate from the key management available through JWE – from the perpective of JWE, sessionESPrimKey is simply a secret symmetric key value shared between Originator and Receiver. JWE uses the Direct Encryption key management mode in this scenario. The JWE serialization will be required to transport the pairwiseESPrimKey identifier, the esprimRandIDs of the originatorESPrimRandObject identifier, and optionally a receiverESPrimRandObject or originatorESPrimRandObject  so that the Originator and Receiver can generate the correct sessionESPrimKey. 

· The “alg” (Algorithm) JWE header parameter [RFC7516] shall be set to the value of “dir” to indicate Direct Encryption key management mode.

· The “enc” (Encryption Algorithm) JWE header parameter [RFC7516] may be selected by the sender of the ESPrimObject. The encryption algorithm shall agrees with the esprimProtocolAndAlgIDs in identified originatorESPrimRandObject and the esprimProtocolAndAlgIDs in the identified receiverESPrimRandObject.

· The “kid” (Key ID) JWE header parameter [RFC7516] shall be set to the pairwiseESPrimKey identifier.

· The “cty” shall identify the media type of the representation (JSON or XML) of the inner primitive. 

· The esprimRandIDs of the originatorESPrimRandObject and receiverESPrimRandObject shall be communicated in the “ori” (Originator Rand ID) and “rri” (Receiver Rand ID) parameters included in the JWE Protected header. These parameters are specific to oneM2M and shall conform to the definition of the esprimRandID in clauses 8.4.3.1.2 and  8.4.3.1.2.

· The originator may include a originatorESPrimRandObject in an “oro” (Originator Rand Object) parameter – either at the beginning of an ESPrim session or to refresh the session keys “in-band” during an existing ESPrim session. In the former case, “ori” shall match the esprimRandID in the originatorESPrimRandObject, but this restriction does not apply in the latter case. This parameter is defined in clauses 8.4.2 and 8.4.3.1.1, and the JSON representation shall be used. 

· The receiver may include a receiverESPrimRandObject in an “rro” (Receiver Rand Object) – either at the to refresh the session keys “in-band” during an existing ESPrim session. This parameter is defined in clauses 8.4.2 and 8.4.3.1.1, and the JSON representation shall be used. 
Forming an ESPrim Object: The inner primitive representation shall be encrypted as specified for message encryption in [RFC7516], with the following clarification

1. The JWE Protected Header shall be composed as described above. 

1.1. The Content Encryption Key (CEK) shall be the sessionESPrimKey generated using the pairwiseESPrimKey, originatorESPrimRandObject and receiverESPrimRandObject identified in the JWE Protected Header.
2. The plaintext shall be the inner primitive representation.

3. The JWE Initialization Vector, JWE Ciphertext and JWE Authentication Tag shall be generated from the Protected JWE Header, the plaintext and CEK as specified in RFC 7516 [RFC7516], according to the identified encryption algorithm

4. The JWE Compact Serialization shall be composed from the JWE parameters.

The ESPrim Object is the JWE Compact Serialization.
Processing an ESPrim Object: The JWE Compact Serialization shall be processed as specified for message decryption in [RFC7516], with the following clarification

1.  The JWE Protected Header shall be composed as described above.

1.1. If originatorESPrimRandObject or receiverESPrimRandObject is included, then these shall be recorded. 

1.2. The Content Encryption Key (CEK) shall be the sessionESPrimKey generated using the pairwiseESPrimKey, originatorESPrimRandObject and receiverESPrimRandObject identified in the JWE Protected Header. The generation of SessionESPrimKey is specified in clause 8.4.2. 

2. The plaintext shall be generated from the JWE Initialization Vector, JWE Ciphertext, JWE Authentication Tag  and CEK as specified in RFC 7516 [RFC7516], according to the identified encryption algorithm. 
-----------------------End of change 1-------------------------------------------






· 
· 


	
	
	
	

	
	
	
	








	
	
	

	
	
	

	






	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	








	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	





	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



------------Add the following normative references to clause 2.1  -------------


[RFC7516]
IETF RFC 7516: “JSON Web Encryption (JWE)”, 2015
[RFC7518]
IETF RFC 7518: “JSON Web Algorithms (JWA)”, 2015
------------End of changes  to clause 2.1  -------------
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