	Doc# SEC-2016-0096R02-CR_TS-0003_R2_Defining_E2E_parameters_and_attributes
Change Request
	[image: image1.png]






	


	CHANGE REQUEST

	Meeting:*
	SEC 23

	Source:*
	Phil Hawkes, Qualcomm, phawkes@qti.qualcomm.com
Wolfgang Granzow, Qualcomm, wgranzow@qti.qualcomm.com 

Josef Blanz, Qualcomm, jblanz@qti.qualcomm.com

	Date:*
	2016-05-16

	Contact:*
	As above

	Reason for Change/s:*
	Provides structure of e2eSecInfo  resource attribute

	CR  against:  Release*
	2

	CR  against:  WI*
	 FORMCHECKBOX 
 Active WI-0016
 FORMCHECKBOX 
 MNT Maintenance / < Work Item number(optional)>
 FORMCHECKBOX 
 STE Small Technical Enhancements / < Work Item number (optional)>
Only ONE of the above shall be ticked

	CR  against:  TS/TR*
	TS-0003 and 2.0.1

	Clauses/Sub Clauses*
	New 8.4.3.1.3

	Type of change: *
	 FORMCHECKBOX 
 Editorial change
 FORMCHECKBOX 
 Bug Fix or Correction
 FORMCHECKBOX 
 Change to existing feature or functionality
 FORMCHECKBOX 
 New feature or functionality
Only ONE of the above shall be ticked

	Post Freeze checking:*
	This CR contains only essential changes and corrections?  YES  FORMCHECKBOX 
  NO  FORMCHECKBOX 

This CR may break backwards compatibility with the last approved version of the TS?       YES 
  NO 
This CR is a mirror CR? YES  FORMCHECKBOX 
  if YES, please indicate the document number of the original CR: <Document Number) : NO  FORMCHECKBOX 
  


	Template Version:27 May 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

Introduction
This CR defines parameters and attributes used in End-to-End security frameworks. All changes are clarifications of existing features. This CR references a recently approved SEC-2016-0099R02 “CR TS-0003 R2 ESPrim Stage 3”.
R00 Changes (with R01 changes shown inline):

· parameter definitions

·  receiverE2ERandObject (R01: this was moved to SEC-2016-0099R02).
· originator2ERandObject  (R01: this was moved to SEC-2016-0099R02).
· The e2eSecInfo attribute occurs in the <CSEBase>, <remoteCSE> and <AE> resource types. TS-0001 (R2) says that the e2eSecInfo attribute is described in TS-0003. This CR provides the TS-0003 text describing e2eSecInfo 

-----------------------Start of change 2-------------------------------------------

8.4.3.1.3
e2eSecInfo resource attribute definition

The e2eSecInfo attribute occurs in the <CSEBase>, <remoteCSE> and <AE> resource types. The structure of the e2eSecInfo resource attribute is shown in Table 8.4.3.1.3-1. This parameter is used in establishing sessionESPrimKey as part of End-to-End Security of Primitives (ESPrim), described in clause 8.4.2. The data types are specified in TS-0004 [4].

Table 8.4.3.1.3-1: Structure of the e2eSecInfo attribute
	Element Path
	Multiplicity
	Description

	supportedE2ESecurityFeatures
	1
	A list of Security Usage Identifiers (SUIDs) for the End-to-End Security Features supported by the CSE or AE associated with the <CSEBase>, <remoteCSE> or <AE> resource containing the e2eSecInfo resource attribute.

	e2ECertificates
	0..1
	A list of certificates associated with the CSE or AE associated with the <CSEBase>, <remoteCSE> or <AE> resource containing the e2eSecInfo resource attribute.

	sharedReceiverE2ERandObject
	0..1
	A receiverE2ERandObject parameter (see clause 8.4.3.1.2) generated by the CSE or AE associated with the <CSEBase>, <remoteCSE> or <AE> resource containing the e2eSecInfo resource attribute.


-----------------------End of change 2-------------------------------------------
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