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Introduction
This CR extracts text from SEC-2016-0071R01 which defines the Certificate Enrolment Procedure call flow in a new clause 8.3.3.1. This text has not changed since SEC-2016-0071.
R01 to R02 delta

· Changed editor’s note

· Removed definitions and abbreviations which were duplicated from another CR.
-----------------------Start of change 1 ----------------------------------------

8.3.3
Common Remote Security Provisioning Framework Procedures

8.3.3.1
Certificate Enrolment Procedure call flow
Pre-Conditions:

· The Enrolee and MEF have successfully established a TLS session. 
· The M2M Enrolment Function has instructed the Enrolee to perform Certificate Enrolment.
Procedure Description:
Editor’s note: the call flow may differ depending on the choice of protocol, and is subject to change.
1. The Enrolee shall request the set of trust anchor CA certificates

2. The MEF shall respond with a set of trust anchor CA certificates.

3. The Enrolee installs the trust anchor CA certificates.

4. The Enrolee shall request Certificate Signing Request (CSR) attributes from the MEF. 

5. The MEF shall respond with the set of required CSR attributes, which shall include a challengePassword used. The CSR attributes may include identifiers.

6. The Enrolee shall generate a public/private key pair of suitable key length.

7. The Enrolee shall send a request with the required CSR attributes, including the challengePassword (to verify proof-of-possession of the public key), requested identifiers and EKU(s).

8. The MEF shall validate the challenge, identifiers, and EKU(s).

9. The MEF shall forward the CSR to the Certificate Authority (CA). The MEF may request the CA to add 
a. Extended key usage (EKU) OID(s) of the security usage identifiers (SUIDs) for which the provisioned certificate may be used, or 

b. Identifiers in addition to those already in the CSR.

10. The CA shall issue the requested certificate.

11. The CA delivers the certificate to the MEF.

12. The MEF sends the certificate to the Enrolee in the response.

13. The Enrolee installs the certificate and associates it with the generated private key.

-----------------------End of change 2 -------------------------------------------
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