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Introduction
This contribution proposes the procedure of token evaluation.
-----------------------Start of change 1-------------------------------------------

7.3.2.5
Token Evaluation
The generic process of evaluating a token can be described as follows:

1. Token security validation: Depending on the security mechanism used by a token, the validation may be:
· verifying signed token, 

· decrypting encrypted token or

· decrypting and verifying signed and encrypted token.
After passing the token security validation, the plain text of the token can be used for further validation.
2. Token content validation: Depending on the content contained in the token, the validation may check:
· if the identity of the Originator equal to the token holder specified in the holder data field;
· if the token issuer specified in the issuer data field is valid;
· if this token is not expired according to the notBefore and notAfter data fields;
· if the identifier of the Hosting CSE is in the CSE-ID list specified by the audience data field. (In case the audience data field is not empty),
After passing the token content validation, the permissions associated to this token shall be used for access control.
3. Token permissions evaluation: Checking the permission element in the permission list one by one until the access request is permitted by one of the permissions or end of the list. For each permission in the list of the permissions the evaluation shall be done as follows:
1) Checking resourceIDs element. If it is present, then the authorization information described in privileges and/or roleIDs elements shall apply only to the resources specified by this element. If the privileges element is present, then this element shall be present.
2) If the privileges element is present, the access control rules held in this element shall be used as applicable access control policy in the current access control decision making process.
3) If the roleIDs element is present, the Role-IDs held in this element shall be used as valid roles in the current access control decision making process.
-----------------------End of change 1-------------------------------------------
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