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Introduction
oneM2M TS-0001 defines the <accessControlPolicy> resource for access control to specific resources on oneM2M resource tree. It is comprised of privileges and selfPrivileges attributes which represent a set of access control rules defining which entities (defined by accessControlOriginators) have the privilege to perform  certain operations (defined by accessContolOperations) within specified contexts (defined by accessControlContexts) and are used by the CSEs in making access decision to specific resources. For an oneM2M resource that is not of <accessControlPolicy> resource type, the common attribute accessControlPolicyIDs for such resources contains a list of identifiers which link that resource to <accessControlPolicy> resources. The CSE access decision for such a resource shall follow the evaluation of the set of access control rules expressed by the privileges attributes defined in the associated <accessControlPolicy> resources. 
oneM2M TS-0001 also defines the <semanticDescriptor> resource for adding semantic information to specific resources. The <semanticDescriptor> has descriptor attribute which stores a semantic description pertaining to the parent resource of <semanticDescriptor> and potentially sub-resources of the parent resource. Such a description shall be according to subject-predicate-object triples as defined in the RDF graph-based data model. Although the accessControlPolicyIDs provides access control for the <semanticDescriptor> resource itself, this accessControlPolicyIDs attribute can not be directly leveraged for control accesses to specific triples as described in descriptor attribute when those triples are stored in a Semantic Graph Store (i.e. not on the oneM2M resource tree) for supporting semantic-specific processing, such as semantic query, etc. 

For example, as described in oneM2M TR-0007, when semantic queries (and/or semantic discovery) are conducted, SPARQL operations as a part of semantic queries will be enforced and executed over the Semantic Graph Store where semantic triples extracted from all or related <semanticDescriptor> resources are stored. 
Since <accessControlPolicy> is mainly associated with or defined for oneM2M resources for supporting resource-oriented processing (e.g. CRUD operations), there is no access control to triples when executing SPARQL over the Semantic Graph Store because each triple in the Semantic Graph Store has not been associated with any access control policies (ACP). In other words, how to control the access to a centralized Semantic Graph Store and how to manage the access control policies for Semantic Graph Store efficiently are still to be solved. Section 8.5.7 in oneM2M TR-0007 has described several high-level options to address this issue. For example, Figure 8.5.7.1-2 in TR-0007 shows a typical semantics driven scheme for semantic web scenarios. Semantic queries may be conducted in the semantic layer with the return of the URI or URL of the data resources in the data layer. Semantic resource discovery may also be realized with the return of the data resources in the data layer via proper mapping between these two layers. The triples in the semantic layer are associated with their specific ACPs. A data resource in the data layer is addressed by a triple (e.g. via its URI or URL) associated with an ACP. 
This contribution gives details on how to implement access control for the Semantic Graph Store in the semantic layer and leverage ontologies by defining some new concepts (e.g., class and property/relationship) to describe access control policy in forms of semantic triples, so that the semantic query could be performed by taking into access control account naturally. Then the ACP for <semanticDescriptor> will be translated to some new access control semantic triples according to those new concepts; these new access control triples will be stored in the Semantic Graph Store. When SPARQL operations are executed against the Semantic Graph Store, access control policies can be automatically enforced now since they are presented in the form of semantic triples. 


R01
· Added four assumptions

· Changed numbering to reflect new v2.10.0 baseline of TR-0007
-----------------------Start of change 1-------------------------------------------
8.5.7 Access Control for Semantic Information
8.5.7.X Direct Access Control of Semantic Graph Store for Semantic Queries 
· Approach Description
As described in previous sub-clauses 8.5.7.1 and 8.5.7.2, <accessControlPolicy> specified by the accessControlPolicyIDs attribute of <semanticDescriptor> may be used for access control in the Semantic Graph Store when executing SPARQL operations as a part of semantic queries. One approach is to implement access control policies directly in the Semantic Graph Store, which makes it more efficient and scalable to control the access to a centralized Semantic Graph Store -. This approach may contain the following main steps with the following assumptions: 1) There is a centralized Semantic Graph Store; 2) The proposed approach will be used for semantic query over this centralized Semantic Graph Store; 3) Each semantic query matches all semanticDescriptors but not cross multiple semanticDescriptors; 4) There is a need for synchronization of access control policies between the CSE and the Semantic Graph Store.
1. Construct Access Control Rules specified by <accessControlPolicy> in the Semantic Graph Store. Note that <accessControlPolicy> is specified by the accessControlPolicyIDs attribute of <semanticDescriptor> resource. 

2. Associate targeted Semantic Triples (i.e. RDF triples as described by the descriptor attribute of <semanticDescriptor> but stored in the Semantic Graph Store) with their accessControlPolicyIDs or <accessControlPolicy> with related Access Control Rules.

3. Semantic triple operations are conducted with the selected semantic triples which are associated with the Access Control Rules allowing the Originator to operate.

Figure 8.5.7.X-1 below gives an example of access control policy for two <semanticDescriptor> resources, where there are two access control policies (i.e. <accessControlPolicy1> and <accessControlPolicy2>). The access to <semanticDescriptor1> is controlled by <accessControlPolicy1> and <accessControlPolicy2>, while the access to <semanticDescriptor2> is only controlled by <accessControlPolicy2>.

[image: image1.emf]<semanticsDescriptor1>

accessControlPolicyID:

URI to <accesscontrolPolicy1>

URI to <accesscontrolPolicy2>

descriptor: triple set for 

sample 1 and sample 2

<accesscontrolPolicy1>

privileges: (originator; context(optional); operation)

rule-1: AE1, AE2, AE3; Retrieve, Discovery

rule-2: AE1, AE3; Create, Update, Delete

<accesscontrolPolicy2>

privileges: (originator; context(optional); operation)

rule-3: AE1, AE2; Discovery

<semanticsDescriptor2>

accessControlPolicyID:

URI to <accesscontrolPolicy2>

descriptor: 

triple set for sample 3


Figure 8.5.7.X-1 Example of Access Control Policy for <semanticDescriptor>
· Access Control Modelling in Semantic Graph Store 

Examples for access control modelling in the Semantic Graph Store are shown in the following Figure 8.5.7.X-2, Figure 8.5.7.X-3, Figure 8.5.7.X-4, and Figure 8.5.7.X-5.

The Access Control Ontology shown in Figure 8.5.7.X-2 defines two new classes: accessControlPolicy and accessControlRule. In addition, five new properties (i.e. hasACPRule, hasACOriginator, hasACOperations, hasACContexts and appliedTo) are defined. hasACPRule is used to link an accessControlPolicy instance with an accessControlRule instance. Properties hasACOriginator, hasACOperations and hasACContexts (optional) basically describe an accessControlRule instance and are used to specify who can issue what operations under which conditions. Property appliedTo is used to describe which <semanticDescriptor> resource an accessControlPolicy instance can be applied to (i.e., bind <accessControlPolicy> and <semanticDescriptor>). Note that this ontology is defined by following how oneM2M <accessControlPolicy> resource is specified in oneM2M TS-0001, where an access-control-rule-tuple consists of parameters such as accessControlOriginators, accessControlOperations, and accessControlContexts.  

[image: image2.emf]Access Control Ontology

@prefix rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns#> .

@prefix rdfs: <http://www.w3.org/2000/01/rdf-schema#> .

@prefix xsd:  <http://www.w3.org/2001/XMLSchema#> .

@prefix acp: <http://accessControlPolicy.org/>.

@prefix ex: <http://example.org/> .

@prefix m2m: <http://oneM2M.org/> .

acp:accessControlPolicy rdf:type rdfs:Class .

acp:accessControlRule rdf:type rdfs:Class .

acp:hasACPRule        rdf:type  rdf:Property ;

                     rdfs:domain  acp:accessControlPolicy ;

             rdfs:range  acp:accessControlRule .

acp:hasACOriginator rdf:type  rdf:Property ;

rdfs:domain  acp:accessControlRule ;

rdfs:range  m2m:AE_ID, m2m:CSE_ID, xsd:anyURI .

 

acp:hasACContexts rdf:type  rdf:Property ;

  rdfs:domain  acp:accessControlRule ;

   rdfs:range  m2m:ipv4, m2m:ipv6, m2m:contryCode, rdfs:Literal.

acp:hasACOperations  rdf:type  rdf:Property ;

rdfs:domain  acp:accessControlRule ;

rdfs:range  m2m:accessControlOperations, rdfs:Literal .

 

acp:appliedTo  rdf:type  rdf:property ;

rdfs:domain  acp:accessControlPolicy ; 

rdfs:range  xsd:anyURI, rdfs:Literal, m2m:ID, ex:resourceGroup . 

                           Access Control Triples

                         


Figure 8.5.7.X-2 Access Control Ontology Model

Figure 8.5.7.X-3 show an example of eHealth Ontology Reference Model, which will be used to develop the Semantic Graph Store example in Figure 8.5.7.X-4 and SPARQL example in Figure 8.5.7.X-5. 

[image: image3.emf]eHealthcare Ontology Reference Model

@prefix rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns#> .

@prefix rdfs: <http://www.w3.org/2000/01/rdf-schema#> .

@prefix xsd:  <http://www.w3.org/2001/XMLSchema#> .

@prefix ex: <http://example.org/> .

@prefix acp: <http://accessControlPolicy.org/>.

ex:Person a rdfs:Class .

ex:dateOfBirth  a rdf:Property ; rdfs:domain ex:Person ; rdfs:range xsd:date ; rdfs:comment "Date of Birth" .

ex:name  a rdf:Property ; rdfs:domain ex:Person ; rdfs:range rdfs:Literal ; rdfs:comment "name of the person" .

ex:Patient  rdfs:subClassOf ex:Person .

ex:Doctor  rdfs:subClassOf ex:Person .

ex:takeCareOf  a rdf:Property ; rdfs:domain ex:Doctor ; rdfs:range rdfs:Patient ; 

rdfs:comment "doctor take care of (relation) patient" .

ex:MeasurementSample a rdfs:Class .

ex:measureOn  a rdf:Property ; rdfs:domain ex:MeasurementSample ; rdfs:range xsd:date ; 

rdfs:comment "the date of measurement" .

ex:measureFor  a rdf:Property ; rdfs:domain ex:MeasurementSample ; rdfs:range ex:Patient ;

rdfs:comment "sample is measure for which patient" .

ex:unit  a rdf:Property ; rdfs:domain ex:MeasurementSample ; rdfs:range rdfs:Literal ;

rdfs:comment "unit of the value" .

ex:BPMeasurementSample rdfs:subClassOf ex:MeasurementSample .

ex:dValue  a rdf:Property ; rdfs:domain ex:BPMeasurementSample ; rdfs:range xsd:integer ;

rdfs:comment "value of the diastolic" .

ex:sValue  a rdf:Property ; rdfs:domain ex:BPMeasurementSample ; rdfs:range xsd:integer ;

rdfs:comment "value of the systolic" .

ex:resourceGroup  a rdf:Class ;

rdfs:comment "contain a list of resources in resource tree" .

ex:containMeasurement  a rdf:Property ; rdfs:domain ex:resourceGroup ; rdfs:range ex:MeasurementSample ;

rdfs:comment "resourceGroup contains one or more measurement samples" .

Figure 8.5.7.X-3 eHealth Ontology Reference Model

Figure 8.5.7.X-4 describes an example of RDF triples in the Semantic Graph Store based on the example shown in Figure 8.5.7.X-1 and the Access Control Ontology defined in Figure 8.5.7.X-2. In this use case, there are two patients Jack and Alice; their doctors are John and Steve, respectively. There are three blood pressure meansurement samples (i.e. Sample1 for Jack, Sample2 and Sample3 for another patient3). Corresponding triples are shown in black text in Figure 8.5.7.X-4, which are generated based on the eHealth Ontology Reference Model in Figure 8.5.7.X-3. 

The triples in red text in Figure 8.5.7.X-4 are added for access control purpose according to the proposed Access Control Ontology model in Figure 8.5.7.X-2, when new ACPs are created or updated. In this example, it is assumed two access control polices be created. First, two <semanticDescriptor> are described (i.e. semanticDescriptor1 contains Sample1 and Sample2, while semanticDescriptor2 contains Sample3. Then, two access control policies are defined (i.e. accessControlPolicy1 is applied to semanticDescriptor1, while accessControlPolicy2 is applied to both semanticDescriptor1 and semanticDescriptor2). Next, the detail Access Control Rules for accessControlPolicy1 and accessControlPolicy2 are described. 

· accessControlPolicy1 has two accessControlRules, which states that 1) AE-ID-1, AE-ID-2, and AE-ID-3 can RETRIEVE and DISCOVER triples in the semanticDescriptor which accessControlPolicy1 is applied to (i.e. semanticDescriptor1); 2) AE-ID-1 and AE-ID-3 can CREATE, UPDATE, or DELETE triples in the semanticDescriptor which accessControlPolicy1 is applied to (i.e. semanticDescriptor1). 

· For accessControlPolicy2, only one accessControlRule is defined; this accessControlRule states that AE-ID-1 and AE-ID-2 can DISCOVER triples in the semanticDescriptor which accessControlPolicy2 is applied to (i.e. semanticDescriptor1 and semanticDescriptor2).
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@prefix rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns#> . 

@prefix rdfs: <http://www.w3.org/2000/01/rdf-schema#> . 

@prefix xsd:  <http://www.w3.org/2001/XMLSchema#> . 

@prefix ex: <http://example.org/> . 

@prefix acp: <http://accessControlPolicy.org/>.

 

ex:Patient1 a ex:Patient ; ex:name "Jack" ; ex:dateOfBirth  "2000-08-03"^^xsd:date . 

ex:Patient2 a ex:Patient ; ex:name "Alice" ; ex:dateOfBirth  "1998-06-03"^^xsd:date . 

 

ex:Doctor1 a ex:Doctor ; ex:name "John" ; ex:dateOfBirth  "1944-08-21"^^xsd:date ; ex:takeCareOf 

ex:Patient1 . 

ex:Doctor2 a ex:Doctor ; ex:name "Steve" ; ex:dateOfBirth  "1947-02-11"^^xsd:date ; ex:takeCareOf 

ex:Patient2 . 

ex:Sample1 a ex:BPMeasurementSample ; 

ex:measureOn "2014-08-21"^^xsd:date ; ex:measureFor ex:Patient1 ;

ex:unit "mmHg" ; ex:sValue "150"^^xsd:integer ; ex:dValue "100"^^xsd:integer .

ex:Sample2 a ex:BPMeasurementSample ; 

ex:measureOn "2014-07-24"^^xsd:date ; ex:measureFor ex:Patient3 ;

ex:unit "mmHg" ; ex:sValue "140"^^xsd:integer ; ex:dValue "96"^^xsd:integer .

ex:Sample3 a ex:BPMeasurementSample ; 

ex:measureOn "2012-11-24"^^xsd:date ; ex:measureFor ex:Patient3 ;

ex:unit "mmHg" ; ex:sValue "130"^^xsd:integer ; ex:dValue "57"^^xsd:integer .

## Below are triples associating measurement samples with corresponding access control policy

ex:semanticsDescriptor1 a ex:resourceGroup ; ex:containMeasurement ex:Sample1, ex:Sample2 .

ex:semanticsDescriptor2 a ex:resourceGroup ; ex:containMeasurement ex:Sample3 .

acp:accessControlPolicy1 acp:appliedTo ex:semanticsDescriptor1 .

acp:accessControlPolicy2 acp:appliedTo ex:semanticsDescriptor1 .

acp:accessControlPolicy2 acp:appliedTo ex:semanticsDescriptor2 .

## Below are triples created for access control policy 1 resource based on access control ontology

acp:accessControlRule1_1 rdf:type acp:accessControlRule.

acp:accessControlRule1_2 rdf:type acp:accessControlRule.

acp:accessControlPolicy1 rdf:type acp:accessControlPolicy.

acp:accessControlPolicy1 acp:hasACPRule acp:accessControlRule1_1, acp:accessControlRule1_2 .

acp:accessControlRule1_1 acp:hasACOriginator "AE-ID-1", "AE-ID-2", "AE-ID-3" .

acp:accessControlRule1_1 acp:hasACOperations "RETRIEVE", "DISCOVERY" .

acp:accessControlRule1_2 acp:hasACOriginator "AE-ID-1", "AE-ID-3" .

acp:accessControlRule1_2 acp:hasACOperations "CREATE", "UPDATE", "DELETE" .

## Below are triples created for access control policy 2 resource based on access control ontology

acp:accessControlRule2_1 rdf:type acp:accessControlRule.

acp:accessControlPolicy2 rdf:type acp:accessControlPolicy.

acp:accessControlPolicy2 acp:hasACPRule acp:accessControlRule2_1 .

acp:accessControlRule2_1 acp:hasACOriginator "AE-ID-1", "AE-ID-2" .

acp:accessControlRule2_1 acp:hasACOperations "DISCOVERY" .


Figure 8.5.7.X-4 eHealth Triples in Semantic Graph Store

· Examples of SPARQL Query Procedure

When the CSE receives SPARQL query from Originator, it will add the access control related patterns according to the ID of the Originator and the request operation of the query into the received SPARQL statement, and use the revised SPARQL statement to make query on the semantic graph store.

For example, in the scenario of the example in  Figure 8.5.7.X-4, when AE-ID-3 sends the following SPARQL query request to the CSE,
select distinct ?sample ?sValue ?dValue
where

{   

   ?sample rdf:type ex:BPMeasurementSample .
   ?sample ex:sValue ?sValue .

   ?sample ex:dValue ?dValue .

}
The CSE will add some access control related statements according to the ID (i.e. AE-ID-3) of the Originator and the request operation (i.e. DISCOVERY) of the query, the revised SPARQL query can be given as:
select distinct ?sample ?sValue ?dValue
where
{ 

   ?accessControlRule acp:hasACOriginator "AE-ID-3" .

   ?accessControlRule acp:hasACOperations "DISCOVERY" .

   ?accessControlPolicy acp:hasACPRule ?accessControlRule .

   ?accessControlPolicy acp:appliedTo ?semanticDescriptor .

   ?semanticDescriptor ex:containResource ?sample .
?sample rdf:type ex:BPMeasurementSample .
   ?sample ex:sValue ?sValue .

   ?sample ex:dValue ?dValue .
} 
Alternatively, using the approach which is described in the sub-clause of 8.5.7.2 in TR-0007 for the association between the semantic descriptor and semantic triples, the revised SPARQL query can be given as: 

select distinct ?sample ?sValue ?dValue
where
{   

   ?accessControlRule acp:hasACOriginator "AE-ID-3" .

   ?accessControlRule acp:hasACOperations "DISCOVERY" .

   ?accessControlPolicy acp:hasACPRule ?accessControlRule .

   ?accessControlPolicy acp:appliedTo ?semanticDescriptor .

   ?atom1 temp:describedIn ?semanticDescriptor.

 ?atom1 temp:hasSubject ?sample.

 ?atom1 temp:hasObject ?sValue.

 ?atom1 temp:hasProperty ex:sValue.

 ?atom2 temp:describedIn  ?semanticDescriptor.
 ?atom2 temp:hasSubject ?sample.

 ?atom2 temp:hasObject ?dValue.

 ?atom2 temp:hasProperty ex:dValue.

 ?atom3 temp:describedIn  ?semanticDescriptor.
 ?atom3 temp:hasSubject ?sample.

 ?atom3 temp:hasObject ex:BPMeasurementSample.

 ?atom3 temp:hasProperty rdf:type.

} 
Figure 8.5.7.X-5 shows the SPARQL query result in the above example over the eHealth Semantic Graph Store in Figure 8.5.7.X-4.  According to the access control triples added to the Semantic Graph Store (i.e. red text in Figure 8.5.7.X-4), AE-ID-3 is only allowed to DISCOVER samples included in semanticDescriptor1 (i.e. Sample1 and Sample2). As a result, the returned result for SPAQRL query in Figure 8.5.7.X-5 presents the selected content of Sample1 and Sample2. 
[image: image5.png]Query Result (1-2 of 2)
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Figure 8.5.7.X-5 Example for eHealth Semantic Query Result with Access Control

-----------------------End of change 1---------------------------------------------
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Access Control Ontology

@prefix rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns#> .
@prefix rdfs: <http://www.w3.org/2000/01/rdf-schema#> .
@prefix xsd:  <http://www.w3.org/2001/XMLSchema#> .
@prefix acp: <http://accessControlPolicy.org/>.
@prefix ex: <http://example.org/> .
@prefix m2m: <http://oneM2M.org/> .

acp:accessControlPolicy rdf:type rdfs:Class .
acp:accessControlRule rdf:type rdfs:Class .

acp:hasACPRule       	rdf:type 		rdf:Property ;
          	         	rdfs:domain 	acp:accessControlPolicy ;
	         	  	rdfs:range 		acp:accessControlRule .
			
acp:hasACOriginator	rdf:type 		rdf:Property ;
				rdfs:domain 	acp:accessControlRule ;
				rdfs:range 		m2m:AE_ID, m2m:CSE_ID, xsd:anyURI .
				 		
acp:hasACContexts		rdf:type 		rdf:Property ;
		 		rdfs:domain 	acp:accessControlRule ;
		  		rdfs:range 		m2m:ipv4, m2m:ipv6, m2m:contryCode, rdfs:Literal.
					
acp:hasACOperations 	rdf:type 		rdf:Property ;
				rdfs:domain 	acp:accessControlRule ;
				rdfs:range 		m2m:accessControlOperations, rdfs:Literal .
				 
acp:appliedTo 		rdf:type 		rdf:property ;
				rdfs:domain 	acp:accessControlPolicy ; 
				rdfs:range 		xsd:anyURI, rdfs:Literal, m2m:ID, ex:resourceGroup .
Access Control Triples



eHealth Semantic Graph Store

@prefix rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns#> . 
@prefix rdfs: <http://www.w3.org/2000/01/rdf-schema#> . 
@prefix xsd:  <http://www.w3.org/2001/XMLSchema#> . 
@prefix ex: <http://example.org/> . 
@prefix acp: <http://accessControlPolicy.org/>.
 
ex:Patient1 a ex:Patient ;	ex:name "Jack" ; ex:dateOfBirth  "2000-08-03"^^xsd:date . 
ex:Patient2 a ex:Patient ; 	ex:name "Alice" ; ex:dateOfBirth  "1998-06-03"^^xsd:date . 
 
ex:Doctor1 a ex:Doctor ; ex:name "John" ; ex:dateOfBirth  "1944-08-21"^^xsd:date ; ex:takeCareOf ex:Patient1 . 
ex:Doctor2 a ex:Doctor ; ex:name "Steve" ; ex:dateOfBirth  "1947-02-11"^^xsd:date ; ex:takeCareOf ex:Patient2 . 
	
ex:Sample1 a ex:BPMeasurementSample ; 
	ex:measureOn "2014-08-21"^^xsd:date ; ex:measureFor ex:Patient1 ;
	ex:unit "mmHg" ; ex:sValue "150"^^xsd:integer ; ex:dValue "100"^^xsd:integer .
ex:Sample2 a ex:BPMeasurementSample ; 
	ex:measureOn "2014-07-24"^^xsd:date ;	ex:measureFor ex:Patient3 ;
	ex:unit "mmHg" ; ex:sValue "140"^^xsd:integer ; ex:dValue "96"^^xsd:integer .
ex:Sample3 a ex:BPMeasurementSample ; 
	ex:measureOn "2012-11-24"^^xsd:date ;	ex:measureFor ex:Patient3 ;
	ex:unit "mmHg" ; ex:sValue "130"^^xsd:integer ; ex:dValue "57"^^xsd:integer .
	
## Below are triples associating measurement samples with corresponding access control policy
ex:semanticsDescriptor1 a ex:resourceGroup ; ex:containMeasurement ex:Sample1, ex:Sample2 .
ex:semanticsDescriptor2 a ex:resourceGroup ; ex:containMeasurement ex:Sample3 .
			
acp:accessControlPolicy1 acp:appliedTo ex:semanticsDescriptor1 .
acp:accessControlPolicy2 acp:appliedTo ex:semanticsDescriptor1 .
acp:accessControlPolicy2 acp:appliedTo ex:semanticsDescriptor2 .

## Below are triples created for access control policy 1 resource based on access control ontology
acp:accessControlRule1_1 rdf:type acp:accessControlRule.
acp:accessControlRule1_2 rdf:type acp:accessControlRule.
acp:accessControlPolicy1 rdf:type acp:accessControlPolicy.
acp:accessControlPolicy1 acp:hasACPRule acp:accessControlRule1_1, acp:accessControlRule1_2 .

acp:accessControlRule1_1 acp:hasACOriginator "AE-ID-1", "AE-ID-2", "AE-ID-3" .
acp:accessControlRule1_1 acp:hasACOperations "RETRIEVE", "DISCOVERY" .

acp:accessControlRule1_2 acp:hasACOriginator "AE-ID-1", "AE-ID-3" .
acp:accessControlRule1_2 acp:hasACOperations "CREATE", "UPDATE", "DELETE" .

## Below are triples created for access control policy 2 resource based on access control ontology
acp:accessControlRule2_1 rdf:type acp:accessControlRule.
acp:accessControlPolicy2 rdf:type acp:accessControlPolicy.
acp:accessControlPolicy2 acp:hasACPRule acp:accessControlRule2_1 .

acp:accessControlRule2_1 acp:hasACOriginator "AE-ID-1", "AE-ID-2" .
acp:accessControlRule2_1 acp:hasACOperations "DISCOVERY" .



eHealthcare Ontology Reference Model

@prefix rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns#> .
@prefix rdfs: <http://www.w3.org/2000/01/rdf-schema#> .
@prefix xsd:  <http://www.w3.org/2001/XMLSchema#> .
@prefix ex: <http://example.org/> .
@prefix acp: <http://accessControlPolicy.org/>.

ex:Person		a rdfs:Class .

ex:dateOfBirth 	a rdf:Property ; rdfs:domain ex:Person ; rdfs:range xsd:date ; rdfs:comment "Date of Birth" .

ex:name 		a rdf:Property ; rdfs:domain ex:Person ; rdfs:range rdfs:Literal ; rdfs:comment "name of the person" .

ex:Patient 	rdfs:subClassOf ex:Person .
ex:Doctor 	rdfs:subClassOf ex:Person .

ex:takeCareOf 	a rdf:Property ; rdfs:domain ex:Doctor ; rdfs:range rdfs:Patient ; 
			rdfs:comment "doctor take care of (relation) patient" .
	
ex:MeasurementSample a rdfs:Class .

ex:measureOn 	a rdf:Property ;	rdfs:domain ex:MeasurementSample ; rdfs:range xsd:date ; 
			rdfs:comment "the date of measurement" .
	
ex:measureFor 	a rdf:Property ;	rdfs:domain ex:MeasurementSample ; rdfs:range ex:Patient ;
			rdfs:comment "sample is measure for which patient" .
	
ex:unit 		a rdf:Property ;	rdfs:domain ex:MeasurementSample ; rdfs:range rdfs:Literal ;
			rdfs:comment "unit of the value" .
	
ex:BPMeasurementSample rdfs:subClassOf ex:MeasurementSample .
	
ex:dValue 		a rdf:Property ;	rdfs:domain ex:BPMeasurementSample ; rdfs:range xsd:integer ;
			rdfs:comment "value of the diastolic" .	
	
ex:sValue 		a rdf:Property ;	rdfs:domain ex:BPMeasurementSample ; rdfs:range xsd:integer ;
			rdfs:comment "value of the systolic" .		
	
ex:resourceGroup 	a rdf:Class ;
			rdfs:comment "contain a list of resources in resource tree" .
		
ex:containMeasurement 	a rdf:Property ; rdfs:domain ex:resourceGroup ; rdfs:range ex:MeasurementSample ;
				rdfs:comment "resourceGroup contains one or more measurement samples" .



