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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This contribution removes the Editor’s not in clause 11.5.1.   Clause 11.5.1 is indeed aligned with clause 7.3.2.1 in TS-0003 so this can be safely removed.
Editor's note: If possible, keep this clause aligned with clause 7.x.2.1, oneM2M TS-0003 [2].

----------------------- Start of change  1 -----------------------
11.5.1
Dynamic Authorization Reference Model

The Dynamic Authorization reference model is shown in figure 11.5.1-1 
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Figure 11.5.1-1: Dynamic Authorization reference model 
The Dynamic Authorization reference model introduces the following systems and entities:

· Dynamic Authorization System (DAS): A system supporting dynamically authorization on behalf of resources owners. The present document does not describe the processing and exchange of messages within the Dynamic Authorization System. This system may reside either internally or externally within the service provider network.

· Dynamic Authorization System (DAS) Server: A server configured with policies for dynamic authorization, and provided with credentials for issuing Tokens.  The DAS Server may include an AE for interaction with the oneM2M system.

The following Dynamic Authorization procedures are specified:

· Direct Dynamic Authorization, summarized in figure 11.5.1-2. In this procedure, Hosting CSE interacts with the DAS Server to obtain Dynamic Authorization.
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Figure 11.5.1-2: Direct Dynamic Authorization 

· Indirect Dynamic Authorization, summarized in figure 11.5.1-3:

· Steps 1-2: The Hosting CSE may provide the Originator with Token Request Information in the unsuccessful response.

· Steps 3: The Originator interacts with the DAS Server with the intention that the DAS Server issue Tokens authorizing the Originator, and the Originator is provided with the Token or a Token-ID. The interaction is not described in the present specification.

· Steps 4-7: The Originator provides the Hosting CSE with a Token, Token-ID to indicate that the Token is to be considered in the access decision. In the case of a token-ID, the Hosting CSE retrieves the corresponding Token via an AE of the DAS Server. These are then used in the access decision.  The Hosting CSE may provide the Originator with a Local-Token-ID may be used to identify the Token. 


[image: image3.emf]Originator

(AE/CSE)

Hosting CSE

4: Repeat

request, adding

Token(s) or

Token-ID(s)

(If Token-ID provided) 

5:Request Token using Token-ID

6: Make access control decision

DAS Server

3: Obtain Token(s) or Token-ID(s)

(details not specified in oneM2M)

AE

2: Access

denied, 

Token 

Request 

Info

1: Original 

Request,

Step 1 and 2 are optional

7: Response 

(opt) Hosting 

CSE-assigned 

Local-Token-IDs


Figure 11.5.1-3: Indirect Dynamic Authorization

----------------------- End of change  1 -----------------------
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