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Introduction
This CR proposes one clarification on the accessControlPolicyIDs attribute handling in several resource types. They have the same description as:
	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs are provided at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute
	MA


The problems on the current description:
1. If the attribute value is empty at the creation time, even it gets a value later on by update, the parent’s ACPID is always “linked”. Never can fix this. By updating this ACPID attribute, a resource (e.g. container) could change the access privilege to access it.

2. In our specs, we have links to other resources, but not to an attribute. 

3. The main intent from the beginning or the use case was inheriting parent’s access privilege by letting it empty. However the description is misleading.
To fix the problem and improve the readability, the suggested description is:

	
If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.


This allows to upate acess privilege by updating ACPID anytime after the creation. And the verb is now normative(SHALL) not informative.
-----------------------Start of change 1-------------------------------------------
The <container> resource shall contain the attributes specified in table 9.6.6-2.

Table 9.6.6-2: Attribute of <container> resource

	Attributes of 
<container>
	Multiplicity
	RW/

RO/

WO
	Description
	<containerAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3. 
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.
	OA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	creator
	0..1
	RO
	The AE-ID or CSE-ID of the entity which created the resource.
	NA

	maxNrOfInstances
	0..1
	RW
	Maximum number of direct child <contentInstance> resources in the <container> resource.
	OA

	maxByteSize
	0..1
	RW
	Maximum size in bytes of data (i.e. content attribute of a <contentIstance> resource) that  is allocated for  the  <container> resource for all direct child <contentIsstance> in the <container> resource.
	OA

	maxInstanceAge
	0..1
	RW
	Maximum age of a direct child <contentInstance> resource in the <container> resource. The value is expressed in seconds.
	OA

	currentNrOfInstances
	1
	RO
	Current number of direct child <contentInstance> resource in the <container> resource. It is limited by the maxNrOfInstance.
	OA

	currentByteSize
	1
	RO
	Current size in bytes of data(i.e. content attribute of a <contentInstance> resource) stored in all direct child <contentInstance> resources of the <container> resource. This is the summation of contentSize attribute values of the <contentInstance> resource. It is limited by the maxByteSize.
	OA

	locationID
	0..1
	RW
	An ID of the resource where the attributes/policies that define how location information are obtained and managed. This attribute is defined only when the <container> resource is used for containing location information.
	OA

	ontologyRef
	0..1
	RW
	A reference (URI) of the ontology used to represent the information that is stored in the direct child <contentInstance> resources of the present <container> resource (see note).
	OA

	NOTE:
The access to this URI is out of scope of oneM2M.


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------

The <subscription> resource shall contain the attributes specified in table 9.6.8-2.
Table 9.6.8-2: Attributes of <subscription> resource

	Attributes of <subscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

If no accessControlPolicyIDs value is configured, the accesControlPolicyIDs of the parent resource shall be applied for privilege checking.

	eventNotificationCriteria
	0..1 (L)
	RW
	This attribute (notification policy) indicates the event criteria for which a notification is to be generated.

	expirationCounter
	0..1
	RW
	This attribute (notification policy) indicates that the subscriber wants to set the life of this subscription to a limit of a maximum number of notifications. When the number of notifications sent reaches the count of this counter, the <subscription> resource shall be deleted, regardless of any other policy.

	notificationURI
	1 (L)
	RW
	 This attribute shall be configured as a list consisting of one or more targets that the Hosting CSE shall send notifications to.  A target shall be formatted as a oneM2M compliant Resource-ID as defined in clause 7.2 or as an identifier compliant with a oneM2M supported protocol binding (e.g. http, coap, mqtt).  

If a target is formatted as a oneM2M compliant Resource-ID, then the target shall be formatted as a structured or unstructured  CSE-Relative-Resource-ID, SP-Relative-Resource-ID, and/or Absolute-Resource-ID.  A Hosting CSE shall use this information to determine proper pointOfAccess, requestReqchability and/or pollingChannel information needed to send a notification to the target.  The following is an example.
/CSE0001/AE0001

For a target that is formatted as an identifier compliant with a oneM2M supported protocol binding, the details of this format are defined by the respective oneM2M protocol specification.  The following is an example of an HTTP URI compliant with oneM2M HTTP protocol binding.
https://172.25.30.25:7000/notification/handler
For a group-related subscription, the group hosting CSE shall configure the notificationForwardingURI of a fanout subscription request with the configured notificationURI of the original subscription request. The group hosting CSE shall also configure the notificationURI of the fanout subscription request with a Resource-ID specified by the group Hosting CSE.  

	groupID
	0..1
	RW
	The ID of a <group> resource in case the subscription is made through a group. This attribute may be used in the Filter Criteria to discover all subscription resources created via a <fanOutPoint> resource to a specific groupID.

	notificationForwardingURI
	0..1
	RW
	The attribute is a forwarding attribute that shall be present only for group related subscriptions. It represents the resource subscriber notification target. It shall be used by group Hosting CSE for forwarding aggregated notifications. See clauses 10.2.7.11 and 10.2.7.12.
This attribute shall be configured with target of the subscriber. The target is used by the Hosting CSE to determine where to send aggregated notifications.  A target shall be formatted as a oneM2M compliant Resource-ID as defined in clause 7.2 or as an identifier compliant with one of the oneM2M supported protocol bindings (the detailed format of which are defined by each respective oneM2M protocol binding specification).

	batchNotify
	0..1
	RW
	This attribute (notification policy) indicates that the subscription originator wants to receive batches of notifications rather than receiving them one at a time. This attribute includes : the number of notifications to be batched for delivery and the duration. When only the number is specified by the subscription originator, the Hosting CSE shall set the default duration given by M2M Service Provider. 

If batchNotify is used simultaneously with latestNotify, only the latest notification shall be sent and have the Event Category set to "latest".

	rateLimit
	0..1
	RW
	This attribute (notification policy) indicates that the subscriber wants to limit the rate at which it receives notifications. This attribute expresses the subscriber's notification policy and includes two values: a maximum number of events that may be sent within some duration, and the rateLimit window duration. When the number of generated notifications within the rateLimit window duration exceeds the maximum number, notification events are temporarily stored, until the end of the window duration, when the sending of notification events restarts in the next window duration. The sending of notification events continues as long as the maximum number of notification events is not exceeded during the window duration. The rateLimit policy may be used simultaneously with other notification policies.

	preSubscriptionNotify
	0..1
	WO
	This attribute (notification policy) indicates that the subscriber wants to be sent notifications for events that were generated prior to the creation of this subscription. This attribute has a value of the number of prior notification events requested. If up-to-date caching of retained events is supported on the Hosting CSE and contains the subscribed events then prior notification events will be sent up to the number requested. The preSubscriptionNotify policy may be used simultaneously with any other notification policy.

	pendingNotification
	0..1
	RW
	This attribute (notification policy), if set, indicates how missed notifications due to a period of no connectivity are handled(according to the reachability and notification schedules). The possible values for pendingNotification are:

· "sendLatest" 
· "sendAllPending" 
This policy depends upon caching of retained notifications on the hosted CSE. When this attribute is set to " sendLatest ", only the last notification shall be sent and it shall have the Event Category set to "latest". If this attribute is not present, the Hosting CSE sends no missed notifications. This policy applies to all notifications regardless of the selected delivery policy (batchNotify, latestNotify, etc.) Note that unreachability due to reasons other than scheduling is not covered by this policy.

	notificationStoragePriority
	0..1
	RW
	Indicates that the subscriber wants to set a priority for this subscription relative to other subscriptions belonging to this same subscriber. This attribute sets a number within the priority range. When storage of notifications exceeds the allocated size, this policy is used as an input with the storage congestion policy (notificationCongestionPolicy) specified in clause 9.6.3 to determine which stored and generated notifications to drop and which ones to retain.

	latestNotify
	0..1
	RW
	This attribute (notification policy) indicates if the subscriber wants only the latest notification. If multiple notifications of this subscription are buffered, and if the value of this attribute is set to true, then only the last notification shall be sent and it shall have the Event Category value set to "latest".

	notificationContentType
	0..1
	RW
	Indicates a notification content type that shall be contained in notifications. The allowed values are:
· "modified attributes" 
· "all attributes" 
· "ID" of the resource indicated in the eventType condition
If it is not given by the Originator at the creation procedure, default is "all attributes".

	notificationEventCat


	0..1
	RW
	This attribute (notification policy) indicates the subscriber's requested Event Category to be used for notification messages generated by this subscription.

	creator
	0..1
	WO
	AE-ID or CSE-ID which created the <subscription> resource.

	subscriberURI
	0..1
	WO
	 This attribute shall be configured with the target of the subscriber. The target is used by the Hosting CSE to determine where to send a notification when the subscription is deleted. A target shall be formatted as a oneM2M compliant Resource-ID as defined in clause 7.2 or as an identifier compliant with one of the oneM2M supported protocol bindings (the detailed format of which are defined by each respective oneM2M protocol binding specification).


-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3---------------------------------------------

The <m2mServiceSubscriptionProfile> resource shall contain the attributes specified in table 9.6.19-2.
Table 9.6.19-2: Attributes of <m2mServiceSubscriptionProfile> resource

	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3  

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.


-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4---------------------------------------------

The <serviceSubscribedNode> resource shall contain the attributes specified in table 9.6.20-2.

Table 9.6.20-2: Attributes of <serviceSubscribedNode> resource

	Attributes of <serviceSubscribedNode>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3  

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	nodeID
	1
	WO
	M2M-Node-ID of the node that is represented by this instance.

	CSE-ID
	0..1
	WO
	CSE-ID pertaining to this node (for nodes that have a CSE).

	deviceIdentifier
	0..1 (L)
	WO
	 A list of device identifiers that uniquely identify a device. The format of a device identifier is one of the following: 


· Case 1: Identify a device using the format <OUI> "-" <ProductClass> "-" <SerialNumber> as defined in section 3.4.4 of TR-069 [i.2]. The format of the URN is urn:dev:ops:<OUI> "-" <ProductClass> "-" <SerialNumber>.

· Case 2: Identify a device using the format <OUI> "-"<SerialNumber> as defined in section 3.4.4 of TR-069 [i.4]. The format of the URN is urn:dev:os:<OUI> "-"<SerialNumber>.

· Case 3: Identify a device using an International Mobile Equipment Identifiers of 3GPP TS 23.003 [i.23]. This URN specifies a valid, 15 digit IMEI. The format of the URN is urn:imei:###############.

· Case 4: Identify a device using an Electronic Serial Number. The ESN specifies a valid, 8 digit ESN. The format of the URN is urn:esn:########.

· Case 5: Identify a device using a Mobile Equipment Identifier. This URN specifies a valid, 14 digit MEID. The format of the URN is urn:meid:##############.
· Case 6: Identify a device using an Object IDentifier (OID). This URN specifies a valid OID – see Annex H for one possible naming convention. The format of the URN is urn:oid:<OID>.
· Case 7: Identify a device using a Universally Unique IDentifier (UUID). The UUID specifies a valid, hex digit character string as defined in RFC4122 [i.26]. The format of the URN is 
urn:uuid:########-####-####-############.

	ruleLinks
	0..1 ((L)
	RW
	This attribute contains a list of links towards <serviceSubscribedAppRule> resources pertaining to this <serviceSubscribedNode>. See clause 9.6.29 for an explanation of the <serviceSubscribedAppRule> resource. This attribute shall exist only when the CSE-ID attribute is present. When the list is empty, it means no applications are allowed to register on the CSE which is indicated by the CSE-ID attribute.


-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5---------------------------------------------

The <serviceSubscribedAppRule> resource shall contain the attributes specified in table 9.6.29-2.

Table 9.6.29-2: Attributes of <serviceSubscribedAppRule> resource

	Attributes of <serviceSubscribedAppRule>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3  

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	applicableCredIDs
	1 (L)
	RW
	List of credential IDs for which this rule is applicable, i.e. for registration requests coming into a CSE via a Security Association Endpoint (SEA) [3], that was authenticated using credentials that match with any of these credential-IDs, the current rule applies. This can contain a '*' for any credential ID or 'None' for not authenticated case. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any Credential ID that starts with 'C123' and ends with 'X') to define sets or ranges of Credential-IDs.

	allowedApp-IDs
	0..1 (L)
	RW
	List of App-IDs that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [3] associated with credentialID stored in the attribute applicableCredID. This can contain '*' for any App-ID. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any App-ID that starts with 'C123' and ends with 'X') to define sets or ranges of App-IDs.

	allowedAEs
	0..1 (L)
	RW
	List of allowed AE-ID-Stems to be used for the registering AEs. This can contain zero or more specific AE-ID-Stem values, 'S*' for any SP-Assigned AE-ID-Stem, 'C*' for any CSE-assigned AE-ID-Stem, or '*' for any AE-ID-Stem. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any AE-ID that starts with 'C123' and ends with 'X') to define sets or ranges of AE-ID-Stems.


-----------------------End of change 5---------------------------------------------
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