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20 Years experience of 
Building Automation
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Internet of Things 

Ambassador
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“I would not propose HTTP for IOT interoperability either for a lot of reasons.” 
– Vint Cerf (email to me) 
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Member of ISO/IEC/IEEE WD 21451-1-4

Standard for a Smart Transducer Interface for Sensors, Actuators, and Devices
- eXtensible Messaging and Presence Protocol (XMPP) for Networked Device
Communication.
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Committee of ISO/IEC JCT1/WG10

This work item specifies IoT conceptual reference model, 
and reference architecture from different architectural 
views, common entities, and interfaces between IoT 
domains.
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Lead at IoT 
Special 
Interest 
Group
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Give Physical a Secure Digital Life.

confidential2016-10-16 10



Entity Connectivity Network
Clayster
eXchange

• CoAP
• HTTP
•MQTT
• XMPP

Application	
Platform Service

Clayster eXchange (TTP): ”It represents an entity that can broker trust relationships between entities 
that may belong within the same administrative domain or outside. The TTP may also facilitate in 
providing credential registration as well as credential requisition services.” – oneM2M
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From Centralized to Distributed
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One	– To	– One	 One	– To	– Many	 Many	– To	– Many	

Yesterday TomorrowToday
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eXtensible Messaging and Presence Protocol
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TCP

TLS

XMPP

IP
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Why XMPP
Open

The XMPP protocols are free, open, public, and easily understandable.

Standard
The Internet Engineering Task Force (IETF) has formalized the core XML streaming protocols as an 

approved instant messaging and presence technology.

Proven
The first Jabber/XMPP technologies were developed by Jeremie Miller in 1998.

Decentralized
The architecture of the XMPP network is similar to email. No single point of failure. No central master server.

Secure
Robust security using SASL and TLS has been built into the core XMPP specifications. The XMPP developer 

community is actively working on end-to-end encryption to raise the security bar even further.

Extensible
Anyone can build custom functionality on top of the core protocols; to maintain interoperability, common 

extensions are published in the XEP series.
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“WhatsApp uses a customized version of the open standard eXtensible Messaging and Presence Protocol 
(XMPP)” – Wikipedia 

“It supports over 800 million active users and 30 billion messages daily and is an iconic example of a reliable 
and scalable messaging solution.” – Erlang Solutions 

“How would you build a chat service that needed to handle 7.5 million concurrent players, 27 million daily 
players, 11K messages per second, and 1 billion events per server, per day?”

“Making it work meant starting with XMPP as a base for chat. WhatsApp followed the same strategy. Out of the 
box you get something that works and scales well...” - http://highscalability.com/
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Military Grade Security
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Identity, Security & 
Privacy
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Identity
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? ?

?
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JID

name@domain.com
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lamp@domain.com service@domain.com

owner@domain.com
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Security
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Turn on my lamp. Turn on my lamp. Turn on my 
lamp. Turn on my lamp. Turn on my lamp. Turn on 
my lamp. Turn on my lamp. Turn on my lamp. Turn 
on my lamp. Turn on my lamp. Turn on my lamp. 

lamp@domain.com service@domain.com
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0Edr2kk4Trhwejthjewrh5hiwjrApwetu9wfioriogji
qwjdiejwjiewjfiewEiruqwejwi243ijrfWej03r9E3hi
j0dji40enE0fjw9eie9q3Grwqidni0ewngni0ewndi
03jri0fjwefijqwejdiwenvij0d0jg9jrw9dqwr2kd0jj

Encryption (SASL/TLS)
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lamp@domain.com service@domain.com
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Presence
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Online

Offline
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Bidirectional
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Bidirectional Communication
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lamp@domain.com service@domain.com
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IoT XEP
Interoperability 
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Sensor Data 
& Control
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ConcentratorDiscovery & 
Provisioning
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Registry
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Id: lamp@domain.com
Vendor_Id: 23d1g2knflkd

Serial: 23024015301421041
Capabilities: On/Off, Energy Consumption, etc.

lamp@domain.com exchange@domain.com

Registry
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<iq type='set'
from='thing@example.org/imc'
to=’provisioning.example.org'
id='1'>
<register xmlns='urn:xmpp:iot:provisioning'>

<str name='SN' value='394872348732948723'/>
<str name='MAN' value='www.ktc.se'/>
<str name='MODEL' value='IMC'/>
<num name='V' value='1.2'/>
<str name='KEY' value='4857402340298342'/>

</register>
</iq>
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Ownership
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lamp@domain.com

Claim

lamp@domain.com owner@domain.com
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<iq type='set'
from='provisioning.example.org'
to='thing@example.org/imc'
id='5'>
<claimed xmlns='urn:xmpp:iot:provisioning'

jid='owner@example.org'/>
</iq>
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Authentication
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owner@domain.com

lamp@domain.com
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Authentication
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lamp@domain.com service@domain.com

owner@domain.com
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<iq type='get'
from=’thing@example.org/imc'
to='provisioning.example.org'
id='9'>
<isFriend xmlns='urn:xmpp:iot:provisioning'

jid='client1@example.org'/>
</iq>

<iq type='result'
from='provisioning.example.org'
to=’thing@example.org/imc'
id='9'>
<isFriendResponse xmlns='urn:xmpp:iot:provisioning'

jid='client1@example.org' result='true'/>
</iq>
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Read & Control
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<iq type='get'
from='client@example.org/amr'
to='device@example.org'
id='S0006'>
<req xmlns='urn:xmpp:iot:sensordata' seqnr='6' momentary='true'>

<node nodeId='Device04'/>
<field name='Energy'/>
<field name='Power'/>

</req>
   </iq> 

<iq type='result'
from='device@example.org'
to='client@example.org/amr'
id='S0006'>
<accepted xmlns='urn:xmpp:iot:sensordata' seqnr='6'/>

   </iq>

<message from='device@example.org'
to='client@example.org/amr'>

<fields xmlns='urn:xmpp:iot:sensordata' seqnr='6' done='true'>
<node nodeId='Device04'>

<timestamp value='2013-03-07T22:03:15'>
<numeric name='Energy' momentary='true' automaticReadout='true' value='12345.67' unit='MWh'/>
<numeric name='Power' momentary='true' automaticReadout='true' value='239.4' unit='W'/>

</timestamp>
</node>

</fields>
   </message>
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Concentrator
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Zwave
Gateway

CoAP
Gateway

HTTP
Gateway

MQTT
Gateway
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Relationships
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Pick me up at 
10 AM

Prepare 
off loading

Delivery 
on time

Order more coffee

I’m in Central Park

Maintenance 
needed?

Water!!!

I’ll turn on at 
6 AM

Fully charge

You’re now allowed 
to access my car

X+Y=Z

I’m a Bot
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SDK
Example Code & Developer Kit
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Sensor Data
This specification provides the common framework for sensor data interchange over XMPP networks.
http://xmpp.org/extensions/xep-0323.html

Provisioning
This specification describes an architecture for efficient provisioning of services, access rights and user 
privileges in for the Internet of Things, where communication between Things is done using the XMPP 
protocol.
http://xmpp.org/extensions/xep-0324.html

Control
This specification describes how to control devices or actuators in an XMPP-based sensor network.
http://xmpp.org/extensions/xep-0325.html

Concentrators
This specification describes how to manage and get information from concentrators of devices over XMPP 
networks.
http://xmpp.org/extensions/xep-0326.html

Discovery
This specification describes an architecture based on the XMPP protocol whereby Things can be installed 
and safely discovered by their owners and connected into networks of Things.
http://xmpp.org/extensions/xep-0347.html
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https://community.igniterealtime.org/blogs/ignite/2016/07/23/support-for-iot-xeps-added-to-smack

http://www.xmpp-iot.org

https://blog.securitycompass.com/xmpp-swiss-army-knife-for-internet-of-things-iot-9eff783c44ba#.kl6tb66fi
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Thank you for your time
rikard@clayster.com
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