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Introduction
TS-0003 specifies parameters to, fr, role, op, fc, Tokens, Token IDs at clause 7.1.2
The some parameters such as role, Tokens and Token IDs are not consistent with TS-0001 and TS-0004.
	clause 7.1.2 at TS-0003
	clause 8.1.2 at TS-0001
	Clause 8.2.2 at TS-0004 (short name for parameter)

	to
	To
	to

	fr
	From
	fr

	role
	Role IDs
	rids

	op
	Operation
	op

	fc
	Filter Criteria
	fc

	Tokens
	Tokens
	ts

	Token IDs
	Token IDs
	tids


TS-0001-V2.10.0 specifies Role IDs instead of role at clause 8.1.2

TS-0004-V2.8.0 specifies short names for primitive parameters at clause 8.2.2 as following.
---------------
8.1.1 Primitive parameters

In protocol bindings primitive parameter names shall be translated into short names of Table 8.2.2‑1.
Table 8.2.2‑1: Primitive parameter short names

	Parameter Name
	XSD long name
	Occurs in
	Short Name

	Operation
	operation
	Request
	op

	To
	to
	Request, Response
	to

	From
	from
	Request, Response
	fr

	Request Identifier
	requestIdentifier
	Request, Response
	rqi

	Resource Type
	resourceType
	Request
	ty

	
	
	
	

	Content
	primitiveContent 
	Request, Response
	pc

	Role IDs
	roleIDs
	Request
	rids

	Originating Timestamp
	originatingTimestamp
	Request, Response
	ot

	Request Expiration Timestamp
	requestExpirationTimestamp
	Request
	rqet

	Result Expiration Timestamp
	resultExpirationTimestamp
	Request, Response
	rset

	Operation Execution Time
	operationExecutionTime
	Request
	oet

	Response Type
	responseType
	Request
	rt

	Result Persistence
	resultPersistence
	Request
	rp

	Result Content
	resultContent
	Request
	rcn

	Event Category
	eventCategory
	Request, Response
	ec

	Delivery Aggregation
	deliveryAggregation
	Request
	da

	Group Request Identifier
	groupRequestIdentifier
	Request
	gid

	Filter Criteria
	filterCriteria
	Request
	fc

	Discovery Result Type
	discoveryResultType
	Request
	drt

	Response Status Code
	responseStatusCode
	Response
	rsc

	Tokens
	tokens
	Request
	ts

	Token IDs
	tokenIDs
	Request
	tids

	Token Request Indicator
	tokenReqIndicator
	Request
	tqi

	Local Token IDs
	localTokenIDs
	Request
	ltids

	Assigned Token Identifiers
	assignedTokenIdentifiers
	Response
	ati

	Token Request Information
	tokenReqInfo
	Response
	tqf

	Content Status
	contentStatus
	Response
	cnst

	Content Offset
	contentOffset
	Response
	cnot


XML serialized representations of primitives employ root element names to differentiate between request and response primitive types (see clause 8.3). These root element names shall be translated into short names as in Table 8.2.2‑2.

Table 8.2.2‑2: Primitive root element short names

	Root Element Name
	Occurs in
	Short Name

	requestPrimitive
	Request
	rqp

	responsePrimitive
	Response
	rsp


---------------
Discussion and proposals

What is a criteria for parameter at Table 7.1.2-1 either ‘parameter name’ or ‘short name for parameter’ ?
Parameter name provides general understanding compared to short name which provides information to developers friendly.
This contribution proposes to use short name for parameter at  Table 7.1.2-1. 
Security WG comments to use long name parameter at first presentation.
The optionality of the parameters at Tble 7.1.2-2 is all aptional i.e. all parameters are no mandatory
Parameters are described with bold and italic characters.
-----------------------Start of change 1-------------------------------------------
7.1.2
Parameters of the Request message

This clause specifies the parameters of a request message which are evaluated by the access control mechanism.

The data types applicable to these parameters are defined in clause 6.4 and 8.2.2 of oneM2M TS-0004 [4].

The parameters are listed in table 7.1.2-1.

For case where an AE initiates a new registration request to a CSE and has no preference for an assigned AE-ID value, the From parameter shall not be sent in the request. All other requests shall have the From parameter present in the request.

Table 7.1.2-1: Parameters indicated in the request message

	Parameter Name
	Description
	Mandatory/Optional
	Usage in access control mechanism

	To
	URI of target resource
	M
	Selection of accessControlPolicy associated with the target resource

	From
	Identifier representing the originator of the request
	M (see Note)
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes

	Role IDs
	Role IDs of the originator
	O
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes

	Operation
	Requested operation
	M
	Evaluated against accessControlOperations in privileges and selfPrivileges attributes

	Filter Criteria
	filterUsage condition tag in Filter criteria
	O
	Differentiation between Retrieve and Discovery operations

	Tokens
ESData-protected Tokens 

O

Contains authorization information (e.g. Role-IDs) to be used in the decision for the request

Token IDs
tokenIDs or Local-Token-ID

O

Identifies Tokens containing authorization information (e.g. Role-IDs) to be used in the decision for the request

NOTE:
From field is Mandatory in all requests except for AE registration procedure where it is optional.


Table 7.1.2-2 lists the context parameters associated with a request message which are evaluated by the access control mechanism. These parameters are not explicitly included in a request message but can be obtained at the receiver and validated against the context policy parameters as given in table 7.1.2-2.

Table 7.1.2-2: Context parameters associated with a request message

	Parameter
	Description
	Usage in access control mechanism

	rq_time
	Time stamp when the request message was received at the hosting CSE. Obtained by the hosting CSE's system time clock.
	Validated against accessControlTimeWindow parameter in an access control rule, see clause 7.1.3

	rq_loc
	Location information about the originator of the request. Obtained over the Mcn reference point.
	Validated against accessControlLocationRegion parameter in an access control rule, see clause 7.1.3

	rq_ip
	IP source address associated with the IP packets that carry the request message. Obtained over the Mcn reference point.
	Validated against accessControlIpAddress parameter in an access control rule, see clause 7.1.3


Tokens, as defined in clause 7.3.3.1 "Token Structure", may be associated with a request message. A Token may be associated with a request as a result of being included in the Tokens primitive parameter of the request message or identified in the Token IDs primitive parameter of the request message. If the Hosting CSE obtained a token from the Dynamic Authorization System (DAS) Server using Direct Dynamic Authorization, then this Token shall associated with a request if the holder parameter in the Token matches the Absolute AE-ID or CSE-ID of the Originator of the request; such Tokens are obtained using. Dynamic Authorization is specified in clause 7.3.

Table 7.1.2-3 lists the security context parameters associated with a request message. 
Table 7.1.2-3: Security Context parameters associated with a request message

	Parameter
	Description
	Mandatory/Optional
	Usage in access control mechanism

	rq_authn
	Boolean value (TRUE/FALSE) indicating if the Originator is considered to have been authenticated by the Hosting CSE, and the From matched the authenticated identity of the Originator. 
	M
	Validated against accessControlAuthenticationFlag parameter in an access control rule, see clause 7.1.3


The following criteria shall be applied to determine if an Originator is considered to have been authenticated by the Hosting CSE. 

· If the Originator is an AE registered to the Hosting CSE, then the criteria for deciding whether the Originator is considered authenticated is deployment and/or implementation specific. In some cases it is appropriate to expect TLS or DTLS to be used to protect primitives. In other cases, TLS or DTLS may be un-necessary.
· If the Originator is a CSE registered with the Hosting CSE, then the Originator shall always be considered authenticated because the Mcc is always required to be protected by TLS or DTLS according to a Security Association Establishment Framework (SAEF) as described in clause 8.2. The other CSE may be the Registrar or Registree with respect to the Hosting CSE.
· If the Originator is an AE or CSE registered with a CSE other than the Hosting CSE, then the Originator is considered authenticated by the Hosting CSE if and only if the request primitive is protected using End-to-End Security of Primitives (ESPrim) as described in clause 8.4.
-----------------------End of change 1---------------------------------------------
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