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Introduction
This CR provides the following text for TS-0019 "Dynamic Authorization" in order to complete this Technical Report:

· Clause 9: A description of the Release 2 features for Dynamic Authorization, and discussion of how the analysis in the TR was used to guide the specification of these features. This analysis focusses on Direct and Indirect Dynamic Authorization, and includes a brief discussion of use of Tokens in the RBAC architecture.
· Clause 10: Conclusion. 
-----------------------Start of change 1-------------------------------------------

9
Release 2 Dynamic Authorization 
9.1
Overview of Release 2 Dynamic Authorization Features
The analysis in the preceding clauses was used to guide the specification of Release 2 features for Dynamic Authorization. 

NOTE: 
This description of the Release 2 Dynamic Authorization features is largely copied from clause 11.5.1, oneM2M TS-0001 [i.2].

The Dynamic Authorization reference model for Release 2 is shown in figure 9.1-1. 
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Figure 9.1-1: Dynamic Authorization reference model 
This reference model added a new entity: a Dynamic Authorization Server (DAS). The DAS is a server configured with policies for dynamic authorization, and provided with credentials for issuing Tokens. 

This reference model is simpler than most of the reference models proposed in clause 6. The oneM2M Security Working group decided to start with a reference model with a flexible DAS which does not specify the protocols for interaction with the Originator and  does not specify the procedures by which the DAS decides whether or not to provide an Originator with authorization. The DAS may include an AE for specified interaction with the oneM2M system. 

The following procedures are specified:

· Direct Dynamic Authorization, summarized in figure 9.1-2: In this procedure, Hosting CSE interacts with the DAS to obtain Dynamic Authorization. This procedure is based on the proposal Dynamic Authorization Architecture Proposal 4 (DAA4) in clause 6.5 and Service Layer Dynamic Authorization (SLDA) in clause 8.3.
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Figure 9.1-2: Direct Dynamic Authorization 

· Indirect Dynamic Authorization, summarized in figure 9.1-3: Indirect Dynamic Authorization provides a mechanism to trigger the Originator to request one or more Tokens from one or more DAS. This mechanism can provide an advantage over Direct Dynamic Authorization in cases where the DAS requires some additional authentication and authorization of the Originator.

EXAMPLE: The DAS policies may require authentication of the current user of the Originator, and/or explicit authorization by the current user.

· Steps 1-2: The Hosting CSE may provide the Originator with Token Request Information in the unsuccessful response.

· Steps 3: The Originator interacts with the DAS with the intention that the DAS issue Tokens authorizing the Originator, and the Originator is provided with the Token or a Token-ID. The interaction is not described in the present specification.

· Steps 4-7: The Originator provides the Hosting CSE with a Token, Token-ID to indicate that the Token is to be considered in the access decision. In the case of a Token-ID, the Hosting CSE retrieves the corresponding Token via an AE of the DAS. These are then used in the access decision. The Hosting CSE may provide the Originator with a Local-Token-ID may be used to identify the Token. 
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Figure 9.1-3: Indirect Dynamic Authorization
Release 2 also included a Role-Based Access Control (RBAC) architecture in clause 7.4 of oneM2M TS-0003 [i.3]. This RBAC architecture includes the ability to issue Tokens associated with a Role assigned to the Originator, although the token issuing is less dynamic than the indirect Dynamic Authorization described above. The RBAC architecture also supports storing Tokens, in a discoverable form, on CSEs acting as Token Repositories, borrowing ideas from DAA5 in clause 6.6 and Proposal 1 in clause 8.2. The Release 2 RBAC architecture is not discussed further in this document.
9.2
Overview of Direct Dynamic Authorization

Direct Dynamic Authorization is based on proposal Dynamic Authorization Architecture Proposal 4 (DAA4) in clause 6.5. Direct Dynamic Authorization in Release 2 does not support use of a Token Repository (see final paragraph of clause 9.1), which was based on the use of the Registrar CSE in DAA5 in clause 6.6. Support for Token Repositories could be added in later releases.
The <dynamicAuthorizationConsultation> resource is defined in oneM2M TS-0001 [i.2] to describe how a Hosting CSE may submit requests to a DAS. If a resource includes a link to this resource, then access to that resource is allowed to be authorized by submitting requests to the DAS.
An interface is specified for a Direct Dynamic Authorization interactions between a Hosting CSE and a DAS. The parameters exchanged, and the corresponding processing, are specified in clause 7.3.2.2, oneM2M TS-0003 [i.3]. The transportation of parameters when oneM2M primitives are used is specified in clause 11.5.2, oneM2M TS-0001 [i.2].
The Hosting CSE to send, to the DAS, a DAS Request including:

· Parameters of the request from the Originator,

· A list of roles which might, if assigned to the Originator, permit the request based on existing ACPs.

The DAS has multiple options for authorizing access:

· The DAS can update the applicable access control rules using existing mechanisms for managing access control rules, if permitted by the Hosting CSE. This can include updating existing <accessControlPolicy> resources, creating new <accessControlPolicy> resources, and updating the accessControlPolicyIDs attribute of the requested resource.

· The DAS returns a DAS Response which can include:

· A dynamic <accessControlPolicy> resource to be linked to the requested resource,

· Permission to access the specific request,

· Assignment of one or more Roles to the Originator,

· Tokens identified in the Originator's request, and

· Additional Tokens issued at the discretion of the DAS.

The DAS Request is sent in the securityInfo element in the notification data of a NOTIFY Request. The DAS Response is sent in the securityInfo element in the notification data of the corresponding NOTIFY Response. 
9.3
Overview of Indirect Dynamic Authorization

Indirect Dynamic Authorization borrows ideas from the Dynamic Authorization Architecture Proposals DAA1, DAA2, DAA3 and DAA5 in clauses 6.2, 6.3, 6.4 and 6.6. The reference model is simpler than those proposals, primarily due to the decision to not specify the interface between Originator and DAS.  This resulted in removing the need for the separate Grant Issuer and Grant Approver in DAA1, separate Security Function and Token Authorization Function in DAA2, separate Requesting Authority in DAA3 and separate External Authorization Function in DAA5. Indirect Dynamic Authorization in Release 2 does not support use of a Token Repository (see final paragraph of clause 9.1), which was based on the use of the Registrar CSE in DAA5 in clause 6.6. Support for Token Repositories could be added in later releases.

The parameters exchanged, and the corresponding processing, are specified in clause 7.3.2.3 of oneM2M TS-0003 [i.3]. The transportation of parameters when oneM2M primitives are used is specified in clause 11.5.3 of oneM2M TS-0001 [i.2].
NOTE: 
This description of the Release 2 Indirect Dynamic Authorization features is largely copied from clause 11.5.3 of oneM2M TS-0001 [i.2].

The following description expands on the description of figure 9.1-3.

1. (Optional) The Originator sends a request to the Hosting CSE. This request may include Tokens, Token IDs or Local Token IDs, but this message flow assumes that these do not provide sufficient permissions for accessing the requested resource.

2. (Optional) Initial Hosting CSE processing: 

2.1. The Hosting CSE performs the access decision. If access is allowed, then Indirect Dynamic Authorization is not performed. If access is denied, then Indirect Dynamic Authorization can be performed. 

2.2. The Hosting CSE forms a Token Request Information primitive parameter containing DAS Requests for one or more DAS, which the Originator can forward to the corresponding DASs to request indirect dynamic authorization. The DAS Requests are formed in the same manner as for Direct Dynamic Authorization. Each DAS Requests can be encrypted and/or signed by the Hosting CSE using End-to-End Security of Data (ESData), for decryption and/or verification by the DAS.
2.3. The Hosting CSE's response includes the Response Status Code "ORIGINATOR_HAS_NO_PRIVILEGE" and Token Request Information.
3. The Originator selects a DAS identified in Token Request Information primitive parameter. The Originator interacts with the DAS to request the issuance of one or more Tokens. The Originator can provide information for the DAS provided in the Token Request Information, and parameters from the original resource access request. The DAS issues a Token(s) and provides the Token-ID(s) and optionally the ESData‑protected Token(s) to the Originator. The DAS can also provide the Originator with other parameters from the Token; for example, the time window in which the Token is valid. This interaction is specific to the Dynamic Authorization System technology being used.
The DAS can also update the applicable access control rules using existing mechanisms for managing access control rules, as discussed in clause 9.2.  
4. The Originator shall repeat the original resource access request, adding ESData-protected Token(s) provided by the DAS, and/or Token-ID(s) if the ESData-protected Token(s) was not provided by the DAS.
5. (Optional) If the request includes Token-ID(s), then for each Token-ID the Hosting CSE identifies the corresponding DAS from which to request the corresponding ESData-protected Token. The Hosting CSE requests the ESData-protected Token(s) from the DAS using the procedure defined for Direct Dynamic Authorization defined in clause 9.2.
6. Hosting CSE Processing:
6.1. The Hosting CSE processes ESData-protected Token(s) to extract the authenticated Token(s). Additional checking is also applied. The Hosting CSE can cache the Token(s).
6.2. The Hosting CSE can assign Local-Token-ID(s) to cached Token(s). This is an optimization allowing the Originator to provide this short Local-Token-ID rather than the globally-unique Token-ID or full Token.
6.3. The Hosting CSE performs the access decision, including the authorizations provided in the authenticated Token(s), and performs the requested operation if allowed.
7. Response:
7.1. For each new Local-Token-ID(s) that has been assigned, the Local-Token-ID and corresponding Token-ID are included in the Assigned Token Identifiers parameter of the response. 
7.2. In subsequent requests, the Originator may use the Token-ID or Token or Local-Token-ID (if provided).
9.4
Overview of Tokens

The Token structure is specified in clause 7.3.2.4, oneM2M TS-0003 [i.3]. The data fields, shown in table 9.4-1, are based on the proposal in clause 8.4.1. 

Table 9.4-1: Data fields of a Token
	Element
	Multiplicity
	Description

	version
	1
	See Clause 8.4.1

	tokenID
	1
	See Clause 8.4.1. This ID is globally unique within the lifetime of the Token

	holder
	1
	See Clause 8.4.1

	issuer
	1
	See Clause 8.4.1

	notBefore
	1
	See startTime in Clause 8.4.1

	notAfter
	1
	See expiryTime in Clause 8.4.1

	tokenName
	0..1
	See Clause 8.4.1

	audience
	0..1
	Defined by [JWT]. Identifies the Hosting CSE that the Token intended for

	permissions
	0..1 (L)
	Describes the roles assigned by the Token, access control rules

	extension
	0..1
	


The audience element is added to the proposal in clause 8.4.1, intended to limit the scope of Hosting CSEs with which the Token can be used.

The appCategories and privileges in clause 8.4.1 become child elements of the permissions element, with structure described in the table 9.4-2. 
Table 9.4-2: Structure of the token permission
	Element
	Multiplicity
	Description

	resourceIDs
	0..1
	The resources to which this permission applies. If the privileges element is present, then this element shall be present.

	privileges
	0..1
	A set of access control rules applicable to the identified resources (for the identified holder)

	roleIDs
	0..1
	A set of role IDs applicable to the identified resources (for the identified holder)


The resourceIDs element is an addition to the proposal in clause 8.4.1, intended to limit the scope of resources where the Token may be used to obtain access. The privileges element was already in clause 8.4.1, while roleIDs is considered a more appropriate replacement for the appCategories in clause 8.4.1 

The protocol-level structure of a Token is specified by the m2m:tokenClaimSet complex data type in oneM2M TS-0004 [i.5].

Clause 7.3.2.6 in oneM2M TS-0003, Release 2 [i.3] specifies a profile of JSON Web Tokens (JWT) [JWT] for representing Tokens used in oneM2M. A JWT can be signed and/or encrypted by the DAS, for verification and/or decryption by the Hosting CSE. The payload comprises a set of JWT claims, with IETF RFC 7519 [JWT] standardizing an initial set of JWT claim names.  IANA maintains a registry of JWT claim names [IANA-JWT]. Table 7.3.2.6.2-1, oneM2M TS-0003 [i.3] provides the mapping from the Token data fields in table 9.4-1 to the JWT claim names in a oneM2M-compliant JWT. 

The RBAC architecture in clause 7.4 of oneM2M TS-0003 [i.3] defines a Token Repository which can store oneM2M Tokens in <token> resources, with the JWT claims copied to <token> resource attributes. Tokens stored in <token> resources can be discovered using the Filter Criteria request parameter.

Token evaluation is specified in clause 7.3.2.5, oneM2M TS-0003 [i.3].

10
Conclusion 

The present document offers an overview of the use cases, requirements, architecture proposals and available solutions for Dynamic Authorization. 
Some of the contents have been standardized as Release 2 Technical Specification, as described in clause 9. Others may be used to facilitate future normative work resulting in oneM2M Technical Specifications.
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

[i.2]
oneM2M TS-0001 “Functional Architecture”

[i.3]
oneM2M TS-0003 “Security Solutions”

[i.4]
oneM2M TS-0011 “Common Terminology”
[i.5]
oneM2M TS-0004 "Service Layer Core Protocol Specification"

[TR0016]
oneM2M TR-0016 “Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies”

 [OAuth] 
IETF RFC 6749: “The OAuth 2.0 Authorization Framework”, 2012

[UMA]

User Managed Access Profile of OAuth 2.0, draft-hardjono-oauth-umacore-13, http://tools.ietf.org/html/draft-hardjono-oauth-umacore-13
[OpenID]

OpenId foundation. OpenID Connect Dynamic Client Registration 1.0. [Online]. http://openid.net/specs/openid-connect-registration-1_0.html
[JWT]

IETF RFC 7519: "JSON Web Token (JWT)", 2015
[IANA-JWT]
IANA JSON Web Token (JWT) registry.

NOTE:
Available at http://www.iana.org/assignments/jwt/jwt.xhtml.
----------------------- End of change 2-------------------------------------------
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