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Introduction
This CR includes:
1. Changes to existing clause 8.8.3

2. New section 8.3.x (8.3.7) equivalent to clause 8.8.3 but applicable to MEF
NOTE: some further updates on issues related to data type notation (highlighted with yellow shading) need to be included after discussion into a revision of this CR.

Revision R01:
· Alignment of data type names as proposed in SEC-2017-0071-CR_TS-0003_R2_clause_12

· Removal of newly proposed new data elements authProfile, estLocalPath, devCfgProfile
· Clarification added to credential configuration clause 8.8.3.1 / 8.3.x.1; including a reference to TS-0022

· Re-insertion of changes which were not shown with change tracking in the new clause 8.3.x
· Corrections in 8.3.x.1 on the credentials employed by MEF:  Km ( Kpm, KmID ( KpmID
Revision R02:
· Corrections during presentation of R01 in SEC adhoc session (CSE ( CSE-ID, removal of URI attribute in Table 8.8.3-2, Element Path ( Element Name).
-----------------------Start of change 1-------------------------------------------
8.8.3
MAF Client Configuration Details

8.8.3.1
MAF Client Credential Configuration Details

The MAF Client and MAF shall be configured with credentials for mutual authentication of the MAF Client and MAF.

The credentials for mutual authentication shall be either pre-provisioned or remotely provisioned thanks to Remote Security Provisioning Frameworks. Either symmetric key credentials or certificate credentials maybe provisioned. Symmetric key credentials may be used for authenticating some MAF Clients and certificate credentials may be used for authenticating other MAF Clients. The selection may be based on the capabilities of the MAF Client.

The details depend on the type of credential (symmetric key or certificates) and, in the case of symmetric keys, the type of provisioning (pre-provisioning or remote provisioning).
a) Details specific to Pre-Provisioned Symmetric Keys (PPSKs): the Master Credential (Km) and corresponding Master Credential Identifier (KmID) shall be provisioned to the MAF Client (assuming the role of Enrolee) and the MAF. The format of KmID is defined in clause 10.6 "KmID Format". 

b) Details specific to Remotely-Provisioned Symmetric Keys (RPSKs): The MAF Client and an M2M Enrolment Function (MEF) shall be provisioned with credentials for performing a Remote Security Provisioning (RSPF) Framework. The MAF Client shall be authorized to use the services of the MEF. For more details, see clause 8.3. 

NOTE 1: 
In this case, the Master Credential (Km) and Master Credential Identifier (KmID) are established during the MAF Client Registration procedure.

c) Details specific to Certificates (whether pre-provisioned or remotely provisioned): The MAF Client shall be provisioned with an MAF Client certificate with optional certificate chain. The MAF Client certificate shall be a device certificate, AE-ID certificate or CSE-ID certificate. 
NOTE 2: 
The configuration of MAF trust anchor CA certificates is addressed in MAF Client Registration Configuration, and can occur separately from MAF Client Credential Configuration.
The oneM2M Device Configuration specification TS-0022 [TS-0022] provides a set of <mgmtObj> specializations that shall be used for MAF Client Credential Configuration when the MAF Client supports device management (either remotely or via manual input). The present document does not specify how the MAF Client Credential Configuration is represented when the MAF Client does not support device management.
8.8.3.2
MAF Client Registration Configuration Details

Purpose: The MAF Client Registration Configuration describes the information provisioned to a MAF Client to enable it to perform MAF procedures authorized by an administrating stakeholder. The administrating stakeholder arranges for the MAF Client Registration Configuration to be provided to the MAF Client.

Pre-conditions:

· The MAF Client and MAF have been configured with credentials which can be used for mutual authentication: see MAF Client Credential Configuration in clause 8.8.3.1.

· If the MAF Client and MAF will use certificates for mutual authentication, then 

· The administrating stakeholder (or another stakeholder acting on behalf of the administrating stakeholder) possesses a copy of the MAF Client's Certificate Information as defined in clause 8.1.2.4. The MAF is provided with a copy of the MAF Client's Certificate Information. The present document does not specify how this information is provided to the MAF by the administrating stakeholder (or another stakeholder acting on behalf of the administrating stakeholder). 
· The administrating stakeholder (or another stakeholder acting on behalf of the administrating stakeholder) possesses a copy of the MAF Trust Anchor CA Certificates. The MAF Client is provided with a copy of the MAF Trust Anchor CA Certificates.
· The administrating stakeholder arranges for the MAF to allow the MAF Client to perform MAF Client Registration. This could involve pre-authorization or real-time authorization.

Details:

The MAF Client Registration Configuration (mafClientRegCfg)  includes the information shown in Table 8.8.3.2-1, and has data type sec:clientRegCfg (see clause 12.4.2).

Table 8.8.3.2-1: Information in the MAF Client Registration Configuration

	Elementname
	Multiplicity
	Notes

	expirationTime
	0..1
	Time when the configuration expires

	labels
	0..1
	List of labels to enable discovery of the MAF Client registration record

	fqdn
	1
	MAF-FQDN (also known as MAF-ID)

	adminFQDN
	1
	FQDN of the administrating stakeholder

	
	
	

	httpPort
	0..1
	Port number when using HTTP [i.20]

	coapPort
	0..1
	Port number when using CoAP [i.21]

	websocketPort
	0..1
	Port number when using WebSocket [i.19]

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	· 


8.8.3.3
MAF Key Registration Configuration Details

Purpose: The MAF Key Registration Configuration describes the information provisioned to a MAF Client to enable it to perform MAF procedures authorized by an administrating stakeholder. The administrating stakeholder arranges for the MAF Client Registration Configuration to be provided to the MAF Client.

Pre-conditions:

· The MAF Client has performed the MAF Client Registration procedure with the MAF for the administrating stakeholder.

· The MAF Client has currently-valid credentials for mutual authentication with the MAF.

Details:

The MAF Key Registration Configuration (mafKeyRegCfg) includes the information shown in Table 8.8.3.3-1, and has data type sec:keyRegCfg (see clause 12.4.3).
Table 8.8.3.3-1: Information in the MAF Key Registration Configuration. 

	Element Name
	Multiplicity
	Notes

	expirationTime
	0..1
	Expiration time

	labels
	0..1
	List of labels to enable discovery of the key registration

	adminFQDN
	1
	FQDN of the administrating stakeholder

	SUID
	1
	SUID constraining the usage of the Key Value established during the MAF Key Registration procedure.

	targetIDs
	0..1
	List of identifiers for authorized target MAF Clients


-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------
Note: revision marks relative to existing clause 8.3.3. Entire section is new, however.

8.3.x
MEF Client Configuration Details

8.3.x.1
MEF Client Credential Configuration Details

The MEF Client and MEF shall be configured with credentials for mutual authentication of the MEF Client and MEF.

The credentials for mutual authentication shall be either pre-provisioned or remotely provisioned by another MEF using Remote Security Provisioning Frameworks, or by Device Configuration as specified in oneM2M TS-0022 [TS0022].  Either symmetric key credentials or certificate credentials maybe provisioned. Symmetric key credentials may be used for authenticating some MEF Clients and certificate credentials may be used for authenticating other MEF Clients. The selection may be based on the capabilities of the MEF Client.

The details depend on the type of credential (symmetric key or certificates) and, in the case of symmetric keys, the type of provisioning (pre-provisioning or remote provisioning).
d) Details specific to Pre-Provisioned Symmetric Keys (PPSKs): the Pre-Provisioned Symmetric Enrolee Key (Kpm) and corresponding key Identifier (KpmID) shall be provisioned to the MEF Client (assuming the role of Enrolee) and the MEF. 
e) Details specific to Remotely-Provisioned Symmetric Keys (RPSKs): The MEF Client and an M2M Enrolment Function (MEF) shall be provisioned with credentials for performing a Remote Security Provisioning (RSPF) Framework. The MEF Client shall be authorized to use the services of the MEF. For more details, see clause 8.3.2. 

NOTE 1: 
In this case, the Pre-Provisioned Symmetric Enrolee Key (Kpm) and key Identifier (KpmID) are established during the MEF Client Registration procedure.

f) Details specific to Certificates (whether pre-provisioned or remotely provisioned): The MEF Client shall be provisioned with an MEF Client certificate with optional certificate chain. The MEF Client certificate shall be a device certificate, AE-ID certificate or CSE-ID certificate. 
NOTE 2: 
The configuration of MEF trust anchor CA certificates is addressed in MEF Client Registration Configuration, and can occur separately from MEF Client Credential Configuration.
The oneM2M Device Configuration specification TS-0022 [TS-0022] provides a set of <mgmtObj> specializations that shall be used for MEF Client Credential Configuration when the MEF Client supports device management (either remotely or via manual input). The present document does not specify how the MEF Client Credential Configuration is represented when the MEF Client does not support device management.
8.3.x.2
MEF Client Registration Configuration Details

Purpose: The MEF Client Registration Configuration describes the information provisioned to a MEF Client to enable it to perform MEF procedures authorized by an administrating stakeholder. The administrating stakeholder arranges for the MEF Client Registration Configuration to be provided to the MEF Client.

Pre-conditions:

· The MEF Client and MEF have been configured with credentials which can be used for mutual authentication: see MEF Client Credential Configuration in clause 8.3.x.1.

· If the MEF Client and MEF will use certificates for mutual authentication, then 

· The administrating stakeholder (or another stakeholder acting on behalf of the administrating stakeholder) possesses a copy of the MEF Client's Certificate Information as defined in clause 8.1.2.4. The MEF is provided with a copy of the MEF Client's Certificate Information. The present document does not specify how this information is provided to the MEF by the administrating stakeholder (or another stakeholder acting on behalf of the administrating stakeholder).

· The administrating stakeholder (or another stakeholder acting on behalf of the administrating stakeholder) possesses a copy of the MEF Trust Anchor CA Certificates. The MEF Client is provided with a copy of the MEF Trust Anchor CA Certificates.
· The administrating stakeholder arranges for the MEF to allow the MEF Client to perform MEF Client Registration. This could involve pre-authorization or real-time authorization.

Details:
The MEF Client Registration Configuration (mefClientRegCfg) includes the information shown in Table 8.3.x.2-1, and has data type sec:clientRegCfg (see clause 12.4.2).
Table 8.3.x.2-1: Information in the MEF Client Registration Configuration

	Element Name
	Multiplicity
	Notes

	expirationTime
	0..1
	Time when the configuration expires

	labels
	0..1
	List of labels to enable discovery of the MEF Client registration record

	fqdn
	1
	MEF-FQDN (also known as MEF-ID)

	adminFQDN
	1
	FQDN of the administrating stakeholder

	
	
	

	httpPort
	0..1
	Port number when using HTTP [i.20]

	coapPort
	0..1
	Port number when using CoAP [i.21]

	websocketPort
	0..1
	Port number when using WebSocket [i.19]

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	· 


8.3.x.3
MEF Key Registration Configuration Details
Purpose: The MEF Key Registration Configuration describes the information provisioned to a MEF Client to enable it to perform MEF procedures authorized by an administrating stakeholder. The administrating stakeholder arranges for the MEF Client Registration Configuration to be provided to the MEF Client.

Pre-conditions:

· The MEF Client has performed the MEF Client Registration procedure with the MEF for the administrating stakeholder.

· The MEF Client has currently-valid credentials for mutual authentication with the MEF.

Details:
The MEF Key Registration Configuration (mefKeyRegCfg) includes the information shown in Table 8.3.x.3-1, and has data type sec:keyRegCfg (see clause 12.4.3).
Table 8.3.x.3-1: Information in the MEF Key Registration Configuration. 

	Element Name
	Multiplicity
	Notes

	expirationTime
	0..1
	Expiration time

	labels
	0..1
	List of labels to enable discovery of the key registration

	adminFQDN
	1
	FQDN of the administrating stakeholder

	SUID
	1
	SUID constraining the usage of the Key Value established during the MEF Key Registration procedure.

	targetIDs
	0..1
	List of identifiers for authorized target MEF Clients


-----------------------End of change 2-------------------------------------------
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