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1. Overall description:
Last year ETSI TC CYBER published TR 103 304, a deliverable containing an analysis of possible threats related to Personally Identifiable Information in mobile and cloud based services.

Based on the preliminary results of the TR 103 304, ETSI TC CYBER has agreed to develop a range of new technical specifications that leverage on Attribute Based Encryption (ABE) cryptographic schemes to provide fine-grained data access control in a variety of use cases. The activity was extended to the IoT domain, for which compatibility with oneM2M is an essential requirement.

ABE is a public key cryptographic scheme that provides both confidentiality and data access control exclusively relying on mathematical algorithms. 

In order to support oneM2M scenarios at best, we are very much interested in knowing about the future of access control in oneM2M. We are taking into account oneM2M TR-0001, TS-0001, and TS-0003 specifications (including publicly available drafts for Release 3), but would welcome any advice on this topic.

Provided oneM2M agrees to review the drafts of DTS/CYBER-0020 (TS 103 458) and DTS/CYBER-0025 (TS 173 532), TC CYBER would be pleased to share them, when they will have matured.


2. Actions:
1. TC CYBER would welcome any input on specific issues and/or possible requirements related to data access control and to the confidentiality of data in the IoT domain.

2. TC CYBER kindly asks oneM2M whether oneM2M would agree to review the drafts DTS/CYBER-0020 and DTS/CYBER-0025 when they will be ready.

3. Date of next meetings of the originator:
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