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Introduction


oneM2M is currently working on Release 3 of its specification TS-0003, which defines security solutions for M2M systems. In this context, an annex has been added to define  asymmetric cryptographic services that could be supported by tamper-resistant secure elements, to provide functionalities frequently needed by IoT applications. 

Such secure elements will provide tamper-resistant storage areas for sensitive data (especially secure storage of private keys) and tamper resistant execution environments to perform security functions. These security functionalities include identification and authentication of the M2M device and establishment of secure communication channels to remote entities and to the hosting device itself. Useful generic cryptographic services are also exposed to M2M Applications on the hosting device.

The new annex L of oneM2M TS-0003 intends to provide device applications with an interoperable API to use the security services implemented in the secure element. To achieve interoperability between secure elements and supporting software on the hosting device, oneM2M is working on a new specification, TS-0016 “Secure Environment Abstraction”, which specifies security mechanisms and interfaces to abstract from different technical implementations of security components, encompassing other technologies than tamper-resistant secure elements, such as Trusted Execution Environments or Whitebox Crypto implementations.
oneM2M would kindly ask you to review the new Annex L of TS-0003, and welcome any technical feedback you may provide. Further feedback for the development of TS-0016 will also be welcome. The latest drafts of oneM2M specifications can be found at http://www.onem2m.org/technical/latest-drafts .
You will note that Annex L of TS-0003 does not specify any physical or transport level interface to be supported by hosting devices to achieve interoperability with IoT secure elements. Though an ISO 7816 APDU level specification for this interface was initially considered by oneM2M, it was felt that this would not address the huge diversity of IoT device implementations, and that other organizations such as yours may be better positioned to establish reference specifications for such interfaces. 
oneM2M therefore invites your organizations to consider the need and preferred approach to specify an interoperable interface between IoT secure elements and hosting devices, and keep oneM2M informed of your decisions. 

oneM2M looks forward to continuous collaboration with ETSI TC SCP, ISO/IEC  SC 17 WG4, and GlobalPlatform on topics related to the support of secure components in IoT environments.
Actions
1. oneM2M kindly invites ETSI TC SCP, GlobalPlatform, and ISO/IEC SC 17 WG4 to review the above referred documents related to IoT secure elements (i.e. draft TS-0016 and Annex L of TS-0003 Rel-3) and provide any feedback you may have.
2. oneM2M encourages ETSI TC SCP, ISO/IEC SC 17 WG4, and GlobalPlatform to consider the value of establishing a reference implementation to interface IoT secure elements with hosting devices, and inform us of your decisions and/or suggestions in this respect.
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