	Doc# SEC-2017-0095R04-CR_TS-0003_R2A_MEF_Client_Cmd_Processing.doc
Change Request
	[image: image1.png]






	


	CHANGE REQUEST

	Meeting ID:*
	SEC 30

	Source:*
	Phil Hawkes, Qualcomm, phawkes@qti.qualcomm.com
Wolfgang Granzow, Qualcomm, wgranzow@qti.qualcomm.com 

	Date:*
	2017-07-13

	
	

	Reason for Change/s:*
	Adding details for MEF Client Command processing

	CR  against:  Release*
	2A

	CR  against:  WI*
	 FORMCHECKBOX 
 Active WI-0057  

 FORMCHECKBOX 
 MNT maintenance / < Work Item number(optional)>
Is this a companion CR? Yes  FORMCHECKBOX 
 No  FORMCHECKBOX 

Companion CR number: (Note to Rapporteur - use latest agreed revision)Is this a mirror CR? Yes  FORMCHECKBOX 
 No  FORMCHECKBOX 

Mirror CR number: (Note to Rapporteur - use latest agreed revision)

 FORMCHECKBOX 
 STE Small Technical Enhancements / < Work Item number (optional)>
Only ONE of the above shall be ticked

	CR  against:  TS/TR*
	TS-0003v2_9_1

	Clauses *
	8.3.x (new section)

	Type of change: *
	 FORMCHECKBOX 
 Editorial change
 FORMCHECKBOX 
 Bug Fix or Correction
 FORMCHECKBOX 
 Change to existing feature or functionality
 New feature or functionality
Only ONE of the above shall be ticked

	Impacted other TS/TR(s)
	TS-0032 (see related CRs)

	Post Freeze checking:*
	This CR contains only essential changes and corrections?  YES  FORMCHECKBOX 
  NO  FORMCHECKBOX 

This CR may break backwards compatibility with the last approved version of the TS?       YES 
  NO 


	Template Version: January 2017 (Do not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separate “mirror CR” should be posted at the same time of this CR
Mirror CR: applies only when the text, including clause numbering are exactly the same.

Companion CR: applies when the change means the same but the baselines differ in some way (e.g. clause number).
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This CR describes the MEF Client Command processing and includes some editorial corrections to clause 12.

R01: 

· Completed MEF Client Command Retrieve/Update Procedures (8.3.x.2/3).
· Completed NO_MORE_COMMANDS MEF Client Command Class-specific Processes (moved from 8.3.x5.1 to 8.3.x.6)
· Added MEF_CLIENT_CMD_ REPEATED_CMD_ID command status (clause 8.3.x.5.5) and corresponding cmdStatusCode (clause 12.3.2.4).
· Rearranged the order of some clauses.
R02:

· providing text for clauses

· 8.3.x.7 CERT_PROV MEF Client Command Class-specific Processes
· 8.3.x.8 DEV_CFG MEF Client Command Class-specific Processes
· 8.3.x.9
 MO_NODE MEF Client Command Class-specific Processes
· Editorial corrections

R03:

· Editorial corrections during presentation/discussion in the adhoc session
R04:

· More editorial corrections, update of  description of MEFClientRegID in Table 8.3.x.2.1 and description of cmdID in Table 8.3.x.2.2, renamed sec:certSubjectTypeId to sec:certSubjectType in clause 12.3.2.6
-----------------------Start of change 1-------------------------------------------
8.3.x
MEF Client Command Processing

8.3.x.1
Introduction

Purpose: The MEF Client Commands are used by an MEF to control the sequence of Enrolment Exchange procedures executed by the MEF Client. 

A MEF Client Command is issued, or reissued, by the MEF to the MEF Client in the response of a MEF Client Command Retrieve procedure (clause 8.3.x.2) or MEF Client Command Update procedure (clause 8.3.x.3). The resulting status, following the attempt to parse and execute the command, is reported to the MEF Client in the request of a MEF Client Command Update procedure (clause 8.3.x.3).

A MEF Client Command Retrieve response or MEF Client Command Update response includes cmdID, cmdDescription, and initial cmdStatusCode of a MEF Client Command being issued, or reissued, by the MEF to the MEF Client. A MEF Client Command Update request, sent from the MEF Client to the MEF, includes cmdID and cmdStatusCode indicating the result of attempting to parse and execute the command.

These three elements serve the following purposes:

· cmdID: disambiguates between sequential MEF Client Commands issued within the context of an MEF Client Registration (which, in some cases, may be one of multiple MEF Client Registrations on the MEF).  The cmdID serves two purposes: ensuring that a command is not accidentally executed twice; and correlating a MEF Client Command status to the corresponding issued command.

· cmdDescription: providing a description of the command to be executed. 
· cmdStatusCode: enables the MEF to indicate if a command is a reissued command or not, and enables the MEF Client to indicate the result of attempting to parse and execute the command.  

MEF Client Command procedures are performed within the context of a (non-expired) MEF Client Registration with the MEF. 
8.3.x.2
MEF Client Command Retrieve Procedure 

Triggering the Procedure: See clause 8.3.4.6 for mechanisms which can trigger MEF Client Command procedures.
Pre-Conditions:

A. The MEF and MEF Client have performed an MEF Handshake, see clause 8.3.5.2.2.
B. The MEF Client Registration is not expired, and the MEF Client has obtained the MEFClientRegID for the registration. 

C. The MEF Client shall not send an MEF Client Command Retrieve in between the time when an MEF Client receives an MEF Client Command from the MEF and the time when the MEF Client sends a corresponding MEF Client Command Update to report on the status.

D. The MEF Client shall not initiate an MEF Client Command Retrieve while waiting for a MEF Client Command Response from the MEF, unless the MEF takes too long to respond. The time duration for waiting for a response from the MEF is an implementation-specific decision of the MEF Client.

Procedure:
1. The MEF Client shall send a MEF Client Command Retrieve request including the information shown in Table 8.3.5.2.4-1. 
Table 8.3.x.2-1: MEF Client Command Retrieve Request message information

	Element
	Description
	Multiplicity

	MEFClientRegID
	Identifier for the MEF Client registration record for which the MEF Client Command is being requested. See Pre-Condition B. This is the resource identifier of the parent <mefClientReg> resource of the MEF Client Command.
	1


2. Upon receiving the request, the MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. 

3. If the request is processed successfully, then the MEF shall attempt to retrieve the MEF Client Command currently associated with the identified MEF Client registration record.

· If there are currently no more MEF Client Commands to be issued to the MEF Client, then the MEF forms the cmdDescription as specified in clause 8.3.x.6. 

· If MEF Client Command will trigger a Certificate Provisioning procedure, then the MEF forms the cmdDescription as specified in clause 8.3.x.7. 

· If MEF Client Command will trigger Device Configuration, then the MEF forms the cmdDescription as specified in clause 8.3.x.8. 

· In the case of an MO_NODE MEF Client Command, then the MEF forms the cmdDescription, as specified in clause 8.3.x.9. 

4. The MEF shall compose a MEF Client Command Retrieve response containing the following parameters. 

Table 8.3.x.2-2: MEF Client Command Retrieve Response message information

	Element
	Description
	Multiplicity

	cmdID
	An identifier for a MEF Client Command issued by the MEF (see data type definition in clause 8.6.1 of TS-0032 [58])
	1

	cmdDescription
	Description of the MEF Client Command being issued or reissued.
	1

	cmdStatusCode
	cmdStatusCode set to MEF_CLIENT_CMD_ISSUED or MEF_CLIENT_CMD_REISSUED as appropriate (see clauses 8.3.x.5.2 and 8.3.x.5.3)
	1


The MEF shall send the response to the MEF Client.

5. The MEF Client shall attempt to parse and execute the response information
a. The MEF Client attempts to parse the Response message information into cmdID, cmdDescription and cmdStatusCode elements; and parse cmdDescription into its constituent cmdClassID and cmdArgs elements. If parsing succeeds, then the MEF client proceeds to step 5b. If parsing fails, then the MEF Client may choose to exit the procedure, or may return to step 1. 
b. The MEF Client compares the cmdID of the Response message with cmdID sent in the most recent MEF Client Command Update procedure. If the cmdID values are distinct, then the MEF Client proceeds to step 5.c.  If the cmdID values are identical then the MEF_Client exits the procedure, triggering MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_REPEATED_CMD_ID.
c. The MEF Client interprets cmdClassID, to determine the corresponding MEF Client Command Class. If the MEF Client supports the MEF Client Command Class then the MEF Client proceeds to step 5.d. If the MEF Client does not support the MEF Client Command Class then the MEF Client exits the procedure, triggering MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_CLASS_NOT_SUPPORTED.
d. The MEF Client initiates the MEF Client Command Class-specific procedures: 

· The NO_MORE_COMMANDS MEF Client Command Class-specific procedures are specified in clause 8.3.x.5.1.

· The CERT_PROV MEF Client Command Class-specific procedures are specified in clause 8.3.x.7.

· The DEV_CFG MEF Client Command Class-specific procedures are specified in clause 8.3.x.8.

· The MO_NODE MEF Client Command Class-specific procedures are specified in clause 8.3.x.9.

8.3.x.3

MEF Client Command Update procedure
Triggering: The MEF Client shall initiate MEF Client Command Update procedure only when triggered from within the MEF Client Command Retrieve procedure (clause 8.3.x.2), or MEF Client Command Update procedure (as defined in the present clause) or a MEF Client Command Class-specific procedure (clauses 8.3.x.5.1, 8.3.x.7, 8.3.x.8, 8.3.x.9). The trigger includes the values for cmdID and cmdStatusCode. 
Pre-Conditions: 

A. The MEF and MEF Client have performed an MEF Handshake, see clause 8.3.5.2.2.
B. The MEF Client Registration is not expired, and the MEF Client has obtained the MEFClientRegID for the registration. 
Procedure: 

1. The MEF Client shall send a MEF Client Command Update request including the information shown in Table 8.3.x.3-1. 
Table 8.3.x.3-1: MEF Client Command Update Request message information

	Element
	Description
	Multiplicity

	MEFClientRegID
	Identifier for the MEF Client registration record for which the MEF Client Command is being requested. See Pre-Condition B.
	1

	cmdID
	Provided when the procedure was triggered
	1

	cmdStatusCode
	Provided when the procedure was triggered
	1


2. Upon receiving the request, the MEF shall process the request. 

a. The MEF attempts to parse the request message information into MEFClientRegID, cmdID and cmdStatusCode elements. If parsing succeeds, then the MEF proceeds to step 2b. If parsing fails, then the MEF shall send an MEF Client Command Update response with the BAD_REQUEST request Status Code from Table 5.1.2-3 in TS-0032 [58], and no further steps are performed. 

b. The MEF compares the cmdID in the request to the cmdID of the most recently issued MEF Client Commands. If there is no match then the cmdID and cmdStatusCode are discarded. If there is a match, then the MEF can records the cmdID and cmdStatusCode.
3. The MEF determines the next MEF Client Command to issue to the MEF Client, as described in step 3 of clause 8.3.x.2.
4. The MEF shall compose a MEF Client Command Update response containing the same elements as an MEF Client Command Retrieve response, shown in table 8.3.x.2-2 in step 4 of clause 8.3.x.2. The MEF shall send the response to the MEF Client.

5. The MEF Client shall attempt to parse and execute the response message information, as specified in step 5 of clause 8.3.x.2.
8.3.x.4
The cmdDescription element

The cmdDescription element has data type sec:cmdDescription defined in clause 12.4.A and  includes the following elements: 

· cmdClassID: identifying a class of MEF Client Commands
· (conditional on cmdClassID) cmdArgs: containing arguments specific to the cmdClass 

· (optional) targetID: When the MEF Client is a Node acting on behalf of a CSE and/or multiple AE, then the targetID identifies to which entity the command applies. 
MEF Client Command processing supports the following classes of MEF Client Commands:

· NO_MORE_COMMANDS: indicating that the MEF has no more MEF Client Commands for the MEF Client. The NO_MORE_COMMANDS MEF Client Command is specified in clause 8.3.x.5.2.

· CERT_PROV: for triggering Certificate Provisioning procedures. The CERT_PROV MEF Client Commands are specified in clause 8.3.x.8.

· DEV_CFG: for triggering Device Configuration. The DEV_CFG MEF Client Commands are specified in clause 8.3.x.9.

· MO_NODE: for triggering procedures. The CERT_PROV MEF Client Commands are specified in clause 8.3.x.10.

8.3.x.5
The cmdStatusCode element
8.3.x.5.1
Introduction
The cmdStatusCode is used by the MEF and MEF Client to indicate the status of an issued Command. The value in the cmdStatusCode element is of datatype sec:cmdStatusCode, specified in clause 12.3.2.x. Table 8.3.x.5.1-1 provides an informative summary of the cmdStatusCode, with normative description in the remaining sub clauses of 8.3.x.5.

Table 8.3.x.5.1-1: Overview of the cmdStatusCode element
	cmdStatusCode
	Assigned by
	cmdClass of issued MEF Client Command
	Clause

	MEF_CLIENT_CMD_ISSUED
	MEF
	Any
	8.3.x.5.2

	MEF_CLIENT_CMD_REISSUED
	MEF
	Any
	8.3.x.5.3

	MEF_CLIENT_CMD_OK
	MEF Client
	Any. See NOTE 1. 
	8.3.x.5.4

	MEF_CLIENT_CMD_REPEATED_CMD_ID
	MEF Client
	Any
	8.3.x.5.5

	MEF_CLIENT_CMD_CLASS_NOT_SUPPORTED
	MEF Client
	Any. See NOTE 1.
	8.3.x.5.6

	MEF_CLIENT_CMD_BAD_ ARGUMENTS
	MEF Client
	Any.
	8.3.x.5.7

	MEF_CLIENT_CMD_UNACCEPTABLE_ARGUMENTS
	MEF Client
	CERT_PROV, DEV_CFG, MO_NODE
	8.3.x.5.8

	MEF_CLIENT_CMD_CERT_PROV_SERVER_ERROR
	MEF Client
	CERT_PROV
	8.3.x.5.9

	MEF_CLIENT_CMD_CERT_PROV_CLIENT_ERROR
	MEF Client
	CERT_PROV
	8.3.x.5.10

	MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
	MEF Client
	DEV_CFG
	8.3.x.5.11

	MEF_CLIENT_CMD_DEV_CFG_CLIENT_ERROR
	MEF Client
	DEV_CFG
	8.3.x.5.12

	MEF_CLIENT_CMD_MO_NODE_NOT_FOUND
	MEF Client
	MO_NODE
	8.3.x.5.13

	MEF_CLIENT_CMD_MO_NODE_TYPE_CONFLICT
	MEF Client
	MO_NODE
	8.3.x.5.14

	MEF_CLIENT_CMD_MO_NODE_BAD_ARGS
	MEF Client
	MO_NODE
	8.3.x.5.15

	MEF_CLIENT_CMD_MO_NODE_UNACCEPTABLE_ARGS
	MEF Client
	MO_NODE
	8.3.x.5.16

	MEF_CLIENT_CMD_MO_NODE_INCONSITENT_CONFIG
	MEF Client
	MO_NODE
	8.3.x.5.17

	MEF_CLIENT_CMD_MO_NODE_PROCESSING_FAILED
	MEF Client
	MO_NODE
	8.3.x.5.18

	NOTE 1: In normal circumstances, an MEF Client should not provide this cmdStatusCode when the issued command has cmdClass indicating NO_MORE_COMMANDS.


8.3.x.5.2
cmdStatusCode MEF_CLIENT_CMD_ISSUED
The MEF is issuing the command, and the MEF expects that this is the first time that the MEF Client is receiving the command.

8.3.x.5.3
cmdStatusCode MEF_CLIENT_CMD_REISSUED
The MEF previously issued the command, and did not receive a corresponding MEF Client Command Update from the MEF Client (in particular, providing the status of the executed command), and consequently the MEF is reissuing the command.
If the MEF Client already performed the command, then it reports the status, otherwise the MEF Client performs the command.
8.3.x.5.4
cmdStatusCode  MEF_CLIENT_CMD_OK
The MEF Client successfully performed the command.
8.3.x.5.5
cmdStatusCode MEF_CLIENT_CMD_ REPEATED_CMD_ID
The cmdID in the MEF Client Command Response message matches the cmdID sent in the most recent MEF Client Command Update procedure. This would indicate some processing error on the MEF.

8.3.x.5.6
cmdStatusCode MEF_CLIENT_CMD_CLASS_NOT_SUPPORTED
The MEF Client does not support the requested cmdClass.
8.3.x.5.7
cmdStatusCode MEF_CLIENT_CMD_BAD_ARGUMENTS
The MEF Client supports the cmdClass, but the MEF Client could not parse cmdArgs.
8.3.x.5.8
cmdStatusCode MEF_CLIENT_CMD_UNACCEPTABLE_ARGUMENTS
The MEF Client supports the cmdClass, and the MEF Client parsed cmdArgs element, but at least one of the elements of cmdArgs which could be processed by the MEF Client had an unacceptable value.
8.3.x.5.9
cmdStatusCode MEF_CLIENT_CMD_CERT_PROV_SERVER_ERROR
The MEF Client supports the CERT_PROV cmdClass, and the MEF Client parsed the cmdArgs element, but was unable to perform the command due to some error regarding communicating with the Certificate Provisioning server or an error internal to the Certificate Provisioning server.
8.3.x.5.10
cmdStatusCode MEF_CLIENT_CMD_CERT_PROV_CLIENT_ERROR
The MEF Client supports the CERT_PROV cmdClass, and the MEF Client parsed the cmdArgs element, but was unable to perform the command due to a processing error on the MEF Client.
8.3.x.5.11
cmdStatusCode MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
The MEF Client supports the DEV_CFG cmdClass, and the MEF Client parsed the cmdArgs element, but was unable to perform the command due to some error regarding communicating with the Device Configuration server or an error internal to the Device Configuration server.

8.3.x.5.12
cmdStatusCode MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
The MEF Client supports the DEV_CFG cmdClass, and the MEF Client parsed the cmdArgs element, but was unable to perform the command due to some issue a processing error on the MEF Client.
8.3.x.5.13
cmdStatusCode MEF_CLIENT_CMD_MO_NODE_NOT_FOUND
The MEF Client supports the MO_Node cmdClass, and parsed the cmdArgs element, but could not find the MO node at the objectPath element in the MEF Client Command arguments.
8.3.x.5.14
cmdStatusCode MEF_CLIENT_CMD_MO_NODE_TYPE_CONFLICT
The MEF Client supports the MO_Node cmdClass, parsed the cmdArgs element, and found the MO node at the objectPath element, but the type of the MO Node does not match the objectType element in the MEF Client Command arguments.
8.3.x.5.15
cmdStatusCode MEF_CLIENT_CMD_MO_NODE_BAD_ARGS
The MEF Client supports the MO_Node cmdClass, parsed the cmdArgs element, and found the MO node at the objectPath element, and the type of the MO Node matches the objectTypeID element, but the MEF Client could not parse the objectTypeSpecifcArgs elememt.

8.3.x.5.16
cmdStatusCode MEF_CLIENT_CMD_MO_NODE_UNACCEPTABLE_ARGS
The MEF Client supports the MO_Node cmdClass, parsed the cmdArgs element, and found the MO node at the objectPath element, and the type of the MO Node matches the objectType element, and the MEF Client could not parse the objectTypeSpecifcArgs element but the remaining MO-type-specific arguments in MEF Client Command arguments are unacceptable to the MEF Client.

8.3.x.5.17
cmdStatusCode MEF_CLIENT_CMD_MO_NODE_INCONSITENT_CONFIG
The MEF Client supports the MO_Node cmdClass, parsed the cmdArgs element, and found the MO node at the objectPath element, and the type of the MO Node matches the objectTypeID element, and the remaining MO-type-specific arguments in MEF Client Command arguments are acceptable, but the configuration of the MO nodes is inconsistent and preventing MO Node processing. 
8.3.x.5.18
cmdStatusCode MEF_CLIENT_CMD_MO_NODE_PROCESSING_FAILED
The MEF Client supports the MO_Node cmdClass, parsed the cmdArgs element, and found the MO node at the objectPath element, and the type of the MO Node matches the objectType element, and the remaining MO-type-specific arguments in MEF Client Command arguments are acceptable, but there has been some other error in executing the MO Node processing.

8.3.x.6. NO_MORE_COMMANDS MEF Client Command Class-specific Processes
Purpose: When cmdClassID indicates NO_MORE_COMMANDS, then the MEF is indicating that it has no more MEF Client Commands for the MEF Client. 

Elements of cmdArgs: If cmdDescription contains cmdClassID indicating NO_MORE_COMMANDS, then cmdArgs shall contain the noMoreCmdArgs element of data type sec:noModeCmdArgs which includes the following elements:
· retryDuration: indicating a time duration, after which the MEF Client is expected to attempt MEF Client Command Retrieve. The retryDuration is cancelled if the MEF Client successfully performs another MEF Client Command procedure, within the scope of the MEF Client Registration, before the retryDuration completes. See clause 8.3.4.6 for other mechanisms which can trigger MEF Client Command procedures.

Forming cmdDescription: 

1. The MEF shall form cmdArgs containing the elements described in “Elements of cmdArgs” above:

· retryDuration: set to the time duration before the MEF wishes the MEF Client to attempt the next MEF Client Command Retrieve, with the understanding that the retryDuration is cancelled if the MEF Client successfully performs another MEF Client Command procedure.

2. The MEF shall form cmdDescription with cmdClassID indicating NO_MORE_COMMANDS and cmdArgs formed in step 1. 

Parsing and Executing cmdArgs: 

3. The MEF Client shall attempt to parse cmdArgs into the elements described in “Elements of cmdArgs”. If the parsing succeeds, then the MEF Client proceeds to step 4.  If parsing fails, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_BAD_ARGUMENTS.
4. The MEF Client MEF Client Command will not perform a MEF Client Command Retrieve procedure or MEF Client Command Update procedure unless triggered.
5. The MEF Client shall set a timer based on retryDuration. 

a. The timer shall be cancelled if, by some other mechanism as described in clause 8.3.4.6, the MEF Client is triggered to performs an MEF Client Command Retrieve procedure or MEF Client Command Update procedure before the timer expires.

b. If the time expires, then the MEF Client shall perform an MEF Client Command Retrieve procedure, (clause 8.3.x.2), at some time selected by the MEF Client.

8.3.x.7 CERT_PROV MEF Client Command Class-specific Processes
Purpose: When cmdClassID indicates CERT_PROV, then the MEF is indicating that the MEF Client is to perform a Certificate Provisioning Procedure with the MEF. 
Elements of cmdArgs: If cmdDescription contains cmdClassID indicating CERT_PROV, then the cmdArgs shall contain the certProvArgs element of data type sec:certProvArgs which includes the following elements:
· certProvProtocol: indicating the Certificate Provisioning protocol (EST or SCEP) that the MEF Client is to use.

· URI: indicating the base URI to be used for the indicated Certificate Provisioning protocol.

· certSubjectType: indicating if the subject of the provisioned certificate will a Node, CSE or AE.
· certSubjectID: the Node-ID or CSE-ID or AE-ID of the subject of the certificate
Forming cmdDescription: 

1. The MEF shall form cmdArgs containing the elements described in “Elements of cmdArgs” above:

· certProvProtocol: The MEF shall assign this element to indicate the protocol (EST or SCEP) that the MEF Client is to use for Certificate Provisioning. 

· URI: The MEF shall assign this element to base URI to be used for the indicated Certificate Provisioning protocol. The FQDN of the base URI shall match the FQDN of the MEF issuing the MEF Client Command.
· certSubjectType: The MEF Client shall assign this element to indicate if the subject of the provisioned certificate will be a Node, CSE or AE.
· certSubjectID:the MEF shall assign this element to be the Node-ID or CSE-ID or AE-ID of the subject of the certificate.
2. The MEF shall form cmdDescription with cmdClassID indicating CERT_PROV and cmdArgs formed in step 1. 

Parsing and Executing cmdArgs: 

3. See step 3 in clause 8.3.x.6.
4. The MEF Client shall verify that the cmdArgs elements are acceptable:

· certProvProtocol: Verification of this element succeeds only if the indicated protocol (EST or SCEP) is supported by the MEF Client. If verification succeeds, then the MEF Client selects the Certificate Provisioning protocol indicated by the element.
· URI: Verification of this element succeeds only if the FQDN of the base URI matches the FQDN of the MEF issuing the MEF Client Command. If verification succeeds, then the MEF Client set the base URI to the value in this element.
· certSubjectType: 
· If the MEF Client is in a Node acting on behalf of a CSE and/or multiple AE then verification of this element succeeds only if the value indicates a Node, CSE or AE.
· If the MEF Client is in a CSE, then verification of this element succeeds only if the value indicates a CSE.

· If the MEF Client is in a CSE, then verification of this element succeeds only if the value indicates a CSE.
If verification succeeds, then the MEF Client records the certSubjectType as the certificate subject type.
· certSubjectID: Verification of this element depends on the value of certSubjectType:
· If subjectType indicates a Node, then verification of this element succeeds only if the value is a Node-ID.

· If certSubjectType indicates a CSE, then verification of this element succeeds only if the value is a AE-ID.

· If certSubjectID indicates a AE, then verification of this element succeeds only if the value is a CSE-ID.
If verification succeeds, then the MEF Client records the certSubjectID as the certificate subject identity.
If the verification of any argument fails, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_UNACCEPTABLE_ARGUMENTS.
5. The MEF Client shall attempt executing the selected Certificate Provisioning procedure (EST specified in 8.3.6.2 or SCEP specified in clause 8.3.6.3), with base URI, certificate subject type and certificate subject identity as determined in step 4. The certificate subject identity shall be provided in the SubjectAltName extension of the certificate signing request.
6. Following the attempt to execute the selected Certificate Provisioning procedure, the MEF Client shall perform the MEF Client Command Update Procedure with cmdID assigned to the cmdID of the received command and cmdStatusCode assigned as follows:

· If the Certificate Provisioning procedure completed successfully, then the MEF Client shall set cmdStatusCode to the value for MEF_CLIENT_CMD_OK.
· If the Certificate Provisioning procedure did not complete successfully due to an error regarding communicating with the Certificate Provisioning server or an error internal to the Certificate Provisioning server, then the MEF Client shall set cmdStatusCode to the value for MEF_CLIENT_CMD_CERT_PROV_SERVER_ERROR.

· If the Certificate Provisioning procedure did not complete successfully due to an error occurring in the Certificate Provisioning client (in the MEF Client), then the MEF Client shall set cmdStatusCode to the value for MEF_CLIENT_CMD_CERT_PROV_CLIENT_ERROR.
8.3.x.8 DEV_CFG MEF Client Command Class-specific Processes
Purpose: When cmdClassID indicates DEV_CFG, then the MEF is indicating that the MEF Client is to perform a Device Configuration (oneM2M TS-0022 [57]) with the MEF Client acting as the DM Client and the MEF acting a the DM Server. 

Elements of cmdArgs: If cmdDescription contains cmdClassID indicating DEV_CFG, then the cmdArgs shall contain the devCfgArgs element which includes the following elements:
· devMgmtID: indicating the DM protocol (e.g. OMA DMv1.3, OMA DMv2.0, OMA LwM2M, BBF TR-069) that the MEF Client is to use for Device Configuration.
· URI: URI of the DM Server.

Forming cmdDescription: 

1. The MEF shall form cmdArgs containing the elements described in “Elements of cmdArgs” above:

· devMgmtID: The MEF shall assign this element to indicate the protocol (e.g. OMA DMv1.3, OMA DMv2.0, OMA LwM2M, BBF TR-069) that the MEF Client is to use for Device Configuration. 

· URI: The MEF shall assign this element to the URI of the DM Server. The FQDN of the base URI shall match the FQDN of the MEF issuing the MEF Client Command.
2. The MEF shall form cmdDescription with cmdClassID indicating DEV_CFG and cmdArgs formed in step 1. 

Parsing and Executing cmdArgs: 

3. See step 3 in clause 8.3.x.6.
4. The MEF Client shall verify that the cmdArgs elements are acceptable:

· devMgmtID: Verification of this element succeeds only if the indicated protocol (e.g. OMA DMv1.3, OMA DMv2.0, OMA LwM2M, BBF TR-069) is supported by the MEF Client. If verification succeeds, then the MEF Client selects the DM protocol indicated by the element.
· URI: Verification of this element succeeds only if the FQDN of the base URI matches the FQDN of the MEF issuing the MEF Client Command. If verification succeeds, then the MEF Client set the DM Server URI to the value in this element.
If the verification of any argument fails, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_UNACCEPTABLE_ARGUMENTS.
5. The MEF Client shall attempt executing Device Configuration per oneM2M TS-0022 [57] using the DM protocol and DM Server URI determined in step 4.

6. Following the attempt to execute Device Configuration, the MEF Client shall perform the MEF Client Command Update Procedure with cmdID assigned to the cmdID of the received command and cmdStatusCode assigned as follows:

· If the Device Configuration procedure completed successfully, then the MEF Client shall set cmdStatusCode to the value for MEF_CLIENT_CMD_OK.
· If the Device Configuration procedure did not complete successfully due to an error regarding communicating with the DM server or an error internal to the DM server, then the MEF Client shall set cmdStatusCode to the value for MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR.

· If the Device Configuration procedure did not complete successfully due to an error occurring in the DM client (in the MEF Client), then the MEF Client shall set cmdStatusCode to the value for MEF_CLIENT_CMD_DEV_CFG_CLIENT_ERROR.
8.3.x.9
MO_NODE MEF Client Command Class-specific Processes
8.3.x.9.1
Generic MO_NODE Processes
Purpose: When cmdClassID indicates MO_NODE, then the MEF is indicating that the MEF Client is to process an MO_NODE that has been already configured to the DM Client of the MEF Client (e.g. using Device Configuration in oneM2M TS-0022 [57]). 
Elements of cmdArgs: If cmdDescription contains cmdClassID indicating MO_NODE, then the cmdArgs shall contain the MONodeArgs element which includes the following elements:

· objectPath: the path of the MO node to be processed.

· objectTypeID: indicating the type of the specialization of the <mgmtObj> resource which  provides the data model for the MO node to be processed.
· (Optional) objectTypeSpecificArgs: additional arguments dependent on type of the specialization of the <mgmtObj> resource (see objectTypeID):
· If objectTypeID matches the [authenticationProfile] specialization of the <mgmtObj>resource, then objectTypeSpecificArgs is present, and is defined in clause 8.3.x.9.2.

· For all other specializations, this element is not present.
Forming cmdDescription: 

1. The MEF shall form cmdArgs containing the elements described in “Elements of cmdArgs” above:

· objectPath: The MEF shall assign this element to the path of the MO node to be processed. 

· objectTypeID: The MEF shall assign this element to the identifier of the type of MO node to be processed. 
· (Optional) objectTypeSpecificArgs: 
· If objectTypeID matches the [authenticationProfile] specialization of the <mgmtObj>resource, then objectTypeSpecificArgs is formed as specified in “Forming objectTypeSpecificArgs” in clause 8.3.x.9.2.

· For all other specializations, this element is not present.

2. The MEF shall form cmdDescription with cmdClassID indicating MO_NODE and cmdArgs formed in step 1. 

Parsing and Executing cmdArgs: 

3. See step 3 in clause 8.3.x.6.
4. The MEF Client shall verify that the cmdArgs elements are acceptable:

a. objectPath: Verification of these elements succeeds only if there is an MO node addressed by the objectPath. If verification succeeds the MEF Client proceeds to step 4b. If the verification of this argument fails, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_NOT_FOUND. 
b. objectTypeID: Verification of these elements succeeds only if objectTypeID matches the type MO node addressed by the objectPath  (see step 4a). If verification succeeds the MEF Client proceeds to step 5. If the verification of this argument fails, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_TYPE_CONFLICT.
5. The MEF Client applies the processing specific to the objectTypeID:
· If objectTypeID matches the [authenticationProfile] specialization of the <mgmtObj> resource, then the MEF Client shall perform “Processing an [authenticationProfile] MO Node” in clause 8.3.x.9.2.
· If objectTypeID matches the [trustAnchorCred] specialization of the <mgmtObj> resource, then the MEF Client shall perform “Processing a [trustAnchorCred] MO Node” in clause 8.3.x.9.7.
· If objectTypeID matches the [MAFClientCfgReg] specialization of the <mgmtObj> resource, then the MEF Client perform “Processing a [MAFClientCfgReg] MO Node” in clause 8.3.x.9.8.
8.3.x.9.2
[authenticationProfile]-specific Processes
Purpose:  Processing an [authenticationProfile] MO node ensures that the MEF Client has been able to establish the credentials needed to use that [authenticationProfile] MO node for mutual authentication.
Elements of objectTypeSpecificArgs: when objectTypeID matches the [authenticationProfile] specialization of the <mgmtObj> resource, then the objectTypeSpecificArgs element shall be present and shall contain the authProfileMONodeArgs element which includes the following elements:
· SUID: this value matches the SUID in the addressed MO Node. 
Forming objectTypeSpecificArgs:
1. The MEF shall form objectTypeSpecificArgs containing authProfileMONodeArgs with the elements described in “Elements of objectTypeSpecificArgs” above:

· SUID: The MEF shall assign this element to the value in the SUID element expected to be in the MO node located at the objectPath on the MEF Client. 

Processing an [authenticationProfile] MO Node:
2. The MEF Client shall attempt to parse objectTypeSpecificArgs into the elements described in “Elements of objectTypeSpecificArgs”. If the parsing succeeds, then the MEF Client proceeds to step 3.  If parsing fails, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MN_NODE_BAD_ARGS.
3. The MEF Client shall verify that the objectTypeSpecificArgs elements are acceptable:

·  SUID: Verification succeeds if the SUID in objectTypeSpecificArgs matches the SUID in the addressed MO_NODE.  

If objectTypeSpecificArgs elements verification succeeds, then  the MEF Client proceeds to step 5. If objectTypeSpecificArgs elements verification fails for any element, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_UNACCEPTABLE_ARGS.
4. The MEF Client shall verify that the SUID matches the configuration of the [authenticationProfile] MO Node  and its parent and child MO Nodes:

· If the SUID is in the set {11, 21, 31, 41}, then verification shall fail if the parent MO Node of the [authenticationProfile] MO Node does not correspond to the [MAFClientRegCfg] specialization of the <mgmtObj> resource,
· If the SUID is in the set {12, 22, 32, 42}, then verification shall fail if the parent MO Node of the [authenticationProfile] MO Node does not correspond to the [registration] specialization of the <mgmtObj> resource.

· If the SUID is in the set {13, 23, 33, 43}, then verification shall fail if the parent MO Node of the [authenticationProfile] MO Node does not correspond to the [dataCollection] specialization of the <mgmtObj> resource.
· If the SUID is in the set {11,12,13}, then verification shall fail if 
· the symmKeyID attribute is not present in the [authenticationProfile] MO Node.
· If the SUID is in the set {21,22,23}, then verification shall fail if

· The keyRegDuration attribute is not present in the [authenticationProfile] MO Node, or

· The child MO Node of the [authenticationProfile] MO Node does not correspond to the [MEFClientRegCfg] specialization of the <mgmtObj> resource.

· If the SUID is in the set {31,32,33}, then verification shall fail if:

· The keyRegDuration attribute is not present in the [authenticationProfile] MO Node, or 

· The child MO Node of the [authenticationProfile] MO Node does not correspond to the [MAFClientRegCfg] specialization of the <mgmtObj> resource.

· If the SUID is in the set {11, 12, 21, 22, 31, 32}, then verification shall fail if:
· The TLSCiphersuites attribute is not present in the [authenticationProfile] MO Node, or 
· The TLSCiphersuites attribute is present but does not include the mandatory DTLS or TLS Ciphersuites for TLS-PSK-Based Security Frameworks in clause 10.2.2.

· If the SUID is in the set {41, 42, 43}, then verification shall fail if:
· The myCertFingerprint attribute is not present in the [authenticationProfile] MO Node, or
· The TLSCiphersuites attribute is not present in the [authenticationProfile] MO Node or the TLSCiphersuites attribute is present but does not include the mandatory DTLS or  TLS Ciphersuites for Certificate-Based Security Frameworks in clause 10.2.3, or
· The [authenticationProfile] MO Node has one or more child MO nodes corresponding to the [trustAnchorCred] specialization of the <mgmtObj> resource.
If verification succeeds, then the MEF Client proceeds to step 5. If the verification of this argument fails for any element, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_INCONSISTENT_CONFIG.

5. The MEF Client applies the processing specific to the SUID:
· If the SUID is in the set {11,12,13}, corresponding to a pre-provisioned symmetric key SUID, then the MEF Client performs “Process [authenticationProfile] MO Node with pre-provisioned symmetric key SUID” in clause 8.3.x.9.3.
· If the SUID is in the set {21,22,23}, corresponding to a MEF-established symmetric key SUID, then the MEF Client performs “Process [authenticationProfile] MO Node with MEF-established symmetric key SUID” in clause 8.3.x.9.4.
· If the SUID is in the set {31,32,33}, corresponding to a MAF-established symmetric key SUID, then the MEF Client performs “Process [authenticationProfile] MO Node with MAF-established symmetric key SUID” in clause 8.3.x.9.5.
· If the SUID is in the set {41,42,43}, corresponding to a certificate SUID, then the MEF Client performs “Process [authenticationProfile] MO Node with certificate SUID” in clause 8.3.x.9.6.
8.3.x.9.3
Process [authenticationProfile] MO Node with pre-provisioned symmetric key SUID {11,12,13}
Purpose:  Processing an [authenticationProfile] MO node with pre-provisioned symmetric key SUID (in the set {11,12,13}) ensures that the MEF Client has access to a local copy of the pre-provisioned symmetric key, for subsequent use with the [authenticationProfile] MO node.
Preconditions:

A. This procedure will succeed only if there is a local copy of the pre-provisioned symmetric key value which can be accessed by the MEF.
Procedure:

1. The MEF Client shall determine if the symmKeyValue attribute is present in the [authenticationProfile] MO node. 
· If the attribute is not present, then the MEF Client shall proceed to step 2. 

· If the attribute is present, then the MEF Client has access to the pre-provisioned symmetric key value. The MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_OK.
2. The MEF Client obtains the value of the symmKeyID attribute of the [authenticationProfile] MO node. The MEF Client determines if the MEF Client has a local copy of the symmetric key value with identifier matching the symmKeyID attribute.
· If a local copy of the symmetric key value is not present, then the MEF Client does not have access to the pre-provisioned symmetric key value. The MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_PROCESSING_FAILED.
· If a local copy of the symmetric key value is present, then the MEF Client has access to the pre-provisioned symmetric key value. The MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_OK.
8.3.x.9.4
Process [authenticationProfile] MO Node with MEF-established symmetric key SUID {21,22,23}
Purpose:  Processing an [authenticationProfile] MO node with MEF-established symmetric key SUID (in the set {21, 22, 23}) ensures that the MEF Client establishes a symmetric key with the MEF for subsequent use with the [authenticationProfile] MO node.
Preconditions:

A. This procedure will succeed only if the [authenticationProfile] MO node has a child [MEFClientRegCfg] MO node and a parent MO Node which may be of type [MAFClientRegCfg], [registration] or [dataCollection].
B. This procedure assumes that the MEF Client has a currently-valid MEF Client Registration with the MEF and administrating stakeholder identified in the child [MEFClientRegCfg] MO node.
Procedure: The MEF Client shall attempt the MEF Key Registration procedure as described in clause 8.3.5.2.7, with the MEF Client acting as the Source MEF Client and with following clarifications:
At step 4 in clause 8.3.5.2.7, the MEF Client shall form the MEF Key Registration Request (see Table 8.3.5.2.7-1) as follows
· MEFFQDN: shall be set to the value of the fqdn attribute in the child [MEFClientRegCfg] MO node;
· expirationTime shall be computed by adding the current time to the value of the keyRegDuration in the [authenticationProfile] MO node;
· labels shall be assigned the value of the keyRegLabels attribute in the [authenticationProfile] MO node;
· adminFQDN: shall be assigned to the value of the adminFQDN attribute in the child [MEFClientRegCfg] MO node;

· SUID: shall be assigned to the value of the SUID attribute in the child [authenticationProfile] MO node;

· targetIDs: shall be assigned according to the parent MO node of the [authenticationProfile] MO node:
· In the case of a parent [registration] MO node, the targetIDs shall be assigned the CSE-ID of the Registrar CSE. 
· In the case of a parent [dataCollection] MO node, the targetIDs shall be assigned the CSE-ID determined from the containerPath attribute of the [dataCollection] MO node.
· In the case of a parent [MAFClientRegCfg] MO node, the targetIDs shall be assigned the fqdn attribute of the [MAFClientRegCfg] MO node.
· keyValue: shall not be present.
The MEF Client shall select a protocol (HTTP, CoAP, WebSocket) based on the protocol(s) supported by the MEF Client, and the protocol(s) supported by the MEF as indicated by the presence of the httpPort, coapPort and websocketPort in the child [MEFClientRegCfg] MO node. The MEF Client shall use the port number provided in the appropriate httpPort, coapPort or websocketPort attribute of the child [MEFClientRegCfg] MO node.
At step 10 in clause 8.3.5.2.7, if the MEF Client receives a successful MEF Key Registration Response (see Table 8.3.5.2.7-2) then the MEF Client shall verify the following information received in the MEF Key Registration Response:

· expirationTime: Verification fails if this value is prior to the time when verification is performed.
· Source MEF Client ID: Verification fails if this value is distinct from the identifier of the MEF Client.

· adminFQDN:  Verification fails if this value is distinct from the corresponding value sent in the MEF Key Registration Request in step 4 of clause 8.3.5.2.7
· SUID: Verification fails if this value is distinct from the corresponding value sent in the MEF Key Registration Request in step 4 of clause 8.3.5.2.7.

· targetIDs: Verification fails if this value is distinct from the corresponding value sent in the MEF Key Registration Request in step 4 of clause 8.3.5.2.7
If verification succeeds, then the MEF Client shall store the information in the MEF Key Registration Response and associate this information with the [authenticationProfile] MO node. The MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_OK.
If verification fails, or if procedure fails for any other reason, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_PROCESSING_FAILED.

8.3.x.9.5
Process [authenticationProfile] MO Node with MAF-established symmetric key SUID {31,32,33}
Purpose:  Processing an [authenticationProfile] MO node with MEF-established symmetric key SUID (in the set {31,32,33}) ensures that the MEF Client, acting as a Source MAF Client, establishes a symmetric key with the MAF for subsequent use with the [authenticationProfile] MO node. 
Preconditions:

A. This procedure will succeed only if the [authenticationProfile] MO node has a child [MAFClientRegCfg] MO node and a parent MO Node which may be of type [registration] or [dataCollection].

B. This procedure assumes that the MEF Client, acting as an MAF Client, has a currently-valid MAF Client Registration with the MAF and administrating stakeholder identified in the child [MAFClientRegCfg] MO node.
Procedure: The MEF Client shall attempt the MAF Key Registration procedure as described in clause 8.8.2.7, with the MAF Client acting as the Source MAF Client and with following clarifications:

At step 4 in clause 8.8.2.7, the MEF Client shall form the MAF Key Registration Request (see Table 8.8.2.7-1) as follows
· MAF-FQDN: shall be set to the value of the fqdn attribute in the child [MAFClientRegCfg] MO node;

· expirationTime shall be computed by adding the current time to the value of the keyRegDuration in the [authenticationProfile] MO node;

· labels shall be assigned the value of the keyRegLabels attribute in the [authenticationProfile] MO node;

· adminFQDN: shall be assigned to the value of the adminFQDN attribute in the child [MAFClientRegCfg] MO node;

· SUID: shall be assigned to the value of the SUID attribute in the child [authenticationProfile] MO node;

· targetIDs: shall be assigned according to the parent MO node of the [authenticationProfile] MO node:
· In the case of a parent [registration] MO node, the targetIDs shall be assigned the CSE-ID of the Registrar CSE. 

· In the case of a parent [dataCollection] MO node, the targetIDs shall be assigned the CSE-ID determined from the containerPath attribute of the [dataCollection] MO node.

· keyValue: shall not be present.

The MEF Client shall select a protocol (HTTP, CoAP, WebSocket) based on the protocol(s) supported by the MAF Client, and the protocol(s) supported by the MAF is indicated by the presence of the httpPort, coapPort and websocketPort in the child [MAFClientRegCfg] MO node. The MEF Client shall use the port number provided in the appropriate httpPort, coapPort or websocketPort attribute of the child [MAFClientRegCfg] MO node.
At step 10 in clause 8.8.2.7, If the MEF Client receives a successful MAF Key Registration Response (see Table 8.8.2.7-2) then the MEF Client shall verify the following information received in the MAF Key Registration Response:

· expirationTime: Verification fails if this value is prior to the time when verification is performed.
· Source MEF Client ID: Verification fails if this value is distinct from the identifier of the MEF Client.

· adminFQDN:  Verification fails if this value is distinct from the corresponding value sent in the MEF Key Registration Request in step 4 of clause 8.8.2.7
· SUID: Verification fails if this value is distinct from the corresponding value sent in the MEF Key Registration Request in step 4 of clause 8.8.2.7.

· targetIDs: Verification fails if this value is distinct from the corresponding value sent in the MEF Key Registration Request in step 4 of clause 8.8.2.7
If verification succeeds, then the MEF Client shall store the information in the MEF Key Registration Response and associate this information with the [authenticationProfile] MO node. The MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_OK.
If verification fails, or if procedure fails for any other reason, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_PROCESSING_FAILED.
8.3.x.9.6
Process [authenticationProfile] MO Node with Certificate SUID {41,42,43}
Purpose:  Processing an [authenticationProfile] MO node with Certificate SUID (in the set {41,42,43}) ensures that the MEF Client has access to a local copy of the MEF Client’s Certificate and corresponding private key, for subsequent use with the [authenticationProfile] MO node.
Preconditions:

A. This procedure will succeed only if the Node has been provisioned with the certificate matching the myCertFingerprint attribute in the [authenticationProfile] MO node.

Procedure:  The MEF Client obtains the value of the myCertFingerprint attribute in the [authenticationProfile] MO node. The MEF Client determines if it has a local copy of a certificate corresponding private key with the certificate matching the myCertFingerprint attribute corresponding private key.
· If a local copy of the certificate and corresponding private key are not present, then the MEF Client associates the certificate and corresponding private key with the [authenticationProfile] MO node for subsequent use. The MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_PROCESSING_FAILED.
· If a local copy of the certificate and corresponding private key are present, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_OK.
8.3.x.9.7
[trustAnchorCred]-specific Processes
Purpose: Processing a [trustAnchorCred] MO node ensures that the MEF Client has a local copy of the trust anchor CA certificate identified by the [trustAnchorCred] MO node.
Elements of objectTypeSpecificArgs: The objectTypeSpecificArgs element is not present for the [trustAnchorCred] specialization.
Processing a [trustAnchoCred] MO Node:
1. The MEF Client retrieves the value of the certFingerprint attribute of the [trustAnchorCred] MO Node. The MEF Client determines if the MEF Client has a local copy of a certificate matching the certFingerprint attribute.

· If a local copy of the certificate is present, then the MEF Client associates the certificate with the [trustAnchorCred] MO node for subsequent use. The MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_OK.
· If a local copy of the certificate is not present, then the MEF Client proceeds to step 2.
2. The MEF Client obtains the value of the URI attribute of the [trustAnchorCred] MO Node. The MEF Client attempts to retrieve the trust anchor certificate by performing a HTTPS GET procedure towards the URI.

· If the HTTPS GET procedure is not successful, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_PROCESSING_FAILED.
· If the HTTPS GET procedure is successful, then the MEF Client extracts the payload. The MEF Client parses the payload to determine if it is a certificate, and if parsing succeeds, then the MEF Client verifies that the received certificate matches the certFingerprint attribute of the [trustAnchorCred] MO Node
· If parsing succeeds and the received certificate matches the certFingerprint attribute of the [trustAnchorCred] MO Node, then the MEF Client associates the certificate with the [trustAnchorCred] MO node for subsequent use. The MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_OK.
· Otherwise, the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_PROCESSING_FAILED.
8.3.x.9.8
[MAFClientRegCfg]-specific Processes
Purpose: Processing an [MAFClientRegCfg] MO node ensures that the MEF Client, acting as an MAF Client, has successfully registered with the MAF using the attributes in the [MAFClientRegCfg] MO node.
Elements of objectTypeSpecificArgs: The objectTypeSpecificArgs element is not present for the [MAFClientRegCfg] specialization.
Processing an [MAFClientRegCfg] MO Node: The MEF Client shall attempt the MAF Client Registration procedure as described in clause 8.8.2.3, with the MAF Client acting as the Source MAF Client and with following clarifications:

At step 2 in clause 8.8.2.3, the MEF Client shall form the MAF Client Registration Request (see Table 8.8.2.3-1) from the attributes of the [MAFClientRegCfg] MO node as follows:
· MAF-FQDN: shall be set to the value of the fqdn attribute;

· expirationTime shall be assign to the value of expirationTime attribute;

· labels shall be assigned the value of the labels attribute;

· adminFQDN: shall be assigned to the value of the adminFQDN attribute;

The MEF Client shall select a protocol (HTTP, CoAP, WebSocket) based on the protocol(s) supported by the MAF Client, and the protocol(s) supported by the MAF is indicated by the presence of the httpPort, coapPort and websocketPort in the child [MAFClientRegCfg] MO node. The MEF Client shall use the port number provided in the appropriate httpPort, coapPort or websocketPort attribute of the child [MAFClientRegCfg] MO node.
At step 3 in clause 8.8.2.3, If the MEF Client receives a successful MEF Key Registration Response (see Table 8.8.2.3-2) then the MEF Client shall verify the following information received in the MEF Key Registration Response:

· expirationTime: Verification fails if this value is prior to the time when verification is performed.
· MAF Client ID: Verification fails if this value is distinct from the identifier of the MEF Client.

· adminFQDN:  Verification fails if this value is distinct from the corresponding value sent in the MEF Key Registration Request in step 2 of clause 8.8.2.3.
If verification succeeds, then the MEF Client shall store the information in the MEF Key Registration Response and associate this information with the [MAFClientRegCfg] MO node. The MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_OK.
If verification fails, or if the procedure fails for any other reason, then the MEF Client exits the procedure, triggering the MEF Client Command Update procedure for this cmdID with cmdStatusCode set to the value for MEF_CLIENT_CMD_MO_NODE_PROCESSING_FAILED.
-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2---------------------------------------------

12.2
Simple Security-Specific oneM2M Data Types

Table 12.2-1 describes simple data type definitions specific to security. The types in table 12.2-1 are either:

· Atomic data types derived from XML Schema data types by restrictions other than enumeration

· List data types constructed from other XML Schema or oneM2M-defined atomic data types.

Table 12.2-1: Security-specific oneM2M simple data types

	XSD type name
	Used for
	Examples
	Description

	sec:relKeyID
	Relative part of symmetric key Identifiers
	1he83he, 
my-key_name,

firstname.lastname
	Any combination of the Roman alphabet, numerals, '.', '_' and '-' characters

	sec:credentialID
	Credential Identifier
	10-thiskey@mymef.com
	A sec:credIDTypeID and a xs:anyURI separated by the ‘-‘ character. See clause 10.4. The xs:anyURI is the value part of the credential-lD

	sec:deviceConfigURI
	deviceConfigURI attribute of the <MEFBase> resource, see TS-0032 [58]
	1:http://server.dmprovider.com
	A sec:devMgmtID value (see clause 12.3.2.2) separated with colon “:” from the URI of a device management server


12.3
Enumerated Security-Specific oneM2M Data Types

12.3.1
Introduction

The enumerated security-specific oneM2M data types are treated identically to the enumerated oneM2M data types defined in clause 6.3.4 of oneM2M TS-0004 [4]. These data types are based on <xs:integer>, with the numeric values interpreted as specified in clause 12.3.2.

12.3.2
Enumeration type definitions

12.3.2.1
sec:credIDTypeID

The sec:credIDTypeID enumeration type is used in sec:credentialID to identify the type of the identified credential. 

Table 12.3.2.1-1: Interpretation of the sec:credIDTypeID enumeration type. 
	Value
	Interpretation
	Note

	10
	Symmetric key used to authenticate to a MEF (KpmID)
	See clause 8.3.2.1

	11
	Symmetric key used to authenticate to a MAF (KmID)
	See clause 8.8.3.1

	12
	Symmetric key used to authenticate in an SAEF (KpsaID or KcID)
	See clauses 8.2.2.1, 8.2.2.3

	13
	Symmetric key used to authenticate in ESPrim (pairwiseESPrimKeyID)
	See clauses 8.4.2

	14
	Symmetric key used for direct encryption in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (generic symmetric key identifier format)
	See clause 8.5.2

	15
	Symmetric key used for symmetric key wrap  in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (generic symmetric key identifier format)
	See clause 8.5.2

	16
	Symmetric key used for HMAC  in the ESData Signature-only security class (generic symmetric key identifier format)
	See clause 8.5.2

	30
	Raw Public Key Certificate used in TLS: (Public Key Identifier) 
	10.1.2

	31
	Device Certificate used in TLS (globally unique hardware instance identifier)
	10.1.1.4

	32
	CSE-ID Certificate used in TLS (CSE-ID) 
	oneM2M TS-0001 [1]

	33
	AE-ID Certificate used in TLS (AE-ID) 
	oneM2M TS-0001 [1]

	41
	Raw Public Key Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes: (Public Key Identifier) 
	10.1.2

	42
	Device Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (globally unique hardware instance identifier)
	10.1.1.4

	43
	CSE-ID Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (CSE-ID) 
	oneM2M TS-0001 [1]

	44
	AE-ID Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (AE-ID) 
	oneM2M TS-0001 [1]

	51
	Raw Public Key Certificate used for RSA or ECDH Key management in the ESData Signature-only security class: (Public Key Identifier) 
	10.1.2

	52
	Device Certificate used for RSA or ECDSA signatures in the ESData Signature-only security class (globally unique hardware instance identifier)
	10.1.1.4

	53
	CSE-ID Certificate used for RSA or ECDH Key management in the ESData Signature-only security class (CSE-ID) 
	oneM2M TS-0001 [1]

	54
	AE-ID Certificate used for RSA or ECDH Key management in the ESData Signature-only security class (AE-ID) 
	oneM2M TS-0001 [1]

	NOTE:
The form of the identifier for the credential type is described in brackets.


12.3.2.2
sec:devMgmtID

The sec:devMgmtID enumeration type is used in sec:deviceConfigURI as an identifier of  the device management technology used for field device configuration (cf. TS-0022 [57]). The sec:devMgmtID enumeration type is also used in the devMgmtID element of the devCfgArgs element of the cmdArgs of the MEF Client Command cmdDescription element (see clause  8.3.x.8) to indicate the DM protocol to be used for Device Configuration (oneM2M TS-0022 [57]). The cmdDescription is an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58]).
Table 12.3.2.2-1: Interpretation of the sec:devMgmtID enumeration type. 
	Value
	Interpretation
	Note

	1
	OMA DMv1.3
	See TS-0005

	2
	OMA DMv2.0
	See TS-0005

	3
	OMA LwM2M
	See TS-0005

	4
	BBF TR-069
	See TS-0006


12.3.2.3
sec:cmdClassID
The sec:cmdClassID enumeration type is used in the MEF Client Command cmdDescription element (see clause  8.3.x.5) to indicate the cmdClass of the cmdDescription. The cmdDescription is an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58]).
Table 12.3.2.3-1: Interpretation of the sec:cmdClassID enumeration type. 
	Value
	Interpretation
	Note

	0
	NO_MORE_COMMANDS
	The command class is specified in clause 8.x.3.6.2.

	1
	CERT_PROV
	The command class is specified in clause 8.x.3.6.3. 

Certificate Provisioning is specified in clause 8.3.6

	2
	DEV_CFG
	The command class is specified in clause 8.x.3.6.4. 

Device Configuration is specified in oneM2M TS-0022 [57]

	3
	MO_NODE
	The command class is specified in clause 8.x.3.7.


12.3.2.4
sec:cmdStatusCode
The sec:cmdStatusCode enumeration type is used by the cmdStatusCode element to indicating the status of an MEF Client Command. The cmdStatus is an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58].

Table 12.3.2.4-1: Interpretation of the sec:cmdStatusCode enumeration type. 
	Value
	Interpretation
	Note

	10
	MEF_CLIENT_CMD_ISSUED
	See 8.3.x.5.2

	11
	MEF_CLIENT_CMD_REISSUED
	See 8.3.x.5.3

	20
	MEF_CLIENT_CMD_OK
	See 8.3.x.5.4

	40
	MEF_CLIENT_CMD_ REPEATED_CMD_ID
	See 8.3.x.5.5

	41
	MEF_CLIENT_CMD_CLASS_NOT_SUPPORTED
	See 8.3.x.5.6

	42
	MEF_CLIENT_CMD_BAD_ ARGUMENTS
	See 8.3.x.5.7

	43
	MEF_CLIENT_CMD_UNACCEPTABLE_ARGUMENTS
	See 8.3.x.5.8

	100
	MEF_CLIENT_CMD_CERT_PROV_SERVER_ERROR
	See 8.3.x.5.9

	101
	MEF_CLIENT_CMD_CERT_PROV_CLIENT_ERROR
	See 8.3.x.5.10

	201
	MEF_CLIENT_CMD_DEV_CFG_SERVER_ERROR
	See 8.3.x.5.11

	202
	MEF_CLIENT_CMD_DEV_CFG_CLIENT_ERROR
	See 8.3.x.5.12

	300
	MEF_CLIENT_CMD_MO_NODE_NOT_FOUND
	See 8.3.x.5.13

	301
	MEF_CLIENT_CMD_MO_NODE_TYPE_CONFLICT
	See 8.3.x.5.14

	302
	MEF_CLIENT_CMD_MO_NODE_UNACCEPTABLE_ARGS
	See 8.3.x.5.15

	303
	MEF_CLIENT_CMD_MO_NODE_EXECUTION_ERROR
	See 8.3.x.5.16


12.3.2.5
sec:certProvProtocolID
The sec:certProvProtocolID enumeration type is used for the certProvProtocolID element of the certProvCmdArgs element of the cmdArgs element of the MEF Client Command cmdDescription element (see clause  8.3.x.7) to indicate the Certificate Provisioning protocol to be used. The cmdDescription is an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58]).
Table 12.3.2.5-1: Interpretation of the sec:certProvProtocolID enumeration type. 
	Value
	Interpretation
	Note

	1
	EST
	See clause 8.3.6.2

	2
	SCEP
	See clause 8.3.6.3


12.3.2.6
sec:certSubjectType
The sec:certSubjectType enumeration type is used for the certSubjectType element of the certProvCmdArgs  element of the cmdArgs element of the MEF Client Command cmdDescription element (see clause  8.3.x.9) to indicate the type of an MO Node. The cmdDescription is an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58]).
Table 12.3.2.6-1: Interpretation of the sec:certSubjectType enumeration type. 
	Value
	Interpretation
	Note

	1
	Node-ID
	See oneM2MTS-0001 [1], clause 7.1.5

	2
	CSE-ID
	See oneM2MTS-0001 [1], clause 7.2

	3
	AE-ID
	See oneM2MTS-0001 [1], clause 7.2


12.3.2.7
sec:objectTypeID
The sec:objectTypelID enumeration type is used for the objectTypelID element of the MONodeCmdArgs  element of the cmdArgs element of the MEF Client Command cmdDescription element (see clause  8.3.x.9) to indicate the type of an MO Node. The cmdDescription is an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58]).
Table 12.3.2.7-1: Interpretation of the sec:certProvProtocolID enumeration type. 
	Value
	Interpretation
	Note

	1
	[authenticationProfile]
	See oneM2M TS-0022 [57], clause 7.1.4 and 7.2.4.

	2
	[trustAnchorCred]
	See oneM2M TS-0022 [57], clause 7.1.6 and 7.2.6.

	3
	[MAFClientRefCfg]
	See oneM2M TS-0022 [57], clause 7.1.7 and 7.2.7.


12.4
Complex Security-Specific oneM2M Data Types

12.4.1
MAF and MEF client configuration data
Table 12.4.1-1 defines the assignment of data types to the four data containers which are used in MAF and MEF client registration and key registration configuration procedures. Note that these data containers are not defined in the form of resource types since the information is not remotely accessible. The information elements of these containers are managed by means of Device Management procedures (cf. TS-0022 [57]) or by manual provisioning.     

Table 12.4.1-1: Types used in MAF and MEF Registration Configuration procedures. 

	data container name
	Used in
	Data Type
	Notes

	mefClientRegCfg
	MEF Client Registration Configuration, see 8.3.7.2
	sec:clientRegCfg
	See clause 12.4.2

	mafClientRegCfg
	MAF Client Registration Configuration, see 8.8.3.2
	
	

	mefKeyRegCfg
	MEF Key Registration Configuration, see 8.3.7.3
	sec:keyRegCfg
	See clause 12.4.3

	mafKeyRegCfg
	MAF Key Registration Configuration, see 8.8.3.3
	
	


12.4.2
sec:clientRegCfg

Data type sec:clientRegCfg applies to the mefClientRegCfg and mafClientRegCfg data containers used in MEF Client Registration Configuration and MAF Client Registration Configuration, see clause 8.3.7.2 and clause 8.8.3.2, respectively. 

Table 12.4.2-1: Type definition of sec:clientRegCfg 

	Element Path
	Element Type
	Multiplicity
	Notes

	expirationTime
	m2m:timestamp
	0..1
	oneM2M TS-0004 [4]

	labels
	m2m:labels
	0..1
	oneM2M TS-0004 [4]

	fqdn
	xs:anyURI
	1
	

	adminFQDN
	xs:anyURI
	1
	

	httpPort
	xs:unsignedByte
	0..1
	

	coapPort
	xs:unsignedByte
	0..1
	

	websocketPort
	xs:unsignedByte
	0..1
	


12.4.3
sec:keyRegCfg

Data type sec:keyRegCfg applies to the mefKeyRegCfg and mafKeyRegCfg data containers used in MEF Key Registration Configuration and MAF Key Registration Configuration, see clause 8.3.7.3 and clause 8.8.3.3, respectively.
Table 12.4.3-1: Type definition of sec:keyRegCfg. 

	Element Path
	Element Type
	Multiplicity
	Notes

	expirationTime
	m2m:timestamp
	0..1
	oneM2M TS-0004 [4]

	labels
	m2m:labels
	0..1
	oneM2M TS-0004 [4]

	adminFQDN
	xs:anyURI
	1
	

	SUID
	m2m:suid
	1
	oneM2M TS-0004 [4]

	targetIDs
	m2m:listOfM2MID
	0..1
	oneM2M TS-0004 [4]


12.4.A
sec:cmdDescription
The sec:cmdDescription complex type is used by the cmdDescription element to describe an MEF Client Command, described in clause 8.3.x.5. The cmdDescription is an attribute of the <mefClientCmd> resource type in oneM2M TS-0032 [58].
Table 12.4.A-1: Type definition of sec:cmdDescription 

	Element Path
	Element Type
	Multiplicity
	Notes

	cmdClassID
	sec:cmdClassID
	1
	See clause 12.3.2.3

	cmdArgs
	sec:cmdArgs 
	1
	See clause 12.4.A1

	targetID
	m2m:ID
	1
	oneM2M TS-0004 [4]


12.4.A1
sec:cmdArgs
The sec:cmdArgs complex type is used by the cmdArgs element of  datatype sec:cmdDescription. 
Table 12.4.A1-1: Type definition of sec:cmdArgs 

	Element Path
	Element Type
	Multiplicity
	Notes

	noMoreCmdArgs
	sec:noMoreCmdArgs
	0..1
	See clause 12.4.B

	certProvCmdArgs
	sec:certProvCmdArgs
	0..1
	See clause 12.4.C

	devCfgCmdArgs
	sec:devCfgCmdArgs
	0..1
	See clause 12.4.D

	MONodeCmdArgs
	sec:MONodeCmdArgs
	0..1
	See clause 12.4.E


This type is an xs:choice. It shall contain elements from no more than one row listed in the table above.
12.4.B
sec:noMoreCmdArgs
The sec:noMoreCmdArgs complex type is used in sec:cmdDescription.
Table 12.4.B-1: Type definition of sec: noMoreCmdArgs
	Element Path
	Element Type
	Multiplicity
	Notes

	retryDuration
	xs:duration
	1
	


12.4.C
sec:certProvCmdArgs
The sec:certProvCmdArgs complex type is used in sec:cmdDescription.
Table 12.4.C-1: Type definition of sec:certProvCmdArgs
	Element Path
	Element Type
	Multiplicity
	Notes

	certProvProtocolID
	sec:certProvProtocolID
	1
	See clause 12.3.2.5

	URI
	xs:anyURI
	1
	

	certSubjectType
	sec:certSubjectType
	1
	See clause 12.3.2.6

	certSubjectID
	xs:union of m2m:nodeID and m2m:ID
	1
	See oneM2M TS-0004 [4], clause 6.3.3.


12.4.D
sec:devCfgCmdArgs
The sec:devCfgCmdArgs complex type is used in sec:cmdDescription.
Table 12.4.D-1: Type definition of sec:devCfgCmdArgs
	Element Path
	Element Type
	Multiplicity
	Notes

	deviceConfigURI
	sec:deviceConfigURI
	1
	See clause 12.2


12.4.E
sec:MONodeCmdArgs
The sec:MONodeCmdArgs complex type is used in sec:cmdDescription.
Table 12.4.E-1: Type definition of sec:MONodeCmdArgs
	Element Path
	Element Type
	Multiplicity
	Notes

	objectPath
	xs:anyURI
	1
	

	objectTypeID
	sec:objectTypeID
	1
	See clause 12.3.2.7

	objectTypeSpecifcArgs
	sec:authProfileMONodeArgs
	0..1
	See clause 12.4.F


12.4.F
sec:authProfileMONodeArgs
The sec:authProfileMONodeArgs complex type is used in sec:MONodeCmdArgs.
Table 12.4.F-1: Type definition of sec:authProfileMONodeArgs
	Element Path
	Element Type
	Multiplicity
	Notes

	SUID
	m2m:suid
	1
	See oneM2M TS-0004 [4], clause 6.3.4.2.39


-----------------------End of change 3---------------------------------------------
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