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Introduction
This CR provides the description of the procedures that can occur in the Enrolment Exchange, as well as an overview of how the MEF Client can be triggered to perform these procedures.

The authors have noted the following changes are required and will provide these in a separate CR.
· Clause 8.3.1.2: 
· Provisioning Procedure Instructions: this has not been described and can be deleted from the text and figures. 
· Enrolment Exchange: The MEF Client Registration procedures and MEF Client Command procedures need to be added to the text.
· Clause 8.3.2.x: The names of the “phases” no longer align with 8.3.1.2. An editorial update is required. 
-----------------------Start of change 1-------------------------------------------
8.3.4 Enrolment Exchange

8.3.4.1
Enrolment Exchange Procedures
The following procedures may occur within an Enrolment Exchange:

· MEF Client Registration procedures; 
· Symmetric Key Provisioning procedures;
· Certificate Provisioning procedure;
· Device Configuration procedures, per oneM2M TS-0022 [57] can be applied, with the MEF interacting with a DM Server and MEF Client interacting with the DM Client on the Managed Entity;
· MEF Client Command Procedures (i.e. CRUD procedures targeting at a <mefClientCmd> resource), which enable the MEF to control the sequence of Enrolment Exchange procedures.
The clauses below describe triggering mechanisms specific to each set of procedures. Alternatively, other mechanisms, not specified by oneM2M, can be used to trigger any Enrolment Exchange procedure, with the condition that such mechanisms provide a satisfactory level of security. Example mechanisms include pre-configuration and manual configuration. 

8.3.4.2
MEF Client Registration 
MEF Client Registration procedures are specified in clauses 8.3.5.2.3, 8.3.5.2.4, 8.3.5.2.5, and 8.3.5.2.6.

MEF Client Registration procedures can only be performed within an Enrolment Exchange.
MEF Client Registration procedures can be triggered by the following oneM2M-specified mechanisms:

· Procedures triggered using Device Configuration. Device Configuration, specified in oneM2M TS-0022 [57], can trigger MEF Registration Procedures:
· Adding a [MEFClientRegCfg] MO triggers the MEF Client to perform the MEF Client Registration Procedure, specified in clause 8.3.5.2.3. 

· Deleting a [MEFClientRegCfg] MO triggers the MEF Client to stop using the associated MEF Client registration, delete any credentials associated with that MEF Client registration and end the associated MEF Client registration on the MEF.  The MEF achieves the final step by performing the MEF Client De-Registration Procedure, specified in clause 8.3.5.2.6.
8.3.4.3
Symmetric Key Provisioning
Symmetric Key Provisioning procedures are specified in clauses 8.3.5.2.7, 8.3.5.2.8, 8.3.5.2.9, and 8.3.5.2.10. 
These procedures can only be performed within an Enrolment Exchange.

These procedures can be triggered by the following oneM2M-specified mechanisms:

· Procedures triggered using  a “MO_Node” MEF Client Command: Device Provisioning (oneM2M TS-0022 [57]) can be used to configure MEF Client with an [authenticationProfile] MO which has a child [MEFClientRegCfg] MO node to instruct the MEF Client that Symmetric Key Provisioning will be used for credentials used in that [authenticationProfile] MO. If a MEF Client receives of an “MO_NODE” MEF Client Command matching the path of such a [authenticationProfile] MO, then this can trigger a Symmetric Key Provisioning procedure according to the information elements in the MEF Client Command and the current values of the parameters in these MO nodes. 
NOTE: Using Device Configuration to update or delete the [authenticationProfile] MO and/or its child [MEFClientRegCfg] MO node does not implicitly trigger a Symmetric Key Provisioning procedure. The update or delete will not take effect until a Symmetric Key Provisioning procedure is trigger by some other mechanisms.
· Procedures triggered by an expiry of a MEF Key Registration. If the MEF Client previously (successfully) executed an MEF Key Registration procedure under the control of an [authenticationProfile] MO on the MEF Client, and the current time is greater than the expirationTime of the [authenticationProfile] resource, and if the current time is close to or greater than the expirationTime of the most recent MEF Key Registration, then this can trigger the MEF Client to perform MEF Key Registration. The criteria for being “close to the expirationTime” is left up to the implementation of the MEF Client.
· Procedures triggered by receiving, within a oneM2M security protocol, a symmetric key identifier whose FQDN matches the MEF's FQDN. If a Target MEF Client receives, within a oneM2M security protocol, a symmetric key identifier whose FQDN matches the MEF's FQDN, then this can trigger the Target MEF Client to execute the MEF Key Retrieval Procedure specified in clause 8.3.5.2.8. See steps 6 and 7 in clause 8.3.5.1. 

8.3.4.4
Certificate Provisioning 
Certificate Provisioning procedures are specified in clause 8.3.6.

These procedures can only be performed within an Enrolment Exchange.

These procedures can be triggered by the following oneM2M-specified mechanisms:

· Procedures triggering using MEF Client Command Procedure: 
· If the MEF Client receives a MEF Client Command identifying a Certificate Provisioning Procedure, then this triggers the MEF Client to execute the Certificate Provisioning procedure using the information elements included in the command. 
8.3.4.5
Device Configuration
Device Configuration is specified in oneM2M TS-0022 [57].

Device Configuration can be performed within an Enrolment Exchange with a MEF, or in a DM session with other DM servers (separate from an Enrolment Exchange). Clause 8.3.y specifies use of Device Configuration within an Enrolment Exchange with a MEF. 

Device Configuration can be triggered by the following oneM2M-specified mechanisms:

· Procedures triggered using MEF Client Command Procedure:
·  If the MEF Client receives a MEF Client Command identifying the Device Configuration Procedure, then this trigger the MEF Client to execute a Device Configuration session using the information elements included in the command. 
8.3.4.6
MEF Client Command 
MEF Client Command procedures are specified in clause 8.3.X.

MEF Client Command procedures can only be performed within an Enrolment Exchange.

MEF Client Command procedures can be triggered by the following oneM2M-specified mechanisms:

· Procedures triggered following MEF Client Registration Procedure
· A MEF Client Command Retrieve shall be executed following an MEF Client Registration procedure (other than MEF Client De-registration).

· Procedures triggered according to retryDuration 
· When the MEF issues a NO_MORE_COMMANDS MEF Client Command, then the cmdArgs includes a retryDuration providing the duration after which the MEF Client attempts MEF Client Command Retrieve. A retryDuration is cancelled whenever the MEF Client successfully interacts with the MEF prior to this time. For further details see clause.8.3.x.5.1.
· Procedures triggered following an attempt to perform an issued MEF Client Command
· If the MEF Client has attempted executing a previously issued MEF Client Command, then the MEF Client shall perform the MEF Client Command Update procedure to report on the status of that execution. The MEF can issue a MEF Client Command in the response.
An Example of a MEF Client Command procedure is illustrated in figure 8.3.4.6-1.
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1. The MEF client sends an MEF Client Registration request. 

2. The MEF creates a <mefClientReg> resource. 

3. If the MEF wants to issue a MEF Client Command it creates a <mefClientCmd> resource as child of the <mefClientReg> resource

4. The MEF sends the MEF Client Registration response which includes a representation of the <mefClientReg> resource, including the childResource reference, whose value represents the resource ID of a <mefClientCmd> resource.

5. The presence of the childResource reference triggers the MEF client to retrieve the <mefClientCmd> resource. The MEF Client sends a MEF Client Command Retrieve request to the MEF
6. The MEF forms the response. 
7. The MEF returns a MEF Client Command Retrieve response which includes the <mefClientCmd> resource.

8. The MEF client parses the received response and executes the command included therein.

9. After execution of the command, the MEF client reports the result to the MEF by a MEF Client Command Update Request

10. The MEF updates the <mefClientCmd>. If the MEF has a new command for the MEF Client it indicates a trigger in the representation of the <mefClientCmd> resource.
11. The MEF sends the MEF Client Command Update Response. If the received response includes another MEF Client Command, steps 8 to 11 are repeated.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------

8.3.y Profile for Device Configuration within an Enrolment Exchange
oneM2M TS-0022 [57] specifies a series of resources types, and procedures on those resource types, for configuration of AEs and CSEs on Field Devices. 
As stated in clause 8.3.4.5, Device Configuration can be performed within an Enrolment Exchange with a MEF, or in a DM session with other DM servers (separate from an Enrolment Exchange). When Device Configuration is used with an Enrolment Exchange, then there are two constraints on the Device Configuration <mgmtObj> specializations:

[myCertFileCred]: This <mgmtObj> specialization is not configured by a MEF. Instead, a MEF shall use the Certificate Provisioning procedures of clause 8.3.6 for provisioning a certificate for the MEF Client to use for authenticating itself. 

[authenticationProfile]: The symmKeyValue attribute of this <mgmtObj> specialization for provisioning symmetric keys is not used by the MEF (See NOTE below). Instead, a MEF shall use the Symmetric Key Provisioning procedures of clause 8.3.5 for provisioning symmetric keys to the MEF Client. This is achieved in two steps:
1. The MEF uses Device Configuration to configure a MO corresponding to the [authenticationProfile], with the following constraints:

· The [authenticationProfile] shall link to the [MEFClientRegCfg] associated with the registration on the MEF for the administrating stakeholder which authorized the [authenticationProfile].

· The [authenticationProfile] shall include the expirationTime, and MAFKeyRegDuration attributes, and may include the MAFKeyRegLabels
· The [authenticationProfile] resource does not include the values corresponding to the symmKeyID and symmKeyValue attributes. 

2. The MEF subsequently issues a MO_NODE MEF Client Command matching the [authenticationProfile] MO node, as described in clause 8.3.4.3. This triggers executing a MEF Key Registration procedure which establishes a symmetric key and symmetric key identifier at the MEF Client and MEF. 

NOTE:
The symmKeyValue is present in the [authenticationProfile] for Device Configuration scenarios where the DM Server is not an MEF. The Symmetric Key Provisioning procedures specified in the present document provide greater security, which is why they are mandatory when the DM Server is a MEF.
-----------------------Start of change 2---------------------------------------------
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