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2 minutes introduction +48 minutes/6= 8 minutes per person 

Challenges & Smart Solutions:
Protocol ,Interoperability, Testing and collaboration 
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Audience: Stay awake ,Clap for Speakers, Note down questions
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Hardware Level Security

Tamper resistant Storage of long-term 
Service-Layer Keys within M2M 
Devices/Gateways

Non-access to Service-Layer Keys stored 
within HSM/server-HSM

Secure Storage of long-term Service-Layer 
Keys within M2M Infrastructure Equipment

Secure Execution of sensitive Functions in 
M2M Devices/M2M Gateways

Physical/logical Binding of HSM to M2M 
Device/Gateway

Software Level Security

Use of Security Associations, mutual 
Authentication and Confidentiality

Proven Resistance to Man-in-the-Middle 
Attacks

Limited Life Session Keys bound to Service 
Layer

Replay  Protection along with Policy based  
Action

Integrity Verification along with shared 
Asset Inventory mechanism

Secure Communication Link with Security 
Control

Prevent Injection of Un-trusted Data 
through parameterized API mechanism





New measurement value availableWrite to //MN-CSE/AMN-CSE notifies aggregation app about new data, MN-CSE keep a copy of the data
for subsequent use

New measurement value availableWrite to //MN-CSE/AMN-CSE notifies aggregation app about new data, MN-CSE keep a copy of the data 
for subsequent use
… etc, etc …Ask MN-CSE to write aggregated/transformed data to //IN-CSE/B….
and BTW, this is low priority and you got 12 h time for that!
MN-CSE checks with policies and when time is good gets connected…..and writes aggregated data to //IN-CSE/BIN-CSE notifies network app (DB, HRN) about new data.Measurement app can simply keep on delivering its data to the MN-CSE
Aggregation app gets always notified about the new bits coming in
MN-CSE will store-and-forward aggregated/transformed data at a good time
IN-CSE will notify DB app when new data arrived
=> Very little effort to synch the different apps
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Starting assumptions:
- Bootstrapping / DM is done (provisioning of credentials/apps)
- MN-CSE and IN-CSE have logically connected (authentication, binding, encryption) 
- Apps have authenticated to xCSE and access right were established


