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Introduction


oneM2M thanks the FASTR consortium for their consideration and detailed evaluation of the oneM2M security specifications, especially TR-0008 and TS-0003, as a platform to support secure OTA software update in automotive environments.
To improve your evaluation of the suitability of our specifications for the use cases you are targeting, oneM2M would like to attract your attention on the following points:

· For considerations related to secure remote (OTA) software updates (e.g. your guidelines GDL-9, 13-14, 20-21), your analysis should also consider the oneM2M Management architecture specified in TS-0001 clause 6.2.4 and Annex D, and our Management Enablement specifications for Broadband Forum TR-069 (oneM2M TS-0006) and OMA DM and LwM2M (TS-0005 and TS-0014 for LwM2M Interworking).

· oneM2M specifies a service layer abstracting the complexity of underlying technologies (e.g. transport network) to facilitate application development, relying on existing specifications to implement the underlying layers. Especially for security, the Secure Environment concept intends to provide abstraction of hardware based technologies such as GlobalPlatform Secure Components. Your hardware related guidelines, such as GDL-18 and 22-24, are supposed to be addressed by such referred technologies.

· oneM2M focuses on enabling interoperability to facilitate management and information exchanges involving multiple applications. As such, application levels good practices guidelines are not included in our specifications, though some guidance may be found in the oneM2M Developer’s Guides series (e.g. TR-0025). This will be extended in Release 3 with specific Developer’s Guides for Management (TR-0035) and Security (TR-0038). Additionally, Release 3 will include a specific TR for Vehicular Domain Enablement, TR-0026.  

· Though practices related to Key Management Plan are not addressed as such by oneM2M as this can be managed by each stakeholder in the ecosystem without affecting interoperability, the Remote Security Provisioning Frameworks (RSPFs) and Security Association Establishment Frameworks (SAEFs) of TS-0003 provide an extensive set of key management tools that should facilitate such practices (cf. GDL-39 to 44, 46-47, 53-55). 
· oneM2M plans to further consider the remaining security recommendations in your guidelines for future updates of our specifications.
oneM2M invites FASTR consortium members to send your further technical questions and comments to TechQuestions@list.onem2m.org, for which you can subscribe at the below address:
http://www.onem2m.org/technical/developers-corner/documentation/technical-questions  

The oneM2M Technical Plenary will appreciate to be kept informed on future FASTR deliverables and updates to the existing evaluation document.
oneM2M welcomes future collaboration with FASTR regarding automotive specific recommendations, requirements and use cases that could be relevant to address in our specifications.
Actions
1. oneM2M requests FASTR to consider the above comments and update their oneM2M evaluation on relevant criteria by considering the additional Management specifications highlighted above.
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