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Introduction

The CR proposes to add validations/clarifications in TS-0004 regarding CSE actions if incorrect values are set in eventNotificationCriteria.

Below is the <subscription> resource from TS-0001:

Table 9.6.8-3: eventNotificationCriteria conditions

	Condition tag
	Multiplicity
	Matching condition

	createdBefore
	0..1
	The creationTime attribute of the resource is chronologically before the specified value.

	createdAfter
	0..1
	The creationTime attribute of the resource is chronologically after the specified value.

	modifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically after the specified value.

	unmodifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically before the specified value.

	stateTagSmaller
	0..1
	The stateTag attribute of the resource is smaller than the specified value.

	stateTagBigger
	0..1
	The stateTag attribute of the resource is bigger than the specified value.

	expireBefore
	0..1
	The expirationTime attribute of the resource is chronologically before the specified value.

	expireAfter
	0..1
	The expirationTime attribute of the resource is chronologically after the specified value.

	sizeAbove
	0..1
	The contentSize attribute of the <contentInstance> resource is equal to or greater than the specified value.

	sizeBelow
	0..1
	The contentSize attribute of the <contentInstance> resource is smaller than the specified value.

	notificationEventType
	0..5
	The type of event. Possible notification event type values are:
a)
Update to attributes of the subscribed-to resource.

b)
Deletion of the subscribed-to resource.
c)
Creation of a direct child of the subscribed-to resource.
d)
Deletion of a direct child of the subscribed-to resource.

e)
An attempt to retrieve a <contentInstance> direct-child-resource of a subscribed-to <container> resource is performed while this <contentInstance> child resource is an obsolete resource or the reference used for retrieving this resource is not assigned. This retrieval is performed by a RETRIEVE request targeting the subscribed-to resource with the Result Content parameter set to either "child-resources" or "attributes+child-resources".

The other conditions in eventNotificationCriteria conditions apply to the selected notificationEventType.
For example, if notificationEventType is "Creation of a direct child of the subscribed-to resource" then other eventNotificationCriteria conditions is applied to the direct child resources of the subscribed-to resource.
If this condition is not specified, the default value is "Update to attributes of the subscribed-to resource".
The notion of "obsolete resource" is defined in clause 9.6.1.3.2 (Common attributes).

	operationMonitor
	0..5
	The operations accessing the subscribed-to resource matches with the specified value. It allows monitoring which operation is attempted to the subscribed-to resource regardless of whether the operation is performed. This feature is useful when to find malicious AEs. Possible string arguments are: create, retrieve, update, delete.

	attribute
	0..n
	A list of attribute names of a subscribed-to-resource. This list is only applicable when notificationEventType has a value of "Update to attributes of the subscribed-to resource".

If this list is present, then it is used to specify a subset of a subscribed-to-resource's attributes for which updates shall result in a notification. If ANY attribute specified on this list is updated, then a notification shall be generated. If an attribute that is not specified in this list is updated, then a notification shall not be generated.

If this list is not presented, then the default attribute list is the full set of a subscribed-to-resource's attributes. If ANY attribute of a subscribed-to-resource is updated, then a notification shall be generated.

	missingData
	0..1
	The missingData includes two values: a minimum specified missing number of the Time Series Data within the specified window duration, and the window duration. The condition only applies to subscribed-to resources of type <timeSeries>.
The first detected missing data point starts the timer associated with the window duration.

The window duration is restarted upon its expiry until such time as the entire subscription is terminated or not refreshed. More details about NOTIFICATIONS related to data reporting is found in clause 10.2.39.

	filterOperation


	0..1
	Indicates the logical operation (AND/OR) to be used for different condition tags. The default value is logical AND.


The approach taken in this CR is to ignore such values in line with approach given for handling of operationMonitor in TS-0001 or other approach could be to reject such request.
-----------------------Start of change 1-------------------------------------------

7.4.8.2 <subscription> resource specific procedure on CRUD operations 

7.4.8.2.1 Create

Originator:
No change from the generic procedures in clause 7.2.2.1.

Receiver:
The following are additional Hosting CSE procedures to the generic resource handling procedures (Figure 7.2.2.2‑1 in clause 7.2.2.2). The additional procedures shall be inserted from Recv-6.2 to Recv-6.8 as below.

The resource handling procedure for the Hosting CSE which receives <subscription> CREATE request shall perform the following procedures in order:

1) Recv-6.2.
2) Recv-6.3.
3) Check if the subscribed-to resource, addressed in To parameter in the Request, is subscribable. Subscribable resource types are defined in oneM2M TS-0001 [6], they have <subscription> resource types as their child resources. If it is not subscribable, the Hosting CSE shall return the Notify response primitive with a Response Status Code indicating "TARGET_NOT_SUBSCRIBABLE" error.
4) Check if the Originator has privileges for retrieving the subscribed-to resource. If the Originator does not have the privilege, the Hosting CSE shall return the response primitive with Response Status Code indicating "ORIGINATOR_HAS_NO_PRIVILEGE" error.

5) If any of the notificationURI entries are not the Originator, the Hosting CSE may send a Notify request primitive to each of them with verificationRequest parameter set as TRUE (see clause 7.5.1.2.3):

a)
If the Hosting CSE cannot send one or more Notify request primitive, the Hosting CSE shall return the response primitive with a Response Status Code indicating "SUBSCRIPTION_VERIFICATION_INITIATION_FAILED" error.

b)
If the Hosting CSE sent all the Notify request primitives, the Hosting CSE shall check if each Notify response primitive contains a Response Status Code indicating "OK". If not, the Hosting CSE shall return the Create response primitive containing the Response Status Code from the first unsuccessful Notify response primitive.

6) Recv-6.4.
7) Recv-6.5:
a)
If the Originator does not provide notificationContentType, the Hosting CSE shall set it as 'all attributes'.

b)
If the notificationURI is not the Originator, the Hosting CSE shall store Originator ID to creator attribute.
c)
If the batchNotify attribute is present in the Request and the batchNotify/duration is not provided by the Originator, the Hosting CSE shall set the value of batchNotify/duration to the default duration as given by the M2M Service Provider.
d)
When the notificationEventType tag is present with value other than "Update to attributes of the subscribed-to resource". or “Update to attributes of the subscribed-to resource with blocking of the triggering UPDATE operation” in the eventNotificationCriteria, the value of the attribute tag is ignored if present in the eventNotificationCriteria attribute.
e
)
When the notificationEventType tag is present in the eventNotificationCriteria, the value of the         operationsMonitor tag is ignored if present in the eventNotificationCriteria attribute.
8) Recv-6.6.
9) Recv-6.7.
10) Recv-6.8.
-----------------------End of change 1---------------------------------------------
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